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PREFACE

The papers in this Proceeding are from the first IEEE Conference in Nigeria, NIGERCON 2010,
held at the Rockview Hotel Abuja, 17 "~ 19 "June 2010. More than forty papers were received
from the Industry and Academia. The theme of the conference was Emerging and
Sustainable Technologies for Power and ICT in a Developing Economy The primary
objective of the Conference was to provide a forum for discussion of new ideas, best practices,
research & development results, etc, to stimulate growth and advance the state of knowledge
and practice of Electrical Engineering and Information & Communication Technology in a
developing society.

In line with IEEE core purpose of fostering technological innovation and promoting members
careers, |IEEE Nigeria Section subsidized the conference fee in order to provide opportunities
for students and young engineers to attend and meet their experienced peers for better
networking and productivity. In addition, a special provision wasmade for Challenge sessions
for papers from universities, where guidance and steer was given for research towards
Nigeria's most area of need for achieving the Vision 2020.

On behalf of the Conference Planning Committee, | wish to express our sincere gratitude to all
our sponsors: the managements of Power Holding Company of Nigeria, Warri Refining &
Petrochemical Co. Ltd., Federal University of Technology Owerri, Federal Polytechnic
Nekede, Nigerian National Petroleum Corporation, Nigerian Communications Commission,
Nigerian Television Authority, Digital Bridge Institute, Nigerian Electricity Regulatory
Commission, DANEL EC Fze, and many others too numerous to mention. | thank all who
submitted and presented papers. Finally, | thank in a special way, all members of my
Committee who volunteered their time to make the conference successful.

Engr Dr Gloria Chukwudebe SMIEE,FNSE.
Vice-Chair Nigeria Section & Chair, Conf. Planning Committee.
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THE ROLE OF IEEE STANDARDS IN WORLD ADVANCEMENT

Isaac Adekanye, SMIEEE, +Gloria Chukwudebe, SMIEEE and
+Christian Mbaocha, MIEEE
Agip Energy and Natural Resources Ltd, Port Harcourt.
+Federal University of Technology Owerri.

ABSTRACT

To attain IEEE vision of advancing global pro sperity by fostering technological innovation and excellence,
the IEEE-Standards Association, over the years has unleashed numerous standards to drive the
functionality, capabilities and interoperability of a wide range of products and services. The all-pervasive
IEEE 802.X standards suite has radically transformed the way people live, work and do business. In this
paper, the significance of standardization, the role of IEEE and its scope of activities are described. The
IEEE-Standards Association (SA) process framework and how individuals and comporations can
participate are explained. The various subscription and access options to the over 1,300 portfolio of IEEE
standards, drafts and archived standards inclusive, are listed. The IEEE 802 committee successes since
its 30years inception, the 802 standards on Local Area Network, Personal Area Network and Metropolitan
Area Network for wired and wireless technologies are outlined. In view of the crucial role of standards
education, inclusion in undergraduate curriculumis recommended. To facilitate diffusion and compliance,
standards educationtraining is also recom mended for practitioners in the indu stry.

Keywords: Standards, standardization, globalization and IEEE standards.

. Introduction

Institute of Electrical/Electronic Engineers Inc.
(IEEE) advances global prosperity by fostering
technological innovation through organising

All products and services available in the market
place are manufactured or supplied based on
documented designs and/or processes. Thisis the
only way that suppliers and their customers can be

conferences all over the world, development of
technical standards and publication of journals,
newsletters, magazines and proceedings. By
harvesting from its more than 375,000 membersin
160 countries, IEEE has become a leading
authority on a wide variety of areas ranging from
aerospace systems, computers and
telecommunications to biomedical engineering,
electric power and consumer electronics. Hence,
in order to promote and advance these fields of
endeavour, setting standards has become a
natural routine for IEEE Inc.

Everybody has benefited from the IEEE 802.X
suite of standards for Local Area
Network/Metropolitan Area Network (LAN/MAN)
applications. Actually,
engineering and technology, the development of
technical and business standards to meet
design, manufacturing and market requirements,
is fundamental to the delivery of products and
services.

in the practice of

sure that each unit willbe a replica of the prototype
and other units sold or to be sold. This means that
all products and services are created according to
one or more standards. Therefore, any agreement
on how something is done, made, or used can be
considered astandard.

For instance, whenever one makes a local, long
distance, or international telephone call, many
standards are exercised to accomplish the desired
connection. The dialling tones and the ring back
signals are all realized in compliance with existing
standards.

Many countries of the world have organisations
charged with the responsibility of developing and
accrediting standards that cover many familiar
products ranging from safety glasses and shoes to
how cellular telephones interconnect with wireless
base stations and hence to other telephones. In
the USA, American National Standards Institute
(ANSI) is the standard accreditation body, while h
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ETSI does for the European Union (EU) etc. The
other standards organisations with global scope
include: International Standard Organisation
(1SO), the International
Commission (IEC) and the International
Telecommunications Union (ITU), a special

agency of the United Nations.

All over the world, standards development is
carried out under an accredited process. The
IEEE, a non-profit organisation is accredited by
ANSI for standards development. ANSI carries out
audit of Standards Development Organisations
every 5 yrs for quality assurance of the process.

The structure of the paper is as follows: the
significance and advantages of standardization
are discussed in Section 2. A general overview of
|IEEE standards scope, standardization process
framework and on-line resources are described in
Section 3. The all-pervasive |IEEE 802 standards
are briefly presented in Section 4. The importance of
standards education and available IEEE resources
are highlighted in Section 5. The @peris summarised
in Section 6 and recommendations are given in
Section 7.

Il. Significance of Standards and
Standardization

Technical standards are formal documents that
establish uniform engineering or technical criteria,
methods, processes and practices developed
through an accredited consensus process. For
more than fifty years, standardization has
progressed to a stage whereby, standardsare
developed based on guiding principles of
openness, balance, consensus and due process
in order to meet technical, safety, regulatory,
societal and market needs.

In simplest cases, standards are codified by an
individual supplier. In more complicated cases,
the standard may be a formal agreement among
all direct and materially affected interests who
have come together in an organised fashion or
forum to reach a consensus on the specifications
that must be met for the product or service to be
offered to the marketplace.

These agreements/standards are driven by the
need for inter-operation of units sold into the
market by two or more suppliers. In case of only

Electrotechnology

one supplier, the standard is proprietary hence
there is no need for an agreement outside of the
supplier's own process. Proprietary standards are
developed behind corporate closed doors.
Proprietary standards that dominate in the market
place isknown as de factostandards[1].

The disadvantage of a proprietarystandard is that,
that organizaton may need to make all the
products and interfaces for a limited market scope.

On the other hand, Consensus standards are
developed under the over-sight of non-profit
organizations for the public good. Consensus
standards have several advantages, one of which
is that, new suppliers can enter the market once
they can meet all applicable requirements.
Consensus standards with many suppliers result

in increased competition, reduced prices and

improved quality.

Some standards are Mandatory because they are
driven by social issues or environmenta
requirements. Standards whether mandatory or
otherwise exist at all government levels,
international, regional and national. Suppliers and
manufacturers prefer international standards
because of wider scope of the market.

Presently, standards influence everything we do,
standards control markets, hence, standards and
standardization systems will continue to play an
increasingly important role in the world. Besides
the effort of a global organisation such as IEEE,
many countries and continents have evolved
standardization programmes [2]. A survey in [3]
revealed that standardization programmes offer
one of the best means of evaluating current
technology, driving innovation and forecasting
where future technology innovations may occur.

Advantages Of Standards

Standards for business processes, products and
services have become imperative because of the

numerous benefits of standardization. Standards
play a key role in defining relationship between
product and service design features i.e. human
interfaces, content and how they work. Standards
facilitate mass production and multi-national
participation.

When a new technology emerges from R & D, a
standard development process acts as a catalyst
to bring manufacturers, service providers and
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users, to determine how, when and where this
technology will fit so as to get the best value.

Generally, the creation of standards, establishes a
healthy competition amongst manufacturers and
suppliers, e.g telephone and connections, Internet
Service provision, laptops, flash drives, etc. The
resulting competition gives rise to increased
sales, lower costs, numerous functions and higher
quality.

Another benefit of standards is in consumer

protection, for instance, when a new add-on or
advance in an existing product is developed,

standardization provides the forum and process

for backward compatibility to accommodate
existing consumers. Other benefits of standards

include: creation of new and expand existing

markets and boosting of consumer confidence,

etc.

Ill. 1EEE Standards

|IEEE is a leading developer of industry standards
in a broad range of technologies, as at the time of
writing this paper, it has an active portfolio of
nearly 1, 300 standards and projects under
development. The IEEE Standards Associat ion
(IEEE-SA) is in charge of development of
standards. For over a century, the cornerstone of
the IEEE - Standards Association, is its
established standards development programme
framework. The programme framework offers
balance, openness, due process, and consensus.

Each year, the IEEE-SA conducts over 200

standards ballots, a process by which proposed
standards are voted upon for technical reliability and
soundness. With collaborative thought leaders in
more than 160 countries, |IEEE-SA promotes
innovation, enables the creation and expansion of

international markets, and helps protect health and
public safety.

IEEE standards set specifications and best
practices based on current scientific and
technological knowledge. All of the policies,

procedures and information that you may need
while a member of the IEEE-SA Board of
Governors are available on line [4].

Each |EEE standard follows a set path from
concept to completion, which adheres to the

principles of due process, openness anc
consensus. These principles allow for equity and
fair play so no one interest category dominates the
process, and any organization or person with a
desire to participate in a proposed standard can do
SO.

Membership Of IEEE-Standards Association

Individuals, including IEEE members of any grade,

IEEE Society affiliates, or non-IEEE members are

eligible for IEEE-SA membership. The many ways

to getinvolved are, you can:

«» Submit project request to start a new standard.

«% Join working groups to develop sta ndards.

++ Join invitation pools to express your interest in
voting or balloting on standards.

% Become a member of a balloting group to vote
on the technical integrity of the standard.

% Become a member of the Standards Board or
Board of Governors.

K3

R

Corporate Membership is designed for
corporations, government agencies, trade
associations, user groups, universities and other
standards developing organizations that want to
actively participate in standards development. In
addition to many other benefits, C orporate
Members can ballot on an unlimited number of
corporate projects.

Getting involved in IEEE standards provides one

with the opportunity to network with industry peers
and broaden one's understanding of the industry

and technology, as well as gain familiarity with the

content of relevant standards. This facilitates

compliance and ability to anticipate market
requirements.

IEEE-SA has an Industry Connections programme

to help like-minded organizations come together

more quickly and cost-effec tively in the early
stages of collaborative technical work. Through

Industry Connections, groups can efficiently &
economically build industry understanding and

consensus in new technical areas, develop
roadmaps, decide whether there is a need for
standardization, and in what form it will take; then

concentrate on their core purpose and move on

projects rapidly.

The scope of IEEE SA activity includes:
+ Localand Metropolitan Area Networks.
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+ Inteligent highway systems and vehicular

technology.

Distributed generation and renewable energy.

Voting Equipment Electronic Data

Interchange.

Rechargeable Batteries for PCs.

Motor Vehicle Event Data Recorder.

Public Key Infrastructure Certificate Issuing

and Management.

% Components Architecture for Encrypted
Shared Media.

s OrganicField Effect Technology.

9
£X3

9
£X3

%0 o%
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The IEEE standards are now available on-line,

courtesy of the IEEE Xplord® digital library.

Corporations, universities and government

agencies can subscribe to the standards on-line.

The All-Inclusive Sub scription provides access to

the growing collection of over 1,300 IEEE

standards, including drafts and archived

standards. There are various options according to

disciplines. The listis as follows:

+ |EEEAI-Inclusive Standards Subscription.

«» |IEEE All Information Technology Standards
Subscription.

% IEEE All Telecommunications Standards

Subscription.

IEEE All Power and Energy Standards

Subscription.

IEEE Color Books Power Pack.

IEEE LAN/MAN 802® Standards

Subscription.

IEEE Nuclear Engineering Standards.

IEEE Software Engineering Standards

Subscription.

«»+ |EEE Power Transmission and Distribution
Standards Subscription.

< |EEE Power Switchgear Standards
Subscription.

+ |EEE Power Protective Relaying Standards
Subscription.

% |EEE Power Distribution and Regulating
Transformers Standards

< |EEE Electromagnetic Compatibility
Standards Subscription.

As at the time of writing, some companies are

sponsoring free download of the following

standards by any interested person: |IEEE 802,

IEEE/ANSIN42, IEEE 1666 and IEE E 2600.

®,

9,
o

®,
£X3

®,
o £X3
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IV. IEEE 802 Standards

Many things we fundamentally rely on such as the
e-mail, for example, would not be as broadly
available or as dependable without IEEE 802 local
area networking standards. It is estimated that
more than 98 percent of all Internet traffic crosses
one or more |EEE 802 networks during its
transmission [5]. Our computer, smart phone and
may be your car tracker are just a few of the things

containing interfaces compliant with the suite of
network interoperability standards developed by
the IEEE 802 LAN/MAN Standards Committee
(LMSC).

The IEEE 802 LMSC was created in March of 1980
to bring together forward thinking technology
leaders to develop interoperable networl
standards for computers and office equipment.
The IEEE 802 committee began with the novelidea
of creating a standard for local communications
among devices manufactured by multiple vendors.
The committee used ideas from the High Level
Data Link Control (HDLC) protocols and Xerox's
Ethemetproduct.

Originally, Ethernet was invented by Robert M.
Metcalfe in 1973. His Ethernet was based on the
idea of computers communicating over a shared
coaxial cable as a broadcast transmission
medium. For this work, IEEE recognized Robert M.
Metcalfe in 1988 with the Alexander Graham Bell
Award and in 1996 with its highest award, the IEEE
Medal of Honor.

Asthe IEEE 802 Committee celebrates its 30 year
history, this year, there is a portfolio of more than
100 standards for PAN, LAN and MAN. The 802
Committee operates by having an individual
Working Group focus and produce a standard for a
selected area, for example, Ethernet CSMA/CD
(IEEE 802.3), Token bus (IEEE 802.5), Wireless
LAN -Wi-Fi (IEEE 802.11), Bluetooth (IEEEE
802.15), Wimax (IEEE 802.16), etc.

The IEEE Local and Metropolitan Area Networks
(LAN/MAN) Subscription contains the growing
collection of IEEE 802® standards, including in-
demand draft standards under development and
archived standards. These standards form the
foundation for nearly all data communication
systems and help ensure that packets are
delivered reliably from a source to a destination.
The IEEE 802 standards apply to coaxial, copper
and fiber optic cables, as well as to air interfaces
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for radio frequency transmission in personal area
networks (PANs) having scales of 10 m, local area

networks (LANs) having scales of 100 m, and

municipal area networks (MANs) having scales of
1,000 m.

The vibrant leadership of IEEE 802 committee is
continuing to push the boundaries of innovation,
the high quality and broad applications of 802
standards is a testament to the committee
members' dedication, creativity, and vision.
Anybody may attend an IEEE 802 meeting. For
Plenary sessions, there is a required fee.
Information on hotel location and pre-registration
form is contained in the Plenary/Interim Session
Information. The tutorial information for the
plenary meetings and Meeting Agendas, Minutes
and Reports are all available online [6].

V. |EEE Standards Education

Survey results in [2] revealed that, on-the-job
training programmes used to address and resolve
standardization issues will no longer suffice, in
view of the growing complexity of globalization
and the critical role of standards in technological
advancement. In addition, it was found that for
some nations, at least 50% of experienced
standardization practitioners will retire in the near
future. Hence, there is an urgent need for a
strategy for training more young people who will
replace the current generation of standardization
practitioners. Consequently, IEEE has proffered a
possible solution - integrating standards into
Science & Engineering education curricula.

In response to the above need, IEEE SA has
established a Standards Education Web site to
acquaint students with the subject and to help
engineers make good use of existing standards
[3]. The Standards Education Web site provides
educators and students with materials and
resources for incorporating standards in
undergraduate science and engineering
technology programmes. The site contains free
online tutorials and case studies introducing the
history of standards, basic terminology,
applications, standards' impact on product,
processes, and service designs.

It is hoped that the knowledge of standards can
help facilitate the transition fro m classroom to
professional practice. The development of this

web site is on going as |IEEE has called for experts
in various technical areas to create tutorials and
case studies for demonstrating the application of

standards.

Standards Education In Industry

Standards are playing an increasingly important
role in the high-tech and electronics industries.
Companies are including standards in their
strategic plans, recognizing that standards can be

leveraged into a competitive advantage. There are
countless examples of how business climates

have been changed as a direct result of using
standards to establish “winners” and “losers” in the
marketplace.

However, creating standards is a complex and
often thorny undertaking. Employees ignorant of
standards-setting may think it is a purely technical
task. Whereas, there are several additional and
crucial aspects, some of which include: legal
processes, governmental, organizational,
political, business, and even personal
relationships. If a personisn't aware of all of these
aspects, he or she can make mistakes in
standards development that can have serious
consequences, both for their company and for
their own reputation. Hence it is important that
industry and relevant government agency
workers, marketing and sales persons have well
structured formal training on standards to clearly
appreciate the impact of standards on product
delivery, performance interface quality, customer
expectations, health & safety and compliance
requirements. Thisisin addition to knowing where
to find relevant standards, how to get standards
changed or updated and how standards apply to
technologies covered by patents and copyrights.

VI. Conclusion

Standardization of processes and products has
become crucial for world's advancement. For more
than a century, the IEEE has remained a leading
developer of international standards that support
many of today's products and services, particularly
in telecommunications, information technology
and power generation/distribution. IEEE- SA in
charge of standards development, has been
delivering highly valued standards since its
inception, resulting in an active portfolio of nearly
1,300 standards with many projects currently
under development. Individual scientists,
engineers and corporations are free to be ds
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members of SA and participate in standardization
process. The IEEE standards Association has
developed numerous for standards education to

ensure diffusion of standards and sustainability.

|IEEE-SA framework work is unique because of the
diversity of the thousands of participants and the

fact that some of the members can contribute from
any where in the world. This year, 2010, IEEE 802

committee is celebrating its 30years anniversary
and the all pervasive portfolio of several standards
on LAN, MAN and PAN applications that have
changed the way the world do business.

VIl. Recommendations

Developing nations of Africa need to give priority

and focus to meeting up with global standards in

all relevant business processes. For any
developing nation to be ranked amongst the top
20 in the whole world, she needs to train resources
to understand standards, develop standards,
manufacture products according to standards and
regulate standards. Thus, inclusion of standards
education in the science and technology

undergraduate curricula is hereby recommended.

In view of the fact that it can take many years of
“on-the-job training” for a professional who is

unfamiliar with standards to become fully

proficient, standards education and training is also

recommended for Service providers, engineers,
technologists and technicians.

IEEE offers many opportunities for individuals to

be members of its Standards Association, this will

boost the knowledge pool in standards.

All service providers, regulator-corporate
organizations for power and ICT, government
agencies in Science and Tech, Research and
Develop in IEEE related fields will benefit from
being corporate members of IEEE-SA.
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COMBATING INFORMATION SECURITY CHALLENGES IN ORGANIZATIONS

Adeolu Okanlawon

Shell Petroleum Development Company of Nigeria, Port Harcourt
adeolu.okanlawon@shell.com

ABSTRACT

The Internet is arguably the most important innovation of modern age. In less than twenty years of its
commercial existence, the Internet has revolutio narised the way we live, work, do business and play. It has
touched every facet of our lives so much that it has found its way into the most conservative of places
religion! Imagine the evolution of real-time cross-border/atlantic collaboration, the possibility of initiating a
business deal from one remote village in Africa and sealing same on the NYSE in split seconds. Imagine
medical doctors in Europe, Asia and America collaborating on a medical procedure being carried out by
their colleague s in a remote village in Russia. Imagine modem military we apons being deployed from a
NATO base in Alaska to a battlefrontin the Gulf by the simple act of pushing a mouse button by a General
holidaying in Hawaii. The string of imagination is uncheckable as the Intemet adds offspring into its
lineage by the hour. Imagine that we now have cloud computing: a concept that has taken the world by
surmprise. As the growth and relevance of the Intemet increases, so does its unthinkable or undesirable
uses. Imagine all of the activities or transactions that can be carried out via the Intemet (be they simple
business transactions, medical procedure or high tech weapon deployment) can be hijacked, radicalised
(by maliciously changing its content, inte nt or de stination) to wreck havoc. Imagine the emerge nce of and
sophistication of cybercrime, netwar or cyber warfare. Imagine the existence of a huge, yet invisible,
market that trades/distribute criminal procedures, tools and loot. Imagine the limitless possibilities of
misuse or abuse ofthe potentials of the Intemet and welcome to the realm of Internet Security. Welcome to
Information Security. In this paper, we will look at the many odds that businesses are faced with, the right
respon se to fighting the b attle and some best practice recomm endations.

Keywords: Information Security, Countermeasure, Information Risk and Internet Risk

l. Introduction Internet”, that the close of 2009 and beginning of

We now live in a world interconnected by 'wires'
that constantly bear information about us, as
individuals, organizations or nations. We live in a
world that no longer sleeps, a world where
everything happens in an unending 24-7 cycle.

Our world has become a federation with
organisations and people mere inhabitants.
Regardless of where we 'live', we are exposed to
issues of and from other lands. We are all faced by
the same challenges: demand from investors,
regulatorsor the scheming of hackers .

[1]. The positon of Lugent Nori is a truism:
everyone is atrisk of Cyber Crime. The internet, so
much a part of daily life is neither safe nor secure.

Investment in Information Security has therefore
gone beyond consideration or debate. For

organisations, you do it you pay, you don't, you pay
heavily!

Lugent Norialso noted in the “Dark Side of the

2010 has been an exciting and disquieting time.

The news has been saturated with reports of data
breaches and cyber war scenarios. In addition to

news accounts, on a personal level most people
are aware of, and may have even personally
experienced, cyber crime. More and more
computer systems are vulnerable to attack by
cyber thieves.

Years ago, most attacks were annoying, but were
more like pranks than serious crime. For example,
an intruder flashes a message across the screen,
and then the computer under attack fades to a blue
screen. But from 2001's Code Red worm onward,
malicious computer attacks have increased in
frequency and severity. So the landscape has
changed.

According to Bill Cullifer in [2] “Beware of the
Botnet: Attack hits corporations and agencies”,
The Dutch police found a 1.5 million node botnet
and the Norwegian ISP Telenor disbanded a
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10,000-node botnet. Large coordinated
international efforts to shut down botnets have

also been initiated. It has been estimated that up to

one quarter of all personal computers connected
to the internet may be part of a botnet. Botnets are

networks of poisoned PCs that are remotely

controlled by hackers and behave like their

criminal robots. Yet, this is just one of the many

possible techniques of hackers!

The odd side is that when these things happen,
victims don't appear to have been specifica Iy
targeted, neither are they usually aware.

A recent Federal Bureau of Investigation reports
that the total dollar loss from all cases referred to
its Internet Crime Complaint center (reported
cases only) was $559.7 million in 2009. More than
double the previous year: $264.6 million.
Cybercrime has been recognized as a nightmare
worse than the illegal drug trade. Figure 1 shows
the entire gamut of Information Security risks that
organizations are exposed to.

I. Definitions

According to British Standards [3], In formation is
an assetithas, likeratbar ioposiamn ivIsinesstassets,
is essential to an organization's business and
consequently needs to be suitably protected. This
is especially important in the increasingly
interconnected business environment. As a result
of this increasing inter-connectivity, information is
now exposed to a growing number and a wider
variety of threats and vulnerabilities. Information
can exist in many forms. It can be printed or written
on paper, stored electronically, transmi tted by post

or by using electronic means, shown on films, or
spoken in conversation. Whatever form the
information takes, or means by which it is shared or
stored, it should always be appropriately
protected.

Information security is the protection of information
from a wide range of threats in order to ensure
business continuity, minimize business risk, and
maximize return on investments and business
opportunities. Information security is achieved by
implementing a suitable set of controls, including
policie s, processes, procedures, organizational
structures and software and hardware functions.
These controls need to be established,
implemented, monitored, reviewed and improved,
where necessary, to ensure that the specific
security and business objectives of the
organization are met.

Information Security therefore means protecting
information and information systems from
unauthorized access, use, disclosure, disruption,
modification or destruction. Information Security is
that aspect of security tha t is concerned with the
protection of confidentiality, integrity anc
availability of information and information systems
(known as the ClA triad).

A. Confidentiality

Confidentiality is the term used to prevent the
disclosure of information to unauthorizec
individuals or systems. Breaches of confidentiality
take many forms. Permitting someone to look over
your shoulder at your computer screen while you
have confidential data displayed on it could be a
breach of confidentiality. If a laptop computer
containing sensitive information about a
company's employees is stolen or sold, it could
result in a breach of confidentiality. Giving out
confidential information over the telephone is a
breach of confidentiality if the caller is not
authorized to have the information.

B. Integrity

In information security, integrity means the quality

of ensuring that data cannot be modified or
destroyed without authorization.

There are many ways in which integrity could be
violated without malicious intent. In the simplest
case, a user on a system could mis-type
someone's address. On a larger scale, if an
automated process is not written and tested
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correctly, bulk updates to a database could alter
data in an incorrect way, leaving the integrity of
the data compromised. Information security
professionals are tasked with finding ways to
implement controls that prevent errors of
integrity.

C. Availability

For any information system to serve its purpose,
the information must be available when it is

needed. This means thatthe computing systems

used to store and process the information, the

security controls used to protect it, and the
communication channels used to access it must
be functioning correctly.

D. OtherDefinitions

Vulnerability is a weakness that could be used
to endanger or cause harm to an informational
asset. The typical information system comes
bundled with a lot of them while more and more
arediscovered daily.

Threat is any act, event or circumstance with a
potential to adversely impact organizational

operations. Also the potential for a threat-source

to successfully exploit a particular information
systems vulnerability.

Risk is the likelihood that something bad will
happen th at causes harmto an information asset
(or the loss of the asset). Itis also described as
the product of the potential impact of a threat and
the likelihood of that threat occurring.

Botnet is a jargon term for a collection of
software agents, or robots, that run
autonomously and automatically. The term is most
commonly associated with malicious software, but it
can also refer to a network of computers using
distributed computing software. Botnets are often
associated with computers that have been hij acked
and radicalized.

lll.  The Need for and Growth of Information
Security

The need for security has always been with

humanity, so also is the need for securing

Information. Information in human head is by far

easier to protect, followed by documented facts.

Crossing the border to process, store and transmit

information with computing infrastructure heightens
the security need. It is therefore right to say that
information security need is promoted and
heightened by the introduction of people,
computing, networking and Internet, perhaps in that
order.

According to British Standards [3], Information and
supporting processes, systems, and networks are
important business assets. Defining, achieving,
maintaining, and improving information security may
be essential to maintain competitive edge, cash flow,
profitability, legal compliance, and commercial
image.

Organizations and their information systems and
networks are faced with security threats from a
wide range of sources, including computer-
assisted fraud, espionage, sabotage, vandalism,
fire or flood. Causes of damage such as malicious
code, computer hacking and denial of service
attacks have become more common, more
ambitious, and increasingly sophisticated.

[4]. Since the McAfee “2010 Threat Prediction
Report” was released in December 2009 , which
foresees an increase in threats related to social
networking sites, banking security, and botnets, as
well as attacks targeting users, businesses, and
applications, a number of proof-of-concepts have
been released that confirms the possibility of
hacking or perpetuating a hack through some
rather uncommon avenues as predicted by
McAfee. This is the level of sophistication that we
are talking about.

Information security is important to both public and
private sector businesses, and to prot ect critical
infrastructures. In both sectors, information
security will function as an enabler, e.g. to achieve
e-government or e-business, and to avoid or
reduce relevant risks. Unfortunately, many
information systems have not been designed to be
secure. The security that can be achieved through
technical means is limited, and must be supported
by appropriate management and procedures.
Identifying which controls should be in place
requires careful planning and attention to detail.
Information security management requires, as a
minimum, participation by all employees in the
organization. It may also require participation from
shareholders, suppliers, third parties, customers
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or other external parties. Specialist advice from
outside organizations may also be needed.

Figure 2 shows the clear case for action on
Information Security. While the threat of hacking

has taken an increasingly dangerous dimension,

organizations rely more and more on the use of
Computers. In the past, these interconnected
computers were isolated with such techniques as

firewalling that prevented access from external

sources and therefore limits organisational
exposure. Increasingly, such techniques are
becoming weak in the face of modern attacks.

Furthermore, organizations are realizing the need
to collaborate electronically across their networks

thus necessitating the need to collapse such

infrastructure that alienated them from the rest of
the world. We have also seen disgruntled
employees that perpetuate insider attacks,

ambitious executives that wittingly overstate
company fortunes and systems support personnel

that inadvertently open a back-door to the hacker.
All of these have contributed to the demand by
regulators and investors for organizational

information and information assets to be managed

with a measure of assurance: assurance of
compliance with strict regulatory codes or
compliance with standards to indicate that due

diligence is being observed in managing

information and information assets.

Figure 2: Growing Cause for Information Security

worry about the first two attacks while government

agencies, regulators and nations will have to

contend with all three. It is this response need that
gave rise to legislation and regulatory
requirements that demand organization & agents

of government to appropriately protect their
information assets.

Also, investors want renewed confidence in the
wake of several crash and revelations of recent
times. They want to be assured their investment
dollar is protected, productive and rightly reported.
It is such demands that gave rise to SOX404,
BASEL Il and such other regulatory demands.

Typical response model of organizations is to bar
whatever is vulnerable: Intrusion - put firewall;
Break-in - deploy armed guard; application risk -
stop using the apps; new demand for compliance -
define new process and make the people do it
(who cares if they are overloaded!)

Responses built around this model have proved
futile, expensive and burdensome leading
oftentimes to colossal failures.

Smart response willdemand that you aggregate IT
response to regulatory requirements and
information risk (by getting Audit, Legal and IT
teams to work together in defining responses and);

it will call for a tweaking of existing processes and
infrastructure to accommodate new requirements
as much as possible; it will teach you to sweat
existing assets before adding more or new
(knowing too well that each new creation or
acquisition will come with its own demand).

With smart response, you will fortify network

perimeter with intrusion prevention, harden
hardware and protect end-point, guide what gets
connected to your network, protect applications

and test protection, and make you watch out for

'unwanted' user behavior.

You will need an orchestra for all these - a man in
the middle that must stitch all your compliance/
Information Security response together
(preferably accountable to the CEO). He defines
policies, articulates IT response, monitol
compliance and will be answerable to auditors. He
will be supported in every function of the
organisation that is required to contribute to your
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security management.

The dimension of your organization (whether you
successfully run business from one isolated office
at the corner of an obscure street or trade
internationally with collaborators across the world
or with your offices replicated across the globe)
willdetermine the size of your response.

One thing that is sure, however, is that no matter
how much you try, the degree of success from
applying the same level of protection to all your
information & information assets will be
something between zero or at best a quarter. That
will amount to a huge wastage of investment
dollars. In so much as we cannot have the Brigade
of Guards watch over every citizen, you also wil
not be able to deploy same level of security on all
your computing or information assets.

Again, considering the size and dimension of the
heinous crime against people, organizations and
nations, it will be inappropriate to jump into the
battle and start fighting. No matter the level of your
provocation or susce ptibility (even if you have
been hit severally) you must measure your steps
and punches into the game. As an organization,
you must carefully understand the size of the pie
for you, evaluate what your organization is
vulnerable to, determine the impact of each
vulnerability and start the fight from where it
matters most. You will benefit from a
comprehensive Information Security Risk
Assessment to get the response game right.

Organisations will also need to understand that
the response must be balanced to be effective. At
the heart of the game of insecurity is the data that
must be stolen and traded and the robots that will be
used. It therefore means that the object that must
be protected the most is the data followed by the
device that hosts them. This is one place most
organizations miss it.

Policy

network
host

=T >

application

(== ]

data

® = Ooc >

In putting Alywe tBebefogetteDépth things are
clearly required:

A. Invest, Evaluate and Innovate
Organisations must invest in technology, tools,
processes and people (both in hiring and
consultation). Organisations must invest in
innovative products and be innovative. In
investing, you also invest in relationships with IT
Security Companies (via outsourcing agreement
for vulnerability alerts and remediation).

B. Educate, Motivate & Re-Educate

Educate and re-educate people, motivate and
celebrate excellence and be firm with edu cation
without exception.

C. Measure, Remediate & Sanction

Measure derived value from compliance readiness
investment and be ready to shift if reviews dictate
so0. Organisations must also be humble enough to
declare outcome to stakeholders before, establish
gaps before they are forced to look and deal with
people and issues that stand in the way.

D. Leadership

The ride is only smooth when there is visible
executive support. Information Security is a
journey with an expectation but without a
destination and only the business visioner has the
wherewithal to motivate all your players. Let the
man that is answerable to investors or regulators
lead the effort. Leadership is key.
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VI. SecurityIn The Cloud

With the onslaught of Internet-borne threats
facing businesses today, it doesn't matter
whether you're running a multinational
corporation or a small family business. You have

to protect your information assets or you could be
in big trouble.

The problem for most businesses is that they
rarely have enough full-time IT staff to effectively
manage all the security measures necessary to
fully protect their computers and data. In addition,
given the rapid change in the internet crime
climate, investm ent in countermeasures can be
huge and repeated. Small businessestypically
with 100 or fewer employeesoften don't have a
dedicated IT person at all and the means to keep
up with the trend. Even in larger businesses, IT
people wear multiple hats, which means that
critical security tasks get done only at the expense
of other equally important business computing
needs.

Fortunately, a new class of security solutions is
emerging to address this dilemma: security
delivered as a managed service (a variant of Cloud
Computing).

The concept behind security as a service is
simple. Rather than acquiring your own security
software tools and the technical expertise to
administer them internally, you contract with
security vendors to have a turnkey service of virus
defense, firewall management and e-mail filtering.
Outsourcing cyber-security eliminates all the labor
and infrastructure, while still giving you the state of
the art in anti-virus, firewall and spam-fighting
technologies. This approach also relieves IT
staffers from having to become security experts as
well.

Whether your organisation buys the service or
implement security controls and infrastructure in-
house, asking the right questions will help you find
the best partner. Such consideration will include:
Product Architecture, Security, Scalability/Ease of
Use, Accuracy

Remediation, Policy Compliance, Management,
Costand Solution Vendor.

/Performance,
Discovery/Mapping, Scanning, Reporting,

VII. Conclusions and Recommendation
Whereas regulations are widely unavailable in
Nigeria and shareholder demands are less stifling,
we are not immuned to the Global threat of
Information Security.

Even if legislation and shareholder demand calls

for no action, what about the possible odd that your

data can become an object of trade in the criminal
world or an element of your IT infrastructure
hijacked, radicalized and enlisted in an army of

botnet? If the laws and regulations are not here,
what about the danger of reputational da mage to
your partners or parent companies abroad?

The best time to prepare for Information Security
hit is now when failure can be tolerated. It is better
to fail now fast, but ensure you fail forward: Design,
implement, test adequacy, remediate and roll out.
Failure at this time will be innovative as long as you
don't throw away the lesson. Fail fast before
legislation starts frowning at your organisation.

Bruce Sheiner in “The Speed of Security” [5] says
that traditional computer security has be en static:
install a firewall, configure a public key
infrastructure, add access control measures, and
you're done. That might have been enough 10
years ago, when attacks traveled slowly and attack
tools were primitive. On today's Internet, security
isamoving target, so it must be dynamic.

Your Information Security response must be
graduated and increased with the measure of
importance of the information or asset to be
protected.

There is no jumping in the way of the train. Your
response to Information Security threat or
regulatory requirements must be calculated,
carefully planned, painstakingly implemented and
measured. Be prepared to also change the rule of
the engagement mid-way into implementation and
remember to watch out for signs that may indicate
that your strategy isn't working.

Your defense strategy must also be in-depth and
appropriately directed. Every dollar you spend
must be treated like the bullet of a soldier besieged
by enemy forces.

Finally, you must prepare for dooms day because
your best defense strategy of today may become
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obsolete before midnight. You must therefore put
measures in place to enable speedy response to
Information Security incidents and a mechanism
to learn from those incidents. Information Security
need not be a pain.
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EMERGING TECHNOLOGIES FOR COMBATING SECURITY
CHALLENGES IN ORGANISATIONS

Engr. Esther Gavou Gonda
Police Commission, Abuja, Nigeria

ABSTRACT

The Criminaljustice system is entering a new era transforme d by advances in science and technology. The
society is experiencing new changes due to the latest strides in the fields of science and technology.
Criminals too are using technology to accomplish their unjust demands. The time has come when we have
to use technology in the crime prevention. There is an urgent ne ed to evolve new methods to fight again st
differenttypes of crime like theft, rob bery, terrorism or any organized crime.

Keywords: Radio Frequency Identification (RFID); Global Positioning System (GPS); Close Circuit

Television (CCTV) and Biometrics.

1 Introduction

Security is an all encompassing word. It implies a
state of confidence, certainty, safety, stability,
protectedness and sureness.

In the context of this paper, the aspect of safety
and protectedness are more relevant. Provision of
security involves measures taken to ensure that a
person or item is protected from attacks or any
malicious or harmful act. When security is
guaranteed, then an individual is more able to
perform other activities of life with confidence.

One of the greatest challenges co nfronting the
country and the world in generalis in the aspect of
providing security. The increase of malicious acts
or crime is very high. The variety or types of
criminal acts are also on the increase. Crimes
such as assassination, kidnapping, acid baths,
terror attacks, 419 and other cybercrimes are now
the rage. Preventing such crimes is now a very
serious business. Criminal attacks come from
individuals, groups and organization.

Detection and elimination of such crimes now

requires very complex methods and systems.

Essentially in crime control, what is need is the ability

to:

(a) Detect anintruder, assailant or the presence of
any malicious or menacing or generally
unwanted item. There are many of such
detectors.

(b) Generate a signalthat raisesan alarm or is

sent to a monitor. An elaborate system that could
also trap the intruder or neutralize the threat,
may also be added.

(c) Recordthe eventif necessary.

There are sensors that can detect movement,
sound, light changes, heat, magnetic field
changes, electric field changes, radioactivity and
any others changes in material properties. These
sensors, coupled with improved communications
gadgets and alarms are improving efficiency of
crime detection and combating same. Technology
thusisa vital toolin combating security challenges.

In Nigeria, there is a great problem which is
basically the fact that the criminals are in a better
form to use technology for criminal activities than
the security agencies. Many are not aware of
simple devices or systems that could improve their
security.

Il Technologies in use for Combating Crime
The emergence of technologies had made the
combat of crime easier and most effective. A few of
the most common surveillance systems are here
discussed:

A Closed Circuit Television (CCTV)
Closed-circuit television (CCTV) is the use of video
cameras to transmit a signal to a specific place, on
a limited set of monitors. CCTV is often used for
surveillance in areas that may need monitoring
such as banks, casinos, airports, military
installations, and convenience stores.
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In industrial plants, CCTV equipment may be
used to observe parts of a process from a central
control room; when, for example, the environment
is not suitable for humans. CCTV systems may
operate continuously or only as required to

monitor a particular event [1].

CCTV systems are installed in a number of
environments and have had positive feedback
from the managers and owners that the systems
have enabled them to reduce their security risk by
minimizing theft, poor productivity, vandalism and
the time spent seeking to reduce general criminal
and nuisance behavior or identifying those
responsible for it.

B. Global Positioning System (GPS)

The Global Positioning System (GPS) is a space-
based global navigation satellite system that
provides reliable location and time information in
all weather and at all times and anywhere on or
near the Earth where there is an unobstructed line
of sight to four or more GPS satellites. It is
maintained by the United States government and
is freely accessible by anyone with a GPS
receiver.

The GPS technology is used in tracking stolen
items or locating. It is simply to attach the GPS
device to the item such as car. It location on the
global can then be determined.

C. Radio Frequency Identification (RFID)
This is the use of an object (typically referred to as
an RFID tag) applied to or incorporated into a
product, animal, or person for the purpose of
identification and tracking using radio waves.
Some tags can be read from several meters away
and beyond the line of sight of the reader.

Radio-frequency identification comprises
interrogators (also known as readers), and tags
(also known as labels).

The RFID also enables communications human
human, human things, things to things. This
would therefore enable the easy location of items
and cause such items or even destroy or trap the
miscreants or threat. The possibilities are
endless. With the RFID and ubiquitous
communications, there is no hiding place.

. Biometric Measures to Combat Security
Threats
Access control is a security measure that is being
developed to contain access threats. Biometrics
comprises methods for uniquely recognizing
humans based upon one or more intrinsic physical
or behavioral traits such as finger prints, face,
DNA, hand, palm and voice etc. In computer
science, in particular, biometrics is used as a form
of identity access management and access
control. It is also used to identify individuals in
groups that are under surveillance.

A. Forensics

These involve the use of scientifi c tests,
particularly in laboratories, to gather more
information about the nature of the crime and the
criminals. Tests are carried out on the materials
recovered from crime sites.

B. Scanners

With the coming of terrorism, entrance into certain
areas such as banks, airports, or even places of
worship is becoming increasing tedious. Scanners
are now available which can detect even materials
that have been swallowed or hidden in any part of
the body.

C. Magnetic Recognition System

A number of devices/systems using these exist.

Most common are those using cards to grant
access or deny such to restricted places. These

are quite simple. They are used in hotels, offices,

banks etc.

IV. CyberCrimes

These are growing trends in Nigeria today. They
have expanded the frontier of 419ners. The
decision of former President Olusegun Obasanjo
to setup a working group, the Nigeria Cyber Crime
Working Group (NCWG) was an indication that
cybercrime, especially Internet 419 was a source
of concern and embarrassment. The Internet
creates unlimited opportunities for commercial,
social and educational activities. But as we can see
with cybercrime the net introduces its own peculiar
risks.

Cyber crime uses the unique features of the Net
sending of e-mail in seconds, speedy publication/
dissemination of information through the web to in
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anyone on the planet. Computer attacks can be
generated by criminals from anywhere in the
world, and executed in other areas, irrespective of

geographic location. And often these criminal
activities can be faster, easier and more damaging

with the use of the Internet.

Since the loss suffered by consumers and
investors creates serous credibility and image

problems, many countries develop strategies for
preventing, detecting and containing the threats
associated with cybercrime.

How strong are the security agencies in the
fundamentals of IT? You cannot fight today's crime
with yesterday's technology. It will always be a
losing battle if security professionals are way
behind the cyber criminals in terms of tech
knowledge. It's not just about computing skills, but
IT Security expertise. Fighting cybercrime requires
a holistic approach, not just addressing the cyber
cafés alone. What is the culture towards
cybercrime? All stakeholders should be involved.
Security agencies should liaise with
stakeholders. There is a need to create a security-
aware culture involving the public, the ISPs,
cybercafes, government, security agencies and
Internet users.

To fight cybercrime, surveillance software needs to
be developed. EFCC is said to have developed a
software EAGLE CLAW to help catch fraudsters.
This is encouraging. Obviously more complex
technology needs to be developed to fight such
crimes.

industry

If technology is to be used to fight crime. It is
necessary that the environment has to be created
for innovation. A great draw back in Nigeria is
power. There would be no point putting a complex
system in place if there is no power for it to work.
Stand alone systems using batteries can help
especially with solar panels to change such.
However, thismay make the system conspicuous.

V. Conclusion

Criminals have developed intricate ways of
committing crimes. The thief-catcher must be
steps ahead of the thief. It is necessary for us in
Nigeria to embrace new ways of fighting crimes.
The Police are ages behind in the race. Thisis not
to say that the Police is incapable of changing.
They have no surveillance systems. Even the
basic communication equipment are inadequate.
They have no forensic laboratories. The country
must commit to equipping the Police and other
security agencies so that criminals are easily
detected and their activities minimized.
Technology is the key in this21 Century.
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EMERGING BROADBAND TECHNOLOGIES FOR IMPROVED
COMMUNICATION AND INTERNETACCESS
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ABSTRACT

Many countries in Sub-Saharan Africa see ICT as a foundation of long-term economic development. The
region has been very successful in increasing access to basic voice communications but there has been
no comparable improvement in broadband connectivity. The broadband access gap between Sub-
Saharan Africa and the rest of the worid is getting wider, just as the gap in basic voice communications is
getting smaller. Increasing access to broadband connectivity is therefore emerging as a high priority for
policymakers across the continent. This report focuses on one important partofthe challenge the lackof
high-capacity backbone networks. It addre sses three specific questions: What role do backbon e networks
playinthe provision of broadband services, what is the current state of backbone network developmentin
Sub-Saharan Africa (and why) and, what can be done to promote the develop ment of backbone networks
and thereby stimulate the take-up of broadband services? This paper takes a synoptic look at the
emerging broadband te chnologie s and the impact they will have on communications and internet access
for a developing country like Nigeria. These technologies include: Wi-Fi, WiMax, 3G, 4G, Optic Fiber and
Satellite Communications. In line with vision 2020, a Framework for a comprehensive National
Broadband Strategy is proposed at the end.

Six Keywords: Broadband, Communications, Technologies, Wireless, Internet, Data

I. Introduction to Broadband InternetAccess  marketplacerolls out faster services.

Broadband Internet access, often shortened to

just broadband is a high data rate Internet Data rates are defined in terms of maximum

accesstypically contrasted with dial-up access
using a 56k modem.

Dial-up modems are limited to a bitrate of less than
56 kbit/s (kilobits per second) and require the full
use of a telephone linewhereas broadband
technologies supply more than double this rate
and generally without disrupting telephone use.

Although various minimum bandwidths have been
used in definitions of broadband, ranging up from
64 kbit/s up to 2.0 Mbit/s, the 2006 OECD reportis
typical by defining broadband as having download
data transfer rates equal to or faster than 256
kbit/s, while the United States (US) Federal
Communications Commission (FCC) as of 2009,
defines "Basic Broadband" as data transmission
speeds exceeding 768 kilobits per second (Kbps),
or 768,000 bits per second, in at least one
direction: downstream (from the Internet to the
user's computer) or upstream (from the user's
computer to the Internet). The trend is to raise the
threshold of the broadband definition as the

download because several common consumer
broadband technologies such as ADSL are
"asymmetric"supporting much slower maximum
upload data rate than download.

"Broadband penetration” is now treated as a key
economicindicator.

Table 1: Data Transmission rates for Broadband Connection
i (I‘r oC OC7B

%ﬂ@?@éﬁ?ﬁ
h&Ehe s
the customer of 256 kbit/s (0. 256 Mbit/s) or greater
ismore concisely ¢ onsidered broadband Internet
access. The International Telecommunication
Union Standardization Sector (ITU-T)
recommendation 1.113 has defined broadband as
a transmission capacity that is faster than primary
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rate ISDN, at 1.5 to 2 Mbit/s. The FCC definition of
broadband is 768 kbit/s (0.8 Mbit/s).

In practice, the advertised bandwidth is not always
reliably available to the customer; ISPs often allow
a greater number of subscribers than their
backbone connection or neighborhood access
network can handle, under the assumption that
most users will not be using their full connection
capacity very frequently. This aggregation
strategy works more often than not, so users can
typically burst to their full bandwidth most of the
time; however, peer-to-peer (P2P) file sharing
systems, often requiring extended durations of
high bandwidth usage, stress these assumptions,
and can cause major problems for ISPs who have
excessively overbooked their capacity. For more
on this topic, see traffic shaping. As takeup for
these introductory products increases, telcos are
starting to offer higher bit rate services. For
existing connections, this most of the time simply
involves reconfiguring the existing equip ment at
each end of the connection.

As the bandwidth delivered to end users
increases, the market expects that video on
demand services streamed over the Internet will
become more popular, though at the present time
such services generally require specialized
networks. The data rates on most broadband
services still do not suffice to provide good quality
video, as MPEG-2 video requires about 6 Mbit/s
for good results. Adequate video for some
purposes becomes possible at lower data rates,
with rates of 768 kbit/s and 384 kbit/s used for
some video conferencing applications, and rates
as low as 100 kbit/s used for videophones using
H.264/MPEG-4AVC. The MPEG-4 format delivers
high-quality video at 2 Mbit/s, at the low end of
cable modem and ADSL performance.

Il. Satellite Internet

Satellites in geostationary orbits are able to relay
broadband data from the satellite company to
each customer. Satellite Internet is usually among
the most expensive ways of gaining broadband
Internet access, but in rural areas it ma y be the
only choice other than cellular broadband.
However, costs have been coming down in recent
years to the point that it is becoming more
competitive with other broadband options.

Broadband satellite Internet also has a high
latency problem due to the signal having to travel to
an altitude of 35,786 km (22,236 miles) above sea
level (from the equator) out into space to a satellite
in geostationary orbit and back to Earth again. The
signal delay can be as much as 500 milliseconds to
900 miliseconds, which makes this service
unsuitable for applications requiring real-time user
input such as certain multi-player Internet games
and first-person shooters played over the
connection. Despite this, it is still possible for many
gamesto be played, but the scope is limited toreal-
time strategy or turn-based games. The
functionality of live interactive access to a distant
computer can also be subject to the problems
caused by high latency. These problems are more
than tolerable for just basic email access and web
browsing and in most cases are barely noticeable.

For geostationary satellites there is no way to
eliminate this problem. The delay is primarily due
to the great distances travelled which, even at the
speed of light (about 300,000 km/second or
186,000 miles per second), can be significant.
Even if all other signalling delays could be
eliminated it stil takes electromagnetic radio
waves about 500 milliseconds, or half a second, to
travel from ground level to the satellite and back to
the ground, a total of over 71,400 km (44,366 mi) to
travel from the source to the destination, and over
143,000 km (88,856 mi) for a round trip (user to
ISP, and then back to userwith zero network
delays). Factoring in other normal delays from
network sources gives a typical one-way
connection latency of 500700 ms from the user to
the ISP, or about 1,0001,400 milliseconds latency
for the total Round Trip Time (RTT) back to the
user. This is far worse than most dial-up modem
users' experience, at typically only 150200 ms total
latency.

A. Advantages

1. True global

availability

2. Mobile connection to the Internet (with some
providers)

B. Disadvantages

1. High latency compar ed to other broadband
services, especially 2-way satellite service

2. Unreliable: drop-outs are common during
travel, inclement weather, and during sunspot
activity

broadband Internet access
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3. The narrow-beam highly directional antenna
must be accurately pointed to the satellite
orbiting overhead

4. The Fair Access Policy limits heavy usage, if
applied by the service provider

5. VPN use is discouraged, problematic, and/or
restricted with satellite broadband, although
available at a price

6. One-way satellite service requires the use of a
modem or other data uplink connection

7. Satellite dishes are very large. Although most
of them employ plastic to reduce weight, they
are typically between 80and 120 cm (30 to 48
inches) in diameter.

lll. Cellular Broadband

Cellular phone towers are very widespread, and
as cellular networks move to third generation (3G)
networks they can support fast data; using
technologies such asEVDO, HSDPA and UMTS.
These can give broadband access to the Internet,
with a cell phone, with Cardbus, ExpressCard, or
USB cellular modems, or with cellular broadband
routers, which allow more than one computer to
be connected to the Internet using one cellular
connection.

IV. Power-line Internet

This is a new service still in its infancy that may
eventually permit broadband Internet data to
travel down standard high-voltage power lines.
However, the system has a number of complex
issues, the primary one being that power linesare

inherently a very noisy environment. Every time a

device turns on or off, it introduces a pop or click

into the line. Energy-saving devices often
introduce noisy harmonics into the line. The
system must be designed to deal with these

natural signaling disruptions and work around
them.

Broadband over power lines (BPL), also known as
Power line communication, has developed faster
in Europe than in the US due to a historical
difference in power system design philosophies.
Nearly all large power grids transmit power at high
voltages in order to reduce transmission losses,
then near the customer use step-down
transformers to reduce the voltage. Since BPL
signals cannot readily pass through transformers,
repeaters must be attached to the transformers. In
the US, itiscommon fo r a small transformer hung

from a utility pole to service a single house. In
Europe, it is more common for a somewhat larger
transformer to service 10 or 100 houses. For
delivering power to customers, this difference in
design makes little difference, but it means
delivering BPL over the power grid of a typical US
city will require an order of magnitude more
repeaters than would be required in a comparable
European city.

The second major issue is signal strength and
operating frequency. The system is expected to
use frequencies in the 10 to 30 MHz range, which
has been used for decades by licensed amateur
radio operators, aswell asinternational shortwave
broadcasters and a variety of communications
systems (military, aeronautical, etc.). Power lines
are unshielded and will act as transmitters for the
signals they carry, and have the potential to
completely wipe out the usefulness of the 10 to 30
MHz range for shortwave communications
purposes, as well as compromising the security of
its users.

V. Opticalfiber

An optical fiber is a glass or plastic fiber that
carries light along its length. Fiber opticss the
overlap of applied science and engineering
concerned with the design and application of
optical fibers. Optical fibers are widely used in
fiber-optic communications, which permits
transmission over longer distances and at higher
bandwidths (data rates) than other forms of
communications. Fibers are used instead of metal
wires because signals travel along them with less
loss, and they are also immune to electromagnetic
interference. Fibers are also used for illumination,
and are wrapped in bundles so they can be used to
carry images, thus allowing viewing in tight spaces.
Specially designed fibers are used for a variety of
other applications, including sensors and fiber
lasers.

Light is kept in the core of the optical fiber by total
internal reflection. This causes the fiber to act as a
waveguide. Fibers which support many
propagation paths or transverse modes are called
multi-mode fibers (MMF), while those which can
only support a single mode are called single-mode
fibers (SMF). Multi-mode fibers generally have a
larger core diameter, and are used for short-
distance communication links and for applications
where high power must be transmitted. Single-
mode fibers are used for most communication links
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longer than 550 meters (1,800 ft).

For short distance applications, such as creating a network within an office building, fiber-optic  cabling can
be used to save space in cable ducts. This is because a single fiber can often carry much more data than
many electrical cables, such as 4 pair Cat-5 Ethernet cabling. Fiber is also immune to electrical
interference; there is no cross-talk between signals in different cables and no pickup of environme ntal
noise. Non-armored fiber cables do not conduct e lectricity, which makes fiber a good solution for
protecting communications equipment located in high voltage environments such as power generation
facilities, or metal communication structures prone to lightning strikes. They can also be used in
environments where explosive fumes are present, without danger of ignition. Wiretapping is more dif ~ ficult
compared to electrical connections, and there are concentricdual core fibers that are said tobe t ap-proof.
VI. Wi-Fi

Wireless Fidelity (Wi-Fi) allows communications directly from one computer to another without the
involvement of an access point. Thisis calledthe  ad-howode of Wi-Fitransmission. This wireless ad-hoc

Fig. 1: Africa's Undersea Cables( Courtesy: http//manypossibilities.net)
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network mode has proven popular with
multiplayer handheld game consoles , such as the
Nintendo DS, digital cameras , and other

consumer electronics devices.

L
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cells. Wi-Fi enables wireless voice-applications

(VOWLAN or WVOIP). Over the years, Wi-Fi
implementations have moved toward "th in"
access-points, with more of the network
inteligence housed in a centralized network
appliance, relegating individual access-points to

the role of mere "dumb" radios. Outdoor

applications may utilize true meshtopologies. As

of 2007 Wi-Fi installations can provide a secure

computer networking gateway, firewall, DHCP
server, intrusion detection system , and other
functions.

A. OperationalAdvantages

Wi-Fi allows the deployment of local area
networks (LANs) without wires for client devices,
typically reducing the costs of network
deployment and expansion. Spaces where cables
cannot be run, such as outdoor areas and
historical buildings, can host wireless LANs.

As of 2010 manufacturers build wireless network

adapters into most laptops. The price of chipsets
for Wi-Fi continues to drop, making it an

economical networking option included in even
more devices. Wi-Fi has become widespread in
corporate infrastructures.

Different competitive brands of access points and
client network-interfaces can inter-operate at a
basic level of service. Products designated as "Wi-
Fi Certified" by the Wi-Fi Alliance are backwards
compatible. "Wi-Fi" designates a globally operative
set of standards: unlike mobile phones, any
standard Wi-Fi device will work anywhere in the
world.

B. Reach

Wi-Fi networks have limited range. A typical
wireless router using 802.11b or 802.11g with a
stock antenna might have a range of 32 m (120 ft)
indoors and 95 m (300 ft) outdoors. The new |IEEE
802.11n however, can exceed that range by more
than two times. Range also varies with frequency
band. Wi-Fi in the 2.4 GHz frequency block has
slightly better range than Wi-Fi in the 5 GHz
frequency block. Outdoor ranges - through use of
directional antennas - can be improved with
antennas located several kilometres or more from
their base. In general, the maximum amount of
power that a Wi-Fidevice can transmit s limited by
local regulations, such as FCC Part 15in USA.

C. Data Security Risks

The most common wireless encryption-standard,
Wired Equivalent Privacy or WEP, has been shown
to be easily breakable even when correctly
configured. Wi-Fi Protected Access (WPA and
WPA2) encryption, which became available in
devices in 2003, aimed to solve this problem. Wi-Fi
access points typically default to an encryption-
free (open) mode. Novice users benefit from a
zero-configuration device that works out-of-the-
box, but this default does not enable any wireless
security, providing open wireless access to a LAN.
To turn security on requires the user to configure
the device, usually via a software graphical user
interface (GUI). On unencrypted Wi-Fi networks
connecting devices can monitored and record data
(including personal information), but suct
networks may use other means of protection, such
as a virtual private network or secure Hypertext
Transfer Protocol (HTTPS) and Transport Layer
Security.

VIl. High-Speed Downlink Packet Access
High-Speed Downlink Packet Access (HSDPA) is
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an enhanced 3G (third generation) mobile
telephony communications protocol in the High-
Speed Packet Access (HSPA) family, also coined
3.5G, 3G+ or turbo 3G, which allows networks
based on Universal Mobile Telecommunications
System (UMTS) to have higher data transfer
speeds and capacity. Current HSDPA
deployments support down-link speeds of 1.8,
3.6, 7.2 and 14.0 Mbit/s. Further speed increases
are available with HSPA+, which provides speeds
of up to 42 Mbit/s downlink and 84 Mbit/s with
Release 9 of the 3GPP standards.

Evolution-Data Optimized or Evolution-Data
only, abbreviated as EV-DOor EVDOand often
EV, is a telecommunications standard for the
wireless transmission of data through radio
signals, typically for broadband Internet access. It
uses multiplexing techniques including code
division multiple access (CDMA) as well as time
division multiple access (TDMA) to maximize both
individual user's throughput and the overall
system throughput. It is standardized by 3rd
Generation Partnership Project 2 (3GPP2) as part
of the CDMA2000 family of standards and has
been adopted by many mobile phone service
providers around the world particularly those
previously employing CDMA networks. It is also
used on the Globalstar satellite phone network.

EV-DO was designed as an evolution of the
CDMA2000 (IS-2000) standard that would
support high data rates and could be deployed
alongside a wireless carrier's voice services. An
EV-DO channel has a bandwidth of 1.25 MHz, the
same bandwidth size that IS-95A (I1S-95) and IS-
2000 (1xRTT) use. The channel structure, on the
other hand, is very different. Additionally, the
back-end network is entirely packet-based, and
thus is not constrained by the restrictions typically
present on a circuit switched network.

The EV-DO feature of CDMA2000 networks
provides access to mobile devices with forward
link air interface speeds of up to 2.4 Mbit/s with
Rev. 0 and up to 3.1 Mbit/s with Rev. A. The
reverse link rate for Rev. 0 can operate up to 153
kbit/s, while Rev.A can operate at up to 1.8 Mbit/ s.
It was designed to be operated end-to-end as an
IP based network, and so it can support any
application which can operate on such a network
and bit rate constraints.

:\?1; )3 uetoq%%)tb%ﬂmw%m@ %i

become a child's play.

Earlier with the infra red feature you can share data
within a line of sight that means the two devices has
to be aligned properly to transfer data, butin case of
blue tooth you can transfer data even when you have
the cell phone in your pocket up to a range of 50
meters.

The creation and entry of 5G technology into the
mobile marketplace will launch a new revolution in
the way international cellular plans are offered.
The global mobile phone is upon the cell phone
market. With the emergence of cell phones which
are similar to a PDA you can now have your whole
office within the phone.

VIII. WiMAX

WIMAX, meaning Worldwide Interoperability for
Microwave Access, IS a telecommunications
technology that provides wireless transmissionof
data using a variety of transmission modes, from
point-to-multipoint links to portable and fully mobile
internet access. The technology provides up to 20
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Mbps in real world end-user throughput without
the need for cables. The technology is based on
the IEEE 802.16 standard (also called Broadband
Wireless Access ). The bandwidth and range of
WIMAX make it suitable for the following potential
applications:

? Connecting Wi-Fi hotspots to the Internet.

? Providing a wireless alternative to cable and
DSL for "last mile " broadband access.

? Providing data, telecommunications and [PTV

services (triple play).

? Providing a source of Internet connectivity as
part of a business continuity plan. That is, if a
business has both a fixed and a wireless
Internet connection, especially from unrelated
providers, it is less likely to be affected by the
same service outage.

? Providing portable connectivity.

IX. Recommendations and Conclusion

The Internet is a global public space that must be
open, affordable and accessible to all. As more

and more people gain access to this space, many
remain excluded. Like the process of globalisation

with which it has been closely intertwined, the

spread of internet access takes place with uneven

results and often exacerbates social and

economic inequalities. However, the internet and

other information and communication
technologies (ICTs) can be a powerful tool for

social mobilisation and develop ment, resistance
to injustices and expression of difference and

creativity. With a population of 150 million people

Nigeria's internet penetration is less than 8%

compared with the USA which has an internet
penetration of 60%. The cost of broadband
internet is expected to crash by July 2010 when
Globacom's Glo 1 cable arrives.

Access to broadband Communications

i. Broadband should be recognised as an
essential facilty in line with other basic
infrastructure such as water, sewerage and
electricity. Essential access (or the mostba sic
level of access) should be conceptualized as a
right.

ii. Incentives should be created for building more
fibore and wireless broadband infrastructure.
The needs of education, health, government
services and job creation - e.g. access for

small and medium enterprises (SMEs) - should be

Vi.

Vii.

Viii.

A.

prioritized in the short-to-medium term.

Incentives should be established for the
construction of broadband networks to under-
serviced areas.

Clear, enforceable regulatory frameworks
should be prioritised to ensure fair access to
infrastructure and infrastructure sharing
towards maximizing the network effect of
having as many people online as possible.

A strategy to roll out broadband networks to
smaller municipalities should be implemented
so that equitable access to broadband in areas
outside major centresis ensured. This could be
done as part of a public works initiative to
create jobs, stimulate private investment, and
deliver public services.

Local governments should be mandated to
support the roll-out of municipal broadband
networks, including enabling other
stakeholders, such as the private sector, to build
these networks.

Additional spectrum for the deployment of
wireless broadband access should be made
available time ly, equitably and affordably to
maximize the rapid deployment of
infrastructure across the whole country.

Coordination mechanisms should be
established to ensure an integrated approach
to fibre optic cable deployments in co-operation
with other infrastructure build-outs, particularly
with regard to power lines and roads and in new
spatial developments. The potential of
regulating this co-operative framework should
be explored.

All government departments should develop
broadband strategies related to their mission
delivery.

Availability in the Rural Areas of Nigeria

Broadband service is always slowest to reach less
populated areas, due to economies of scale. The
growth and reach of the GSM services will drive
demand for technologies that serve these areas,
such as satellite and most likely WiMax in the
future.

B.

A Framework fora Comprehensive National
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Broadband Strategy in Nigeria
Goal: All Nigerians should have affordable

broadband access to the Internet.

Objectives

? Maximize fibre and wireless broadband

infrastructure in urban and rural areas in an

equitable and environmentally responsible
manner

-~

Stimulate the creation of digital broadband
content by content providers and citizens

-2

Enhance e-governance and e-citizenship in a
broadband environment.

? Accelerate the adoption and use of advanced
broadband connections so that the potential of
information and communications technologies
(ICTs) for learning and teaching can be fully
realized.

By 2020, Nigeria will:

? have broadband access in every town and
village;

? have the cheapest broadband access on the
continent; and,

? be number one in terms of broadband
penetration on the continent.

AppendixA

Broadband implementations and standards

? Digital Subscriber Line (DSL), digital data
transmission over the wires used in the local
loop of a telephone network

? Local Multipoint Distribution Service, broadband
wireless access technology that uses
microwave signals operating between the 26
GHzand 29 GHzbands

? WIMAX;, a standards-ba sed wireless technology
that provides high-throughput broadband
connections over long distances

? Other wireless technologies, including IEEE
standards (802.11b, 802.11g, and 802.11a) and
many proprietary wireless protocols. In 2008,

with WIMAX still at the top of the learning curve in
terms of price, these technologies dominate the
market for fixed wireless broadband.

? Power line communication, wireline technology
using the current electricity networks

? Satellite Internet access

? Cable modem, designed to modulate a data
signal over cable television infrastructure

? Fiber to the premises, based on fiber-optic
cables and associated optical electronics

? High-Speed Packet Access (HSPA), a new
mobile telephony protocol, sometimes referred
toasa 3.5G (or"3%2G") technology

? Evolution-Data Optimized (EVDO), is a wireless
radio broadband data standard adopted by many
CDMA mobile phone service providers

? 802.20 MBWA (Mobile Broadband Wireless
Access)
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Appendix B
Africa's Underwater Cables Investors
Seacom | EASSy TEAMs WACS MainOne | GLO1 ACE
Cost (millions 650 265 130 600 240 150 ?7??
of USD)
Length (km) |[ 13,700 [ 10,000 4,500 14,000 7,000 9,500 14,000
Capacity 1.28 1.4 Tb/s ||120 Gb/s—| 3.84Tb/s | 1.92 Tb/s |2.5 Tb/s? 1.92
Tb/s 1.28 Tb/s Tb/s
Completion July June Sept 2009 Q22011 Q22010 |Q22010 Q22012
2009 2010
Ownership USA African TEAMs Telkom us
25% Telecom || (Kenya) Vodacom Nigeria,
SA 50% |Operators|  85% MTN AFDB France
Kenya 90% Etisalaat | Tata (Neotel) Telecom
25% (UAE) 15%| Infraco et al
Investordetail: Finance)
Seacom (http://www.seacom.mu 2 20% Safaricom Ltd

Industrial Promotion Services (25"/2), anarmofthe Aga
Khan Fund for Economic Development (USD 75
million) (Kenya founded by Prince KarimAga Khan IV
of Pakistan)

VenFin Limited(25%) USD 75 million)

Herakles Telecom LLC (backed by Blackstone) (25%),
New York-based lead company, no website (USD 75
million)

Convergence Partners(12,5%) USD 37.5 million
Shanduka Group(12.5%) USD 37.5 million

EASSY (http://www.eassy.org/)

20% Telkom Kenya Ltd

10% Kenya Data Networks Ltd

10% Econet/EssarTelecom Ltd

5% WananchiGroup

3.75% JamiiTelecom Ltd

1.25% Broadband Access/AccessKenya Ltd
1.25% Africa Fibrenet (Uganda)Ltd

1.25% InHand Ltd

1.25% iQuip Ltd

1.25% FlashcomLtd

WestAfrican Cable System (WACS)

tD D D D D D D D D D -

EASSY is 90% African owned although that ownership is 2 Telkom
underwritten by a substantial investment by 2 Vodacom
Development Financial Institutions (DFls) including 2 MTN

World Bank/IFC, EIB, AfDB, AFD, and DfW. Total DFI ? Tata Communications (Neotel)
investment is apparently $70.7 million, with $18.2 million 2 Infraco

coming from IFC, 14.5 million fromAfDB. This is a smaller 2 Cable & Wireless

amount than the originally advertised $120 million

? Port I Tel
investment from DFIs. ortugal ‘elecoms

? Telecom Namibia

South African investors in EASSY include Telkom South : ;ogo'll'e_llfe (iom
Africa ($18.9 million) , Neotel, and MTN. There are 26 M Sg?e‘};) ((aeé:c;m
telco operators in total invested in EASSY. ’ "~

References
http://www.apc.org/en/node/5677/
http://www.infodev.org/en/Project.41.html
http://www.broadband4africa.org.za/
TEAMs http://manypossibilities.net/what-im-working-
85 percent of the cable is owned by TEAMs (Kenya) Ltd on/open-spectrum/
and the rest by Etisalaat of the United Arab Emirates

(UAE). The TEAMS (Kenya) Ltd holding breaks down
as follows:

? 20% Govemmentof Kenya (through Min. of

An SPV created to facilitate. open access will be the
biggest shareholder, with 46%. In Jan 208, VSNL
announced an investmentin EASSY

=N

BoN

http://ezinearticles.com/?5G-Cellular-Technology-
is-Here&id=2522816
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ELECTRONIC VOTING SYSTEM APPLICATION IN CORPORATE
ORGANIZATIONS

Uche Amechi and Shell Cooperative Society
Shell Petroleum Development Company, Port Harcourt.
Email: uche.ame chi@shell.com

ABSTRACT

The use of intranet in Comporate Organization today has been on the increase with all sort of application
finding their way to the intranet/internet. This paper present one of the good uses of the intranet in a
corporate organization. In this case electoral process which is a common issue in corporate organization
where unionism, club house, comorative society exist and the officers who must run this association must
need be elected by some electoral process. Study shows that Electoral process in this big organization where
time is directly equated tomoney, production and performance has never been a simple task to conaduct. More
over some organisation are sparsely located which creates more reason for difficulties in exercising members
voting right The old tradition of paper form and ballot box therefore is becoming inadequate for this sector of
the society. With this in mind, An Electronic Voting System (EVS) using available technology at the disposal
of any comorate Organization is discussed. It is a simple tool to understand and easy to follow - by Just
Clicking and following the instruction thereafter. It offers highest securty and authenticity based on the
already developed intemet application and thisis what is required in any voting system while offering widest
electorates and almost instant computation of result.

Keyword: Intranet, Internet, Electronic voting system.

I. Introduction: correct record of the members or staff are store,

The Electronic Voting System (EVS) is the use of
the intranet/internet web pages in big and
corporate organisation in carrying out the process
of electing officers into electoral positions of
authorised associations and bodies within the

organisation. This utilises the existing technology
in the organisation.

It is a well known fact that all big Corporate
Organisation now have their own private
internetworking system where they share
information, send electronic mails, and today
share public info rmation via the web pages which

is termed intranet. More over where there is no
intranet the use of the internet is been deployed.

This EVS is simply employing the existing
networking, mail services and web intranet of this
organisation to create secure, simple and easy to
use voting system that incorporate highest
security and authenticity that is required in any
voting system while offering widest electorates.

A. Tools:

? The web server of the corporate organisation, in
this case and IIS (internet information Service)
web server, a product of Microsoft Company.

? Database of the Corporate Organisation, where

from here, the members of the association are
filter with the correctrecord. One good reason for
the use of the database is that, the record stored
there has been valid as the company uses this
data for the payment of the staff salary, which is
agreeable, the reason for staff stay in the
company. This database is used to match the
database of the association in question and a
filter of the required record is obtained.

)

Local Email services of the corporate
organisation, many organisations today have

email for its staff, which is used for communications
between the personnel of the organisation. And
sometimes for authorisation, evidence and

empowerment. Example in SPDC email approval
evidence is required for entering the company
provided Flight services.

-~

Voting Points PC: Because the system utilises
web, its therefore not completely necessary to
own your personal computer before you can use
the system, one can actually make use of the
system from any PC connected to the intranet,
the electoral committee could as well provide
what is termed voting out lets for their members.
Il. How It Works

A compilation of the member's data is placed in the

IEEE NIGERCON 2010 m



HOW IT WORKS (GRAPHICAL)

Invalid Data ol'

non membership

Online Result Page

EIR
KEN
Pass-worded Database / ECB

Yoting Page Final Result Page

Fig. 1: Electronic Voting System

reference database which contain among other records, the three needed data information; user ID, s taff

number and unique voter ID an eight character system generated code of combination of Alphanumeric
Characters that are tested for uniqueness.

Table 1: Format for member data compulation
Call OFFICE
S/No name userid | TEL NO Email address univoid

7784245 MICHE FREY |ZHGCH4 24303 Frey.n.miche@stan.com HSU3P2T7

Thes&aRBOGFital MDA sefAIS IBlemBek& dd the4&dil systeasits. his pdesdrsthimooxnot TG 4YBaiGue
assigned inbox in a situation the member do not have a personal address box. The necessary informat  ion

on how to use the data is also added in the mail se ntand a URL to the web site.

surname

A. ToVote

On accessing the web site and clicking on ready to vote, you are redirected to the logon page where you
enter the appropriate data to the field display with the data supplied to you via email. This thre e data are
submitted to web the server database end via the encrypted secure link.

Onreception of these three data, a logical AND is performed on this data to match it with the refe rence data
base, if there is no match the server returns and invalid data errorand yo u are granted to re-enter the data
again.

Alost or forgotten credential may retrieved by a click the “send my voting detailind it opens with a form
requesting for your staff number, which it matches with the references that base either send thede  tailsto
your email box or inform you that you are notin the members list.

If the three data are correct and properly enter another matching is performed to check whither you have
cast your vote before that time, if true, a page displays date and time you exercise your rig ht and the
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system return you to the home page, otherwise
you are launch to the voting page proper, where
you are warned not to leave unattended and to
ensure you do not make any mistake, because at
this point any mistake made and submitted will not
be redeemable.

All the candidate pictures will be presented to you
with a check button adjacent to them, you check
the candidate you wish to vote and submit the
form.

After the submission of the form you are
presented with a confirmation page and email is
sent to your inbox telling you when you voted and
the persons you voted.

B. Online Result:

The online result page displays the current result
of the election. Immediately after casting your
vote, you may wish to check the online result page
which shows the status of the votes cast so farina
distribution according to vote cast for each
candidate, in some cases the pictures of the
candidates may not be display to avoid “band the
wagon effect” where by members vote for the
perceived most popular person there by
undermining the aim of the secret ballot process.

C. Final Result

Furthermore the end date of voting is tested
against the current time and date of the server
hosting the EVS; once the end date and time is
attained the system will automatically lock and
would not allow submission of any further vote.
Rather the Final Result is prepared and release by
the system after about 2- 5 minutes.

1. Security Issues

To ensure that integrity and security is maintained
at the back end or the server end of the system,
the database is protected by encrypte d password,
which has admin privilege and could be access by
a SSL link which every vote cast ride upon.

More over the server OS security is also deployed

in this case the NTF S server was used which have
folder to file level security.

To further improve on the security, the
administrative password to this folders and files
are not held by one person rather portions of the
password are entered by the electoral committee
who could be up to 5 persons.

Physical security was assured by making sure

that the system is in very secure location as other
critical servers of the organisation.

Requirement
? Voting Credential
2 Accesstointranet web site.

Process

Compile List of membership

Send Voting Credential via email address
Validation of Credential

Checking for previous cast

Casting of Vote

Sending confirmation mail to voter
Reporting of Result

Checking of voting period

Release of Final Result

R I I A I R R ]

Business Benefit

?  Wide Electorates.
? Instant Result.

?  Eliminate Human Error.

2 Security using Encryption.

2 Reduce Man-hour Waste During Voting Period
Wide Electorate is achiev e because of the use of
the web at the convince of the member who may be
living at dispersed location apart, in the case in
study, the staff members to the corporative society
span from Lagos to Warri to Port Harcourt and
even some remote location where link have been
provided. Prior to the introduction of this system the
percentage voting population was rapidly declining.
But with the EVS this has been reverse.

Instant Resultthis was achieved by simply polling
the data stored in the voted database every 60
seconds and refreshed for the view to see the
increase in the vote.

There are other analysis displayed on the result
page such as then total vote of the day, how the
votes were cast etc.

Elimination of human errorbecause they system
checks the validity of your credential before you
cast your vote there are no invalid submissions
hence no disqualificati ons of vote cast. Also the
counting is automatically counted by the system,
which removes the error of sorting and counting.

Security Using Data Encryptionthe password is
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Fig. 2: Online Result without the Candidates Pix

encrypted before it is transferred via the
networking equipment to the server end. Also the
web server utilises the Server folder/file security
which is further enhanced by the use of part
password logon and denial of any body from
accessing the folder and file locally including the
administrator, by this means integrity and security
Isbuiltinto the system.

Reduction of man-hour waste during voting

period: In the past, staff of corporate organisation
have to leave there office to go to a destined
location before they can cast their vote, this time
wasted is eliminated by the use of the EVS, also
some may have to travel from their offshore
location to the main office to cast their vote, this is
also eliminated by the use of the EVS.

SimpleApplication

2 Corporate Organization Union Election

? Club House Executive Election

2 Corporative Societies of big Organisation

AdvanceApplication

? Governance Election (Using more secure
system and some identification system like
biometric system.)

? Party Preliminary election

? Party Primary Election

? etc.

Presently

? For 8 years running, all the staff Cooperative
Society of Shell Petroleum Development
Company has used this system for its annual
elections.
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Some view of the system

Fig. 3: Logon Screen

V. Conclusion and Recommendation
That intranet can be used to provide a credible
electoral process have been proven by the system
above. This could easily be adopted for larger
audience, and the use of other security system
would be employed. Some comments by users
are listed in AppendixA.

Going further, with the penetration of the mobile
communication system in the developing world, it
implies that the use of Mobile system could very
well be used for voting in the near future.

AppendixA

Comment from Some Users

“I must confess that this system is superb,
especially in the area of instant re sult reporting in
relation with the scrambled pictures. Thisfantastic
presentation should stay Please keep it up!”

“It is worth lending my voice to the many others
that have commended the brilliant efforts of the
electoral committee. Even if an instantaneous
transport of this system to the political elections in
our country is not presently feasible, | would

suggest that at least ways of informing the public
and creating societal awarene ss ofthe possibilities
exhibited here be found and done (and sent to
INEC and other relevant groups). Once congrats
for a job very well done.”

“While joining other members in appreciating the
good work you are doing to make this election free
and fair. | think it is high time we sell this good
initiative to Nigeria government to save our
nascent democracy. KEEP UP THE GOOD
w o R K ”

“The progress of this election points to the robust
and transparent process adopted. The successes
recorded in the past 3 years of using the e-voting
shows is a proof that it can be modified to suit the
Nigerian. | know this had been shown to INEC in
the past, | believe you should not relent in
contacting them. May be there is a single good
man in INEC who will listen. Cap is off My He ad for
youguys.”
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“l join others to commend this brilliant effort by the
electoral committee. Both the process and the
method used are highly commendable. | however
wish to request that subsequent contests include a
face-to-face interactive session (akin to the
"Presidential TV Debate") between/among
contestants and the voters. This will no doubt help
voters in deciding who getsthe votes.”

“Please get national observers to witnness what is
going on here. The IT designer and electoral board
have worked so hard, congratulations. Next time
show us their faces while the during the voting-the
advantage is more than the disadvantage.”

“Please we should not let this excellent voting
system go unnoticed. The Nigerian press should
be invited, to witness and capture the exercise in
our Media. Greetings to the organisers and the

system programmer(s) Cheers Frank’

“I am very proud to be part of this transparent
system. Please keep up the good work .GOD
BLESSYOU “

“Fellow co-operators, this brilliant and innovative
ideas of electoral process should be sold to INEC
in order to better Nigerian political process, devoid
of rigging and litigation. Shalom.”

“Wonderful system you have. Real-time election
resultisgreat.”

“Your efforts are commendable. | respect this
system.”
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ABSTRACT

Use of software has become imperative for increasing productivity in all organizations. Software
development and acquisition processes in developing countries are stillfacing challenges.Improvementin
software development practices has been pursued through several Software Process Improvement (SPI)
initiatives such as the software ‘best practices'proce ss models which include among othersthe Capability
Maturity Model Integration (CMMI), the Software Process Improvement and Capability dEtermination
(SPICE) and the ISO 9000 norms. However, successful implementation of such standard SPI
methodologies in small and medium enterprise s (SME) has been a challenge because of lack of adeq uate
resources and the excessive cost of the SPI programmes. In this paper, the various factors that influence
Software improvement such as process maturity models, software quality, market pressures are
discussed. Some European and other countries SPlinitiatives andthe challenges with existing standard
SPI methodologie s are reviewed. The state of the software practices in developing countries, the issues
and challenges are analyzed. A scaled down Software Process Development and Acquisition framework
derived from the intemational best practices model is recommended for SMEs in developing countries. To
quickly improve the market position ofthe SME sin the developing countries, in the face of rapid evolution
and competition in the software market, an action research by all relevant stakeholders to standardize
software practices and develop enabling tools is recommended.

Keywords - Software Acquisition, Software Development Practices And Software Process Improvement,
I. Introduction

Presently, software constitutes a key component
in almost all information industries' products,

dominant in the emerging software market. This is
being achieved through deliberate policies and
actions, and through the setting up of committees

whether it is explicit software systems or software
embedded in electronic products or systems [1].
Experts have observed that in the near future, the
ability of organizations and their products,
systems, and services to compete, adapt, and
survive, willdepend increasingly on software. As is
being seen in current products (automobiles,
aircraft, radios) and services (financial,
communications, defens e), software provides
both competitive differentiation and rapid
adaptability to competitive change. It facilitates
rapid tailoring of products and services to different
market sectors [2].

Given the increasing relevance of software and
the low capital entry requirements, the worldwide
software market is growing at unprecedented
rates. Many nations are reaping bountiful
economic benefits and are struggling to be

to develop strategies and guidelines for players in
the industry.

Evidently, software constitutes an important
industry for developing countries too. Although,
SMEs generally concentrate on niche markets,
however, given the teeming population of software
SMEs in the developing countries, the long-tail
effect will prevail if the SMEs are enabled to
improve on their software development capacity.
However, in most of these countries, the SMEs that
account for the majority of software development
organizations face serious problems, when they
start to grow. In many cases, the absence of a
visible software development process creates
chaos for the entire organization, including its
products [3][4].

How are big software enterprises making it? One
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reason is use of software process improvement

(SPI) methodologies. SPI involves all activities

performed to develop and maintain a software
product. It is about introducing changes to the

software development process with the purpose of
meeting a set of criteria, which promotes
performance within quality, cost, and schedule
targets. SPI has been recognized as an effective

way for companies to improve the quality of their

software products and the productivity with which
they work.

One attempt to facilitate SPI in software quality
has been the development of international 'best
practices' models such as the Capability Maturity
Model Integration (CMMI) developed by the
Software Engineering Institute (SEl), the Software
Process Improvement and Capability
dEtermination (SPICE) and the ISO 9000 norms
from the International Standardization
Organization. These models provide quality
patterns that a company should implement to
improve its software development process [5][6].
Unfortunately, swccessful implementation of such
models is generally not possible within the context
of small and medium-sized software organizations
because they are not capable of bearing the cost of
implementing these SPI programmes as they often
operate on limited resources and with strict time
constraints [6][7].

While Europe and some other developed
countries have utilized CMMI to develop new
assessment methods tailored to the context of
small and medium size software companies, there
is no evidence of suc h tailor-made process and
process assessment reference models for the
SMEs in developing countries. Moreover, the
adoption of models defined for other countries
without suitable adaptation is usually ineffective
[3]. Indeed, SPI advocate, Sami Zahran observed
that an organization will reject a process if it does
not match its culture, just as the human body will
reject a mismatched transplanted organ [8].
Software-engineering researcher Tore Dyba,
noted that cultural differences play a role in t he
success of software process improvement [9]. In
addition, SEI emphasizes that it is expensive and
difficult to implement CMMI and the Standard
CMMI Appraisal Method for Process Improvement
(SCAMPI) in the US [10][11]. Applying these
models would be even more expensive and

difficult for SMEs in the developing countries,
which must make copyright and certification
payments to the US.

Furthermore, in recent times, attention has shifted
from mere 'pursuit of quality' to responsiveness to
the dynamism in the software market. The current
thinking is that process maturity is necessary but
not sufficient for true improvement, as the real
prize is increased competitiveness not a better
maturity assessment score. In this paper, we
highlighted the strategies for improving s oftware
development practices in developing countries in
the face of pressures due to rapid changes in the
software market. Our focus is on strategies that will
support the much needed responsiveness to the
market demands without sacrificing software
quality.

So far, it seems that the problems of the software
industries in the developing countries can be
effectively addressed when appropriate SPI
methodologies are implemented by the software
developers. However, because of the intimate
interaction between software buyers (acquisition
organizations) and suppliers (software
developers) and the perceived immaturity of
acquisition organizations in the developing
countries, the acquirers of software-intensive
systems will continue to be a large part of the
software development problem. In view of this,
today's software intensive products and business
practices require companies to approach software
purchases with a well informed and strategic
method. Beside, studies have shown that software
acquisition organizations that have a strong,
consistent evolutionary environment and practices
for setting product requirements, maintaining a
disciplined development process and using metrics
to oversee development progress achieve favorable
cost, schedule and quality outcomes. In essence,
while software developers are required to improve
on their software development practices, it is also
expedient that organizations improve on software
acquisition practices. Consequently, in this paper,
the proposed strategies require that the software
“best practices' model should be extended to
address the improvements in both software
development and acquisition practices.

The rest of the paper is arranged as follows; in
Section Il, the strategic analysis of software
development and acquisition practices in
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developing countries is reviewed. Existing
software process improvement methodologies
and their shortcomings are presented in Section
. In Section 1V, software acquisition, the
challenges and process improvement are
examined. The strategies for improving software
development and acquisition practices
developing countries are proffered in Section V.

Il. Strategic Analysis of Software
Development Practices In Developing
Countries

A. Effect of Poor Software Development
Practices in Developing Countrie s

Soriyan and Heeks did a detailed study of the
software development practices in Nigeria, their
findings rightly captured the current trend in th e
local software industry and market in the
developing countries [12]. Based on the number of
staff, companies were classified as follows; micro-
enterprises (1-10 staff), small enterprises (11-50
staff), medium enterprises (51-250 staff), large
enterprises (251-5,000 staff), very large ses (

in

enterprises ( above 5,000 staff) [12]. The software
companies in the country were mostly small in
size: a typical software company has 11-50 staff.
Very few of the companies had more than 250
employees: such companies had more than one
branch and were often involved in business
activities other than software development [12]. In
essence, the software products from such
companies experience a vicious circle (Figure 1); a
situation that results from lack of sufficient quality
software processes and methods. Without that
quality, customers turn off, and go for foreign
products.

However, if that quality can be built, then locally-
produced software will be more effective than
imports in meeting customers' requirements. In
that case, a virtuous circle can be created in which
local software enjoys a growing market and
feedback loops of learning and improvement that
can take it from strength to strength.

B. Strategic Positions Occupied by Software

Firms in Developing Countries

Figure 1. Vicious and Virtuous Circles for De velopment of Local Software in Nigeria

IEEE NIGERCON 2010 m



Heeks presented five strategic positions that may
be occupied by software firms and sectors in
developing countries, as summarised in Figure 2.
India, for example  much discussed as a
developing country "giant" in software terms has
achieved much of its success through a focus on

quadrant A. Strategic analysis of the Nigerian
software industry according to Heeks' quadrant
model (Figure 2) showed that:

? thereis no significant evidence of exports (thus,
quadrant AB and E are not applicable to th e
country). (There was a significant concentration
on the domestic market: three-quarters of
customers were Nigerian firms based in Nigeria
while the majority of the one-quarter of
customers identified as "foreign" were actually
representatives or joint ventures of
multinationals also based in Nigeria [12 &13].
Software exports were therefore not significant).

-

local software firms provide series of value-
added services to imported packages, such

services lie in quadrant D or on the C/D borders.

? in some cases, some firms may be involved in
custom-building of software applications from
scratch, and others creating what can be called a
"semi-package" or "configurable package":
something originally written for one customer
that is then sold-on as a core of code with
particular functionalities that can be configured
for other customers. Such activities lie firmly in
quadrantC.

Consequently, the local software industries in such
developing country under study can be located in
quadrant C and D. This indicates that export of
software product and services is in jeopardy. The
conclusion in [12] was that firms must strengthen
their software development practices, something
that willbe partly dependent on improvements in the
provision of software education by local universities
[12].

Figure 2. Strategic Positioning for Developing Country Software Firms/Sectors
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ll. Software Process Improvement

Initiatives in Developed Countries
Software Process Improvement (SPI) facilitates
the identification and application of changes to the
development and management activities in order
to improve the product. To support SPI
programmes, the software engineering
community has developed a set of normative
maturity models for organisations to follow and
enable the assessment of current capability.
Within such norm-based models, improvement in
the software process is considered to result in the
maturing of the activities undertaken by a software
development group. Evidence shows that benefits
can be achieved as a result of this adoption.
Consequently, the majority of the works to date on
(SPI) have focused on software process
assessment and "best practice” models such as
the Capability Maturity Model Integration (CMMI)
developed by SEI, the Software Process
Improvement and Capability dEtermination
(SPICE) and the ISO 9000 norms from the
International Standardization Organization.
These models provide quality patterns that a
company should implement to improve its
software development process [5][6].
Unfortunately, it has been observed that the
successful implementation of such models is
generally not possible within the context of small
and medium-sized software organizations
because they are not capable of bearing the cost
of implementing these SPI programs as they often
operate on limited resources and with strict time
constraints [6].

In various countries, researchers have adapted
the models for process assessmentand
improvement to the special characteristics of
small organizations in other to save time and cost.
Some SMEs run the scaled-down class B or C
assessment instead of class A, the SCAMPI
(Standard CMMI Appraisal Method for Process
Improvement) [7]. Some regional and national
initiatives in this regard include :

a) Regional Initiative

? The SPI in Regions of Europe (SPIRE) programme is
a European Systems and Software Initiative project
financially supported by the European Commission. The
Centre for Software Engineering in Dublin undertook the
project in Ireland and coordinated activities with partners
inAustria,Italy,andSweden[1].

b) National Initiatives

2In Brazil, the Associagdo para promocado de
Exceléncia do Software Brasileiro (Assoc. for
Promoting Brazilian Software Excellence)

developed the MPS.BR model (Melhoria de
Processo de Software Brasileiro, or Brazilian
Process Improvement Model) based on the
ISO/IEC 15504 standard and aligned it to the
CMMI framework focusing on smalland medium-
sized software organizations [14] & [15]

2 The Norwegian SPI program called SPIQ
(Software Process Improvement for better
Quality). The objective of SPIQ is to i ncrease the
competitiveness and profitability of Norwegian IT-
industry through a systematic and continuous
approach to process improvement [33].

2 The Mexican Ministry of the Economy developed
a standards based on ISO/IEC 12207, including
practices from ISO 9000:2000, CMMI, PMBOK,
SWEBOK, and ISO/IEC 15504 [3][15].

Initiatives such asthese demonstrate, among other
things, the requirements of improved software
practices in small and medium software
organizations. In the case of Mexico for instance,
such initiative called Competisoft projectvas used

to provide the Latin American software industry witha
reference framework for improvement and certification
of its software processes [3]. There are after, MoProSoft
offered a new process structure, some new process-
documentation elements, a more precise process
relationship, and an explicit SPI mechanism. MoProSoft
was complemented by the EvalProSoft process-
assessment method , based on the recommendations of
ISO/IEC 15504 [3]. In August 2005, Mexico approved
MoProSoft and EvalProSoft as national standard NM X-
059-NY CE-2005. Together, they were intended to provide
Mexico's software industry with an easy-to-understand
model based on best international practices that would
help organizations standardize their practices [3].

IV. Problems of the Existing Software Process
Improvement Methodologies

Some SPI programmes have failed for several
reasons, Garvin suggests, that one challenge is the
need for “continuous improvement activities that
require a commitment to learning” [16]. Learning in
this context include the individuals capacity to
acquire, transfer and interpret knowledge and
utilise that learning in a work-based environment
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[17]. Another challenge is that, without

understanding the technological and social
aspects of software, one cannot significantly
improve the processes [18]. Consequently, the
existing normative models are criticized for the
rigidity of the predefined actions and their
underlying deterministic assumptions about
implementation [18].

Again, some enterprises feel the existing SPI

methodologies emphasize on technology and a

lot of documentations rather than people and that
they are not flexible enough, such enterprises
rather trust improvisations and experiences of
their developers. Consequently, such commercial

software producers do not, therefore, follow
software process improvement according to the
maturity models or quality standards [19]. The

survey revealed that generally, SMEs focus on
practice rather than formal process, as such, they

lack 'process culture'. Hence, they are often
averse to formal process improvement programs.

However, research findings have shown that large
successful software organizations emphasize

exploitation of their “best practices” through
formal procedures, process models, guidelines,
rules, check-lists etc. in order to manage and
improve their software processes.

Although, the aim of the process oriented
paradigm is a stable and reliable software
process, as a result of software process
improvement based on rigorous project
management and process control. The idea of a
stable, repeatable software process contrasts
with the competitive environmen t and sometimes
time critical, of commercial software product
development. In the SPICE (ISO 15504) SPI
trials approximately 60 percent did not observe a
major impact on the organization [19]. The
concern is that the process has become more
important than the quality of the product or any
resultant business benefit. This internal focus on
process is an untenable position for commercial
software producers, where reacting to the market
is seen as more important than following a
prescribed process [18]. According to Allison [18],
customer based perspective is a better judgment
for a commercial software organization; if the level
of complaints rise, or the market share reduces
then the company's product quality is insufficient
for its purpose. In this case, the real prize is

increased competitiveness not a better process
maturity assessment score, as such process
maturity is necessary but not sufficient for true
improvement [19]. To support this more situated,
market oriented perspective, there is a need to
develop an agile approach to SPI so that the
process improvement reflects the needs of the
given context [19]. An agile approach to SPI would
be responsive and flexible to local needs,
encourage innovation in the process, build SPI
projects around those who are m otivated,
encourage self-organising competent teams, and
promote sustainable development of the
processes.

IV Software Acquisition Challenges And
Acquisition Process Improvement
A. Software Acquisition
Developing software applications take time and it
requires expert programmers. In the past, big
enterprises employed staff to write software
applications. Today the easiest option may be to
buy Commercial off the shelf applications, if one
can find a package that meets one's business
requirements. However, because it is not always
easy to find, companies now acquire software by
outsourcing (i.e the development of software
system by one or more external providers).

Outsourcing the development of software does not
relieve the acquirer of responsibility for the
outcome. In fact, the activities, products, and

behaviors of the acquirer have a significant

influence on the success or failure of outsourcing

activities [20][21]. The acquirer will bear most of

the responsibility for the results from the planning,
contracting, and follow-up on phases of the
acquisition, while the developer is most
accountable for the results coming out of the

implementation and acceptance phases of the

acquisition [22].

Depending on business requirements, Software
acquisition involves several steps:
conceptualization, initiation, design, development,
test, contracting, production, deployment,
Logistics Support (LS), modification, and disposal
of software systems, supplies or services [23][24].

Several things can go wrong with any of these
steps that can cause the project to fail. For
instance, in developing countries, many Chief
Executives have acquired software without proper
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planning, user community acceptance, proper
assessment of vendor support capability, etc.

Having a defined software acquisition and
supplier management process helps insure that
important steps in the acquisition process are not
forgotten. Defined software acquisition also
facilitates the propagation of lessons learned from
one acquisition project to the next so we can
repeat our successes and stop repeating actions
that lead to problems.

B. The Challenges of Software Acquisition

As software becomes an integral part of our
businesses and our lives, we can no longer afford
not to learn from past mistakes. Consequently,
before the task of purchasing commercially
available software, contracting a supplier to create
custom software package, or developing a
“homegrown” software application can commence,
adequate planning must take place [25]. Numerous
software acquisition projects have failed for several
reasons ranging from poor planning, inadequate
requirements capture, inadequate testing of
product before acceptance, no planned after project
support, etc.

Additional challenge for Managers, is the need to
understand topics as diverse as risk identification
and mitigation, selection and integration of
commercial off-the-shelf (COTS) components,
process capability, business continuity, disaster
recovery, survivability, interoperability, contract
monitoring, etc. Thus, the challenges of acquiring
software-intensive systems will continue to grow
along with the increasingly critical role software
plays in supporting commercial and government
enterprise, business, and mission needs [26] [27].
These increasing challenges make the need for
well informed and strategic approach to software
acquisition and supplier management practices
essential to the success of organizations
acquiring software-intensive systems. According
to Theresa and Linda [25], an acquisition project
has a greater chance of a successful outcome if
the acquirer:
?  Properly plans the acquisition
? Gives appropriate attention to defining the
software products business needs
? Decides on an acquisition approach only after
consideration of each viable option
? Explores available sources to identify and
evaluate potential suppliers

? Ensures that the software requirements are
defined and fully understood

?  Works to secure a capable supplier

? Formalizes the acquisition agreement in an

appropriate contract vehicle

C. Software Acquisition Process Improvement
Some big enterprises have established
frameworks for acquisition of applications. Many
organizations in developing countries are afraid to
computerize due to failure stories and fear of the
unknown. The Software Engineering Institute has
established the Software Acquisition Process
Improvement (SAPI) [28]. SAPI has describ ed the
acquirer's or the buyer's role in software-intensive
system acquisition and also given client or
acquisition organizations guidance on how to
improve their own capabilities for participating in
outsourcing or acquirer-supplier agreements.

Existing best practice models for software
acquisition are built on commonly accepted
standards that either represent software
acquisition as a standalone process or integrate
the acquisition process into software process
model suite that addresses both software
development and acquisition practices. Three
commonly used software process standards are
the Capability Maturity Model for Software
Acquisition (CMMI-ACQ), the Software Acquisition
Capability Maturity Model (SA-CMM), and the ISO/
IEEE 12207 software lifecycle standard (which
integrates software acquisition into the lifecycle
modelas compared to the other two models, which
describe it separately) [29][30]. CMMI-ACQ and
SA-CMM are developed by the Carnegie Mellon
University Software Eng ineering Institute (SEl) to
provide a framework to benchmark and improve
an organization's software acquisition process.

V Recommendations

A. Outline of the Strategies for Improving
Software Development and Acquisition in
Developing Countries

Software process improvement and re-

engineering has gained considerable interest as a

methodology for organizational change and for

creating more mature software engineering

practices. In this section, we recommend

responsive SPI strategies for improving software

development practices in developing countries.
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Our proposal is informed by the contemporary
views of software development practices which
asserts that rather than maintaining the existing
software process philosophy of stable and reliable
software process, there is need to adjust the
process to suit the local software (product)
development needs. The aim of such thinking is to
produce a successful product rather than
following a pre-defined methodology at all costs. It
is therefore necessary that the process

improvement activity should be contextually
responsive rather than externally pre-determined.

In that case, responsiveness to the market

demands is paramount, and that requires process

innovation at organizational level. In fact, as

stated earlier, the process maturity is necessary,
however, it is not sufficient for the contemporary
views of software development practices.

An increasingly popular way of starting a software
process improvement program is to do an
assessment in order to examine the existing
processes being used by an organization to
determine whether they are effective in achieving
their goals. In view of the the difficulties and cost of

the internatational CMMI, the development of a

scaled down version is proposed. The SPI

methodology proposed willinclude among others:

a) Establishment of a tailor-made Software
Process Development and Acquisition Suite
as national standard in the developing
countries.

b) Use of action research methodology to
develop the human capacity required to
support process evolutio n at organizational
level.

c) Promotion of the Software Process
Development and Acquisition Suite through
Democratization of Tools of Production |,
Seminars, Case Studies etc.

B. Establishment of a tailor-made Software
Process Development and Acquisition Suite
as national standard in the developing
countries.

The suite will include:

2 a tailor-made Software Process Model (SPM)
and Software Process Assessment (SPA)
framework for the SMEs engaged in software
development and

? a Software Acquisition Framework (SAF) to
benchmark and improve software acquisition
process .

The use of such Software Process Development
and Acquisition Suite can help identify the
capabilities of the SMEs to deliver software

products and services on time and to the required
level of quality and so becomes an important

consideration during the contract tender and
award stages. As the organizations grow in

process capabilities and maturity, they may wish to

implement the International Standards ‘'best
practices' process models and process
assessme nt framework.

C. Use Action Research Methodology to Develop
the Human Capacity Required to Support
Process Evolution and Commitment to
Organizational Learning

Obviously, formulating, planning and implementing

a national tailor-made 'best practices' process

modeland process framework for the assessment

cannot be handled by the software firms alone as
they are mainly SMEs with limited resources and
expertise. The solution requires a bailout approach,
an approach that involves all the stakeholders in
the software industry; the government, the
software enterprises, the customers ( including
other enterprises, systems integrators and consultants
advising acquirers that may engage in software
acquisition or outsourcing to software enterprises),
the universities and research institutes. The bailout
strategy should be in a form of an action research
and collaboration initiative that will formulate, plan,
develop enabling tools and facilitate the implementation
of such process-oriented solution for SMEs. The benefit
of this nationwide action research initiative will be
development of in-house competence required for
the formulation, planning, development of enabling
tools, implementation, evaluations and adaptation of
process-oriented solutions.

D. Promotion of the SPI| Suite Framework
through Democratization of Tools of
Production, Case Studies, Seminars, etc.

Like every other improvement methodologies, the

strategies proposed in this section need to be

promoted, sustained and enhanced for it to
continue to remain relevant in the fast ¢ hanging
software industry. First, there is need to develop
the tools and templates that will facilitate the
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implementation. For instance, rather than the
existing automated modeling tools, an interactive

modeling tool can be developed to facilitate

process evolution at organizational level.

Furthermore, there is need to 'democratize the
tools of production’. The relevant tools and
resources essential for the effective
implementation of the proposed strategies need
to be readily available and at little or no cost to the
SMEs. Finally, workshops, seminars etc should
be conducted regularly to share ideas and update
the SMEs and acquirers of case study results.
Other stakeholders should also be informed of the
developments in the local software industry. In all,
the proposed strategy will only deliver the
expected benefits of improvement in market
share of the SMEs if the stakeholders are
committed to the development, implementation
and promotion of responsive SPI methodology
and the software acquisition framework.

V. Conclusion

Process improvement and re-engineering has
gained considerable interest as a metho dology for
organizational change and for creating more
mature software engineering practices. In this
paper we have examined the effects of poor
software development practices in the developing
countries and the limitations of the widely used
software process improvement (SPI)
methodologies. We also discussed the
contemporary view of software development
practice which requires more flexible and
responsive SPI methodology. Furthermore, we
examined the challenges associated with
software acquisiton. We then presented
strategies for improving software development
and acquisition practices in developing countries.
To the software developing enterprises, the aim of
the strategies is to support software quality along
with responsiveness to the dynamisms in the
market demands. At the same time, the software
acquisition framework proposed in the strategies
is meant to provide a framework to benchmark
and improve software acquisition process.

Given the limited resources and lack of expertise
in the SMEs that constitute the local software
industries in the developing countries, the
strategies are to be formulated and implemented
in the SMEs through action research initiative that
will be sponsored by the government and/or any

well meaning organization. The key contribution of
this paper is in identifying the need for alternative

assessment method that can be used in a
collaborative manner to assess organizations
based on their organization-wide 'best practices'
process model. Also, we provided a framework on
how such organization-wide models can be
harvested from process-in-use as well as from the

national or global 'best practice' process models.
Besides, such models can also be tailored and
improved to achieve high capability and maturity
level without following the specific practices of the
existing 'best practice’ models. The strategy

requires process evolution at the organization
level and that requires commitment to learning

from practice.

Finally, the paper also contributed in the area of
software acquisition. Specifically, we identified the
need to address the problems of software
development and acquisition in one software
process suite. In this wise, the acquirers are
provided with a Software Acqu isition Framework
(SAF) to improve in their acquisition process
where such framework follows the same
architecture, design, and language of the Software
Process Model (SPM) and Software Process
Assessment (SPA) framework used by the
developers. Such compatibility in the development
and acquisition process facilitates better co-
operation of the software developers with the
acquirers.
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ABSTRACT

The quest by the developing countries to integrate with the global village through data and
telecommunication is growing. This leads to the advancement of large data transfertechnologies thatis
Inetand efficient. In this paper broadband communication technology is discussed. The paper highlights
the applications of broadband communication to relevant sectors in the society.

Keywords: Broadband, data, high speed transmission.

l. Introduction medium of transmission for broadband delivery for

One of the major advantages of Broadband
Communications is the ability to transfer large
amount of data at high speed across two
networks. It is generally used in Internet delivery
and measured in terms of volume of bandwidth

available for transmission. In order to achieve
communication through the internet and have
access to resources in the cyber space,
computers are required to be connected together
across offices, towns, nations and continents. For
higher speed of data transmission and execu tion
of demanding applications, bigger bandwidths are

very essential and will be required.

In the late eighties when Computer

communications across offices and Internet access

just began gaining ground in Nigeria, we had few
companies offering dial-up access to their premises

and providing interconnection to either the Internet
or adjourning offices through their sites. Because
this type of connection has limited capacity to carry
data (between 0-56Kbps), itis referred to as narrow
band connection and is achieved using analogue

modems.

Over the years, we have seen several
developments in the advancement of data
communications; from analogue modems to
ADSL, to radio (VHF, UHF & Microwave) to VSAT
and then fiber connections. Different technologies
have evolved, some of which will be looked at in
details in this paper. However, Fiber Optics
Technology has been accepted as the best

improving businessinteractions.

When development in communication technology is
juxtaposed with other spheres of world
development, it will be seen that provision of higher
bandwidth to carry data across networks is
amorphous and on the increase due to the following
factors:

Business /commercial demands

Environmental demands

Political demands

Availability of funds

Consumer Intents

Government policies

Technological Advancement

O 0 0O O O 0 O

In Africa, the political wi Il to exchange data freely
among collaborating nations have been very poor.
Each country has always handled its
communications demandsinternally. The northern
countries in Africa have ridden on their proximity to
Europe and Middle East to develop their
infrastructure especially in the area of VSAT
communications. But West African nations are yet
to truly experience inter-national connections
between African countries as we have in other
continents.

Fig. 1: Shows the world Statistics of Undersea
Fiber Cable as at 2007. This figure represents the
inter-continent fiber distribution. As it can be seen,
Africa has a long way to go but has a big advantage
for growth because the market is still very green.

IEEE NIGERCON 2010 m



Fig. 1. World Statistics 2007: Undersea Fiber Cable
Taken from: http://image.guardian.co.uk/sys-
images/Technology/Pix/pictures/2008/02/01/SeaCableHi.jog

In her paper in 2005, Lishan pointed out that
Domestic broadband penetration in Africa is very

limited and demand is on the high side; this has
been proved right by the enormous changes we
have seen in broadband in the last four years.
Though the study gave details of fiber in northern
and southern Africa, showing that these areas
have substantial broadband link as at that time but

that West Africa still had a long way to go (Lishan

2005).

In Nigeria, since the licensing of GSM operators
and the upgrade to unified licensing, our
broadband picture has changed. Most of the
companies have laid cable through the length and
breadth of the nation. Their major focus was to
ensure that voice communications is available

nationwide. As bigger fiber network is established,
there is need to increase customer demand, this
can be achieved either by lowering prices or
creating value added services that will improve
penetration.

This paper is looking at the emerging technologies
in the broadband industry with a view to
suggesting ways by which communications can be
improved in Nigeria and inAfrica at large.

A. The Several Faces of Broadband
Broadband technology can be achieved in several
ways, these are:

Copper cable
For several years, all we had were copper cables
used for the telephone networks. When data
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communications started, this network that has
gained much ground and had already spread to all

locations requiring data was majorly used. The
analogue modem was used to carry data at a

speed of as much as 56Kbps. Then the Digital
transmission was developed and carried both

data and voice; the sustaining standard has been
ISDN. This standard came as Basic Rate Interface
(BRI) at 144Kbps and Primary Rate Interface
(PRI) 2048Kbps on E1. The copper connection is
limited in the maximum distance betwe en active
devices. To improve on this, the ADSL technology
was developed. “ADSL (Asymmetric Digital
Subscriber Line) is an Internet access technology
that makes use of the existing telephone network

to provide broadband Internet service to homes

and businesses. Presently, ADSL is the most

popular high-speed Internet access technology

for homes and businesses in many parts of the

world” (Altaviser, n.d). ADSL is always on, and

does not disturb the analogue phone line on which

it is carried. This implies that it can be used on

existing lines. With ADSL, data at the rate of
640Kbps/9Mbps Up/Down can be achieved and

decreases with distance.

Radio Systems

Radio started with High Frequency (HF)
technology which has farther reach but limited
capacity. Over the years, there have been several
developments in HF Radios but they remained
unpopular because of limited speed and their
being prone to atmospheric noise. The UHF radios
performed better but found more use in audio and
video broadcasting and transmissi on than data.
Only a few radios for UHF transmission exist
today. Before their perceived extinction, there
were UHF radios used to carry data at 2048Kbps.
Provisions such as multichannel, auto scanning
and frequency hopping technologies for PTT
communications was predominant at this
frequency band. Popular for broadband
technology is the microwave radio. This radio
frequency band has become prevalent in
broadband transmission; they are used for several
purposes such as back haul, last mile, back -up
and multi client connections. You could also hear
terms such as Wireless Fidelity (Wi-Fi) and
Worldwide Interoperability for Microwave Access
(WiMax) in the application of Microwave radios.
Radio usage is mostly in areas where using fiber
will be uneconomical in achieving the data rate
required (this is controversial in today's demand
rate). The advent of GSM has again impacted on

broadband not only by the demand to satisfy more
voice customers than was possible with land lines,
but also by what recent developments in 3G and
4G has enabled on mobile phones.

Very SmallAperture Terminal (VSAT)

The VSAT also works on the microwave principle
but the extent of reach between two terminals is
extended with the help of the “mirror in the sky”
which is the satellite. It can be used to provide
Internet and essential data to places where the use
of copper/ fiber or microwave is either not
economical or cannot be estab lished. Bandwidth
of up to 10Mbps is reasonably achieved in remote
stations but it can also be as low as 64Kbps.

Fiber Optic Cable

This major breakthrough in data transmission has
changed the face of broadband widely. With the
current advancement in technology, fiber can carry
data at between 10 to 40Gbps on each optical
channel, and more channels are being introduced
or multiplexed together on each fiber. This is typical
of Dense Wave Division Multiplexing (DWDM) fiber
optics systems.

“Although 'all-optical' tech nologies are replacing
most transmission lines, the nodes of the
networks, such as switching and cross-connect
nodes, still depend on relatively slow electronic
technologies. This poses a problem because
nodes in the networks will limit the throughput due
to the limitations of the electronic circuitry. The only
solution to this problem is to make the nodes all-
optical as well. Migration from electronic and/or
electro-optic nodes to all-optical nodes requires
multiplexing, de-multiplexing and cro ss-
connection via optical technologies” (Rahman,
nd). In order to fully utilize the potential of fiber
delivery, advanced countries are now adopting
different terms in the implementation of their fiber
technology, these are:

? FTTN - Fiber-to-the-node - fiber is terminated in a
street cabinet up to several kilometers away from
the customer premises, with the final connection
being copper.

? FTTC - Fiber-to-the-cabinet or fiber-to-the-curb -
this is very similar to FTTN, but the street cabinet
is closer to the user's premises; typically within
300m.

? FTTB - Fiber-to-the-building or Fiber-to-the-
basement - fiber reaches the boundary of the
building, such as the basement in a multi-
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dwelling unit, with the final connection to the
individual living space being made via
alternative means.

2 FTTH - Fiber-to-the-home - fiber reaches the
boundary of the living space, such as a box on
the outside wall of a home.

? FTTP - Fiber-to-the premises - this term is used
in several contexts: as a blanket term for both
FTTH and FTTB, or where the fiber network
includes both homes and small businesses.
(Wikipedia 2010). These terms help in
identifying the level of fiber implementation in
networks.

1. Identifying Where Broadband is Impacting
Could you imagine constructing a ten-lane
highway which only three vehicles ply per week?
Enormous waste you will call it, but in the case of
broadband there is enough demand for all the
advancement and broader highway created
because there are demands in the areas stated
below.

E-Commerce

Each technological development is rated
according to the economic value and its capacity

to make profit. The greatest profit making impact

of broadband isits support for e-commerce and e-
business. Business owners sudden ly realize that
they could perform business faster and more
effectively by using the Internet. Broadband is the
best form of connection for online banking,
Automatic Teller Machines (ATM), online
shopping and payments, marketing, trading and
showcasing online, etc. This could be an avenue
for marketing made in Nigeria products both
nationally and internationally.

E-Government

This is a development where all Government
transactions and other administrative functions
are carried out electronically. For example,
obtaining an international passport was a rigor
until we started the e-passport system. Most of the
processes are now undertaken online. Other
areas affected are the taxation system and
application system for most government services.

E-Health

There are lots of e-health initiatives going on
around the world to ensure fast online access to
health information that can be used to save lives.
Also medical support can be given during a live
operation by making the process available to
experts across the wor Id to advice and direct the

operation.

IP-Telephony

This is a major breakthrough in telephony which
ensures that up to eight conversations can be
taken in the same bandwidth that was hitherto
used for only one conversation. Service providers
use this to save cost most especially on
international calls. Also once a subscriber pays for
a broadband connection to the home, he could
have as many IP telephony connections as he
desires using a software like SKYPE or a MAGIC
JACK to friends and family who use the same
software free of charge.

E-Services

This is a registered service that will allow users to
have access to a suite of web based products to
enhance their business. This could include email
marketing (technology solution for email
distribution and deliverability), web development
(including database hosting and management),
tax & related consultancy, Advertising, Mobile
Marketing Services, Statistical information,
Surveys and so on.

InternetTV (IPTV)

Broadcasting of TV signals across and within
nations have always been a challenge. Satellite

television has been the major saving grace until the
advent of IPTV. Now there are developments in
IPTV that allows clients/subscribers all over the
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world to watch their favorite stations at a very low
cost. This can only be made possible if you have
broadband connection. On the spot news
materials are now delivered directly from mobile
phones, thanks to broadband.

Mobile TV

Take your TV in your pocket. That is what mobile
TV is telling its users. This is not micro television
embedded inside a mobile phone to receive local
signals, but TV delivered to the mobile phone
through IP. Special channels are made available
in this subscription.

E-Strategies

No man is an isl and, or the only repository of
knowledge. e-Strategies allow the pooling of
knowledge and assistance from experts all over
the world. Broadband can be used for marketing
and broadcasting indigenous ideas, inventions,
and discoveries.

E-Environment

Our environment is changing and there is need to
track changes all over the world and compare data
in order to improve the habitat. Gone are the days
when weather changes come unnoticed. You can
follow the weather now at the comfort of your
house. There is need for information exchange
among administrators, environmental agencies,
the populace, scientists and businesses.

Fiber-To-Home

From all the above, we can see that there is
increasing demand for broadband in our houses
and offices. This is why some developed countries
started the fiber to the home drive. This implies
that broadband is gone right to the house at the
blazing speed of fiber.

lll. Nigeria's response to Broadband

In Nigeria we have not been proactive in the area
of broadband readiness. We have always allowed
one thing to lead to another. In the last seven years
we have had a boom in our voice communication
which has ridden on a zero broadband facility.
Though the operators started from scratch to
install their own networks, but we still have
problem of broadband network availability. The
operators must be commended for their efforts, but
from a broad point of view, the numerous provisions
have followed after the trend of high economic
return areas. If you look at the fiber network of all the

operators, they are all similar, passing through the
same road, towns, cities and points of presence.

This has confined growth since they are all building
repetitions instead of expanding.

What sectors can take advantage of
broadband?Health

« Commerce

# Banking

# Governance

& Security

# Election

# Media

# Social

# Education

# Transportation

# Recreation and holidays

? Radio
?  Mobile
?  VSAT
What is the way forward?

We need to have a broadband policy in order to
have a sustained electronic world in future. All the

emerging technologies and areas that can be

affected cannot enjoy the advantage unless we
start collaborating to ensure spread redundancy
and sustenance.

There are efforts all over Africa to develop
broadband infrastructure, in the fore front is The
New Partnership for Africa's Development
(NEPAD) ICT Broadband Infrastructure Network
initiative. This initiative has in mind two projects
namely Umojanaet and Uhurunet. These projects
are to close the submarine optical fibre loop around
Africa; and establish a continent-wide basic
broadband optical fiber network that links countries
to their neighbors as well as to a submarine cable
in two different directions. The top priority of
NEPAD it to ensure that all African countries will be
connected to a broadband fiber optic cable
network that is in turn connected to the rest of the
world. (NEPAD 2010).

On the home front, NCC must be commended for
its effort at getting more people on the Internet. Ina
recent presentation, the NCC chairman explained
three initiatives factored to encourage the growth
of broadband infrastructure to facilitate economic
growth and development. These initiatives are:

? The Wire Nigeria Initiative (WIN)
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? The State accelerated Broadband Initiative
? The Community Communication Center

Program of the USPF.

The operators also must be commended for their
investment initiatives, and their quest to be self
sufficient. However they must know that there is
higher power in unity.

IV. Is There Hope For ICT/Broadband In
Africa/Nigeria?
The awareness is there already that ICT
broadband infrastructure is needed in Africa
/Nigeria in order for the continent to catch up with
the world economy. The cry of the Milennium
Development Goals (MDG) operators for ICT to
develop and support their operation is an
indication of this need. Other points to consider
are:
?  Man power Nigeria is blessed with graduates
in all fields of Engineering useful in ICT
development. Therefore man power is not our
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challenge. The cost of man power is also not a
challenge because we are generally a low
income earning nation. We should however
encourage our universities to enhance their
syllabus and curriculum to include professional
training that will allow graduates to fit quickly
into the industry or even start their own
businesses.

?  Technology Even if we are not manufacturing,
we have the capacity to buy good quality
infrastructure that will stand the test of time and
can be maintained in Nigeria. We shou Id
encourage operators to ensure that they have
well equipped workshops to repair their
equipment even unto component level. We
need technological transfer and this is where
we can start from.

? Market In the year 1998 when our telephone
penetration was low, it was assumed that
mobile business may not be profitable in



Nigeria, but time has proved critics wrong. We
have the population, the money and the will; so
this market is very ripe for broadband growth.
This is like the case of two shoes sales men
who went to survey a city where no one wears
shoes. While one saw the market as dead and
could not support shoe business, the other
saw it as a great opportunity to sell almost any
kind of shoe. There is a lot to sell at every level
of ICT infrastructure.

2 Enabling Environment In this area, NCC and
the legislator s have a lot to do, it is not enough
to allow everybody to play freely until the
market grows, we will end up playing into the
hands of capitalists who are not interested in
sustainable growth but to quickly recoup
investment and milk the cow until it dies. For
example, establishment of fiber network
should be a joint contribution by all the
operators to build the Nigerian Network Design
of NCC and not for all of them to replicate
networks while refusing to provide broadband
in areas they see as being of low economic
value.

V. What Role Can The Different Sectors Play?
Government: We would want to see the
Government putting more into the ICT sector
of the economy instead of allowing capitalists
to drive the sector. We need enabling policies
that will force operators to be quoted on the
stock exchange in order to allow Nigerians to
participate in and benefit from the sector. All
these companies are quoted in the stock
exchange of their headquarter countries. More
efforts should be put in place to assure
electricity supply as ICT cannot survive where
operators also have to generate their own
electricity. Our Universities need to modify
their curriculum for their graduate to fit in to the
emerging national ICT landscape.

-~

? Engineers We as Engineers need to believe
in ourselves and study to make ourselves
ready to support the initiatives without
requiring external support. Thatisthe only way

that any ICT development can be sustained.

? The people We need to build the confidence
of the people in the use of electronic
transactions. We need to involve insurance
companies to ensure that any loss is
compensated.

VI. What Role Can leee Play?

? Nigeria Section Public enlightenment,
University programs and short courses, young
entrepreneurs coaching and mentoring, offer

free unbiased advice to Government and
NCC.

? Region 8 Support the different programs of
the Nigeria section with manpower and
substance. Play supervisoryro le.

? Globally Encouragement and supervision of
programs.

VIl.Conclusion

We have been able to show that there are
emerging technologies in the use of the Internet
that will enable broadband networks to recover
any investments made in Nigeria. Ours is a
starving market that will swallow any capacity of
network provided. In order to properly support the
MDGs, we need to have a network map that
covers the whole of the nation and work things out
with operators to ensure fiber is connected to
every village, town and c ity in Nigeria.

Above all, we need to assist the people in
developing interests in electronic transactions and
support businesses to go e-business. Customer
oriented initiatives should be given more priority to
encourage development.
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ABSTRACT

Intensive care unit (ICU) Telemedicine involves medical stafflocated at a remote location providing care to
patients in multiple, scattered intensive care units using com puter andtelecommunication technology. ICU
Telemedicine is most beneficial for populations living in isolated communities and remote regions such as
rural sub-saharan Africa where there is shortage of trained critical care physicians and nurses to manage
highly complex patients safely and efficiently. In this paper we propose a low-cost ICU Telemedicine
system to allow data from the monitors of a rural ICU to be transmitted and received by another location
anywhere in the world where an expert can provide advice remotely. Our system is based on the Model-
View-Controller design pattern and usesthe intemet as the form of communication.

Key Words - Telemedicine, Intensive Care Unit, MVC

l. Introduction

Patients are admitted to the Intensive Care Unit
(ICU) for the management of a wide variety of
severe illnesses. These patients are connected to
monitors to display and evaluate their vital signs in
real-time. Our particular area of interest is the
cardiovascular and respiratory data produced by
the monitors,

The ICU monitors generate large volumes of noisy

continuously sampled data. The frequency of the
data can be as high as one value every second
and require highly trained medical stafftoin terpret
them. In rural sub-saharan Africa there is shortage
of trained critical care physicians and nurses to
manage the highly complex patients safely and
efficiently.

We therefore believe that medical staffin rural ICUs
in sub-saharan Africa could benefit from remote
assistance in the interpretation of ICU monitor data
to decide which interventions are appropriate,
particularly if such a decision has to be made in the
absence of more senior staff. Indeed it has been
proven that technology-erabled remote care can be
used to provide continuous ICU patient
management and to achieve improved clinical and
economic outcomes when on-site intensivist
coverage was not available [B.A Rosenfeld et al,

2000].

To assist in the delivery and quality of critical care
we propose a low-cost telemedicine system called
TELE-ICU for transmitting and receiving data from
the monitors of a rural ICU in sub-saharan Africa for
purposes of remote assistance. Telemedicine is
considered to be medical services delivered over
distance using communication technologies. ICU
Telemedicine expands the geographic range of
ICU staff and also allows a single specialist to
simultaneously monitor multiple patients on a
continuous basis [K. Nikus et al, 2009]. The goal of
TELE-ICU is to duplicate on an internet browser
the data that is being presented in real-time on the
rural monitors and to provide additional services to
specialists such as summarising, say, data from
the last 24 hours to allow patient state
assessments to be made.

The structure of this paper is as follows. Section 2
discusses the architecture of TELE-ICU system
which is our approach to ICU Telemedicine for sub-
saharan Africa. Section 3 discusses the results we
have obtained so far. Section 4 discusses related
work. Section 5 gives a discussion of our approach
and future work. Final conclusions are given in
section 6.
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Il. The TELE-ICU System

Figure 1: Processes for TELE-ICU

Figure 1 depicts the general architecture of the
TELE-ICU system for receiving and transmitting

rural real-time ICU monitor data in sub-saharan

Africa for the purposes of remote assistance.

TELE-ICU is based on the Model-View-Controller
(MVC) Design Pattern. Design Patterns are a
mechanism for expressing object-oriented design

experience. They identify, name and abstract
common themes in object-oriented design and
capture the intent behind a design by identifying

objects, their collaborations, a nd the distribution of
responsibilities. They constitute a base of
experience for building reusable software

We will describe each of the processes of the MVC
design pattern and describe how they have been
adapted for receiving and transmitting real-time
rural ICU data.

The Model is the domain-specific representation
of the information on which the application
operates itis effectively the database. The Model

manages the behaviour and data of the

application domain. It receives data in real-time

from the rural ICU monitors and storesitin a
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database for 2 purposes to be facilitated using the
internet: to display the data in real-time to medical
staff around the world and to provide summaries of
past data. The data returned by the model is
display-neutral, meaning that the model applies no
formatting - this way, a single model can provide
data for any number of display interfaces. This
reduces code duplication, because model code is
only written once and is then reused by all of the
views.

The View renders the modelinto a form suitable for
interaction, typically a user interface element in
our case it is the internet browser. The View is the
visualisation of the data (model). There is no real
processing happening in the view. - it serves only
as away to output data and allow the user to acton
that data. In TELE-ICU the View will output the
remote ICU data in real-time to mimic the rural ICU
monitor and will also display graphs of past data for
patient state assessments.

The Controller interprets requests (mouse and
keyboard inputs) from the user and calls portions
of the model and view as necessary to fulfil the



request. Ittakes the request and determines which
model components to invoke and which formatting

to apply to the resulting data. In TELE-ICU, the

Controller extracts the data obtained in real-time
from the Model and transfers the data to the View
process for it to display the data in real-time. The

Controller will also receive requests from medical

staff for summaries and will, in turn, query the

Model to obtain the relevant data.

In summary, in TELE-ICU the model process
receives real-time dat a from the monitors of a rural
ICU. The Controller extracts this data and
transforms it so it can be presented by the View
process onto an internet browser to be viewed by
medical staff anywhere in the world. Medical Staff
can also make requests to the Controller e.g to get
data summaries of, say, the last 24 hours for
patient state assessments. Our system can,
therefore, provide synchronous and
asynchronous communication.

lll. Results

Figure 2: Output of TELE-ICU

Figure 2 shows the output of TELE-ICU. Though it
is a prototype and a simulation it demonstrates
that data collected from the monitors of a rural ICU

can be stored and then transmitted onto a browser
for specialists around the world to view and

analyse. The data is displayed as it arrives and,

therefore, reproduces what is generated by the
rural ICU monitor. The stored data allows past
data to be viewed for patient state assessments.

IV. Related Work

A common architecture for telemedicine
monitoring is the 3-tier architecture.

[S. Dadtap et al, 2008] propose a framework

where vital signals are collected and processed

using a 3-tier architecture. Likewise, PPMIM [Jea
and Srivastava, 2006] use a remote medical

monitoring 3-tier architecture with a GSM/GPRS
peer-to-peer channel.

The 3-tier architecture is similar to TELE-ICU's
MVC - however, topologically they are different. A
general rule in 3-tier architectures is the client tier
never communicates directly with the data tier - all
communication must pass through the middleware
tier. Conceptually the 3-tier architecture is linear
whereas the MVC architecture is triangular; the
View sends updates to the Controller, the
Controller updates the Model, and the View gets
updated directly from the Model. Moreover, the 3-
tier architecture is a system architecture pattern,
while MVC is an application architecture pattern.

In a 3-tiered system, itis expected to have different
hardware for each tier whereas with MVC
everything will most likely be on one system
therefore, with MVC we save costs. There are a
number of technologies used in telemedicine
projects.

AMON [U. Aniliker et al, 2004] uses GSM/UMTS.
GSM (Global System for Mobile communication)i s
a wireless technology that is capable of voice and
data transmission. GSM is not suitable for our
application because it has limited bandwidth and is
infrastructure location dependent. UMTS
(Universal Mobile Telecommunications System) is
third-generation (3G) broadband, packet based
transmission of data. UMTS is based on the GSM
standard and also has limited bandwidth and is
infrastructure dependent.

PPMIM [Jea and Srivastava, 2006] uses a
GSM/GPRS peer-to-peer channel for
telecommunication. G PRS (General Packet Radio
Service) is a packet oriented mobile data service
available to users of the 2G cellular communication
system associated with GSM. Like with GSM,
GPRS is not suitable for our application because it
has limited bandwidth, and is infrastructure location
dependent.

As well as using GPRS, MobiCare [R.
Chakravorty, 2006] employs Bluetooth as a means
of transmitting data. Bluetooth is a wireless
technology that uses low power and short range
radio frequencies to communicate bet ween two or
more devices. This technology is not suitable for
our application because of its limited distance
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coverage and inadequate security of our
transmitted data.

[E. Kyriacou et al, 2001] data interchange is done
using the TCP/IP network protocol, which allows
operations over several communication means
including POTS. POTS (Plain Old Telephone
Service) is a voice-grade service associated with
PSTN (Public Service Telephone Network). This
telephone service remains the basic form of
telephone service connection in most parts of the
world. POTS is restricted to low bandwidth and
has no mobile capabilities. It is, therefore, not
suitable for our application.

[S. Dadtap et al, 2008] propose a framework for a
wireless health monitoring system using a WPAN
(Wireless Personal Area Networking) technology
called ZigBee. ZigBee is a standard wireless
communication technology that is an open global
standard to address the unique needs of low-cost,
low-power, wireless sensor networks. Although
ZigBee has short-range connectivity, it can be set
up as a mesh network in which communications
can be passed on between remote nodes;
therefore there is no limit to the number of devices
in a network or the distance it can cover in multiple
hops if there are enough devices within range of
each other. However this technology is not
suitable for our application because of the
limitation in range of transmission. Moreover, the
number of mesh networks that may be required for
our system would make the cost of ZigBee
prohibitive. Other technologies include WIMAX
and WiFi. WIMAX (Worldwide Interoperability for
Microwave Access) is a wireless communication
technology that provides transmission of data
using different transmission modes such as IEEE
803.11a, IEEE 803.11b. WIMAX uses point to
point or point-to-multipoint links for portable and
fully mobile internet access. This technology is not
suitable for remote application of distance more
than 50kilometres.

WiFi (Wireless Fidelity) is a wireless
communication technology that allows devices
such as PC, laptop, mobile phones to link and
access internet throug h a router. Wi-Fi networks
are very limited in range. This technology is not
suitable for our application because of limited
distance coverage and inadequate security of our
transmitted data.

For our system we need to use VSAT. VSAT (Very
Small Aperture Terminal) is a two-way satellite
system with a little dish antenna. The VSAT
system is based on the TCP/IP network protocol
with a very broad spectrum of applications. VSATs
access satellites in orbit to relay data to various
remote stations around the world. VSAT
technology is used for two-way satellite internet
provisions this allows medical staff around the
world to transmit back information to rural medical
staff. Apart from the terminal, no other
infrastructure isrequired therefore it is very useful

in remote area data transmission since remote
sites distance will not hamper data transmission.

In developed countries, the ability to bypass
existing infrastructures with a private network has
achieved cost savings. In remote regions such as
rural sub-saharan Africa, the possibility of
establishing a distance-insensitive, modest cost
network, using a satellite transponder with VSATs
and a hub station, enables many cost-ef fective
applications. The broad generality of VSAT uses
and applications makes VSAT cost effective.

V. Discussion And Future Work

Telemedicine is an engineering and financial
challenge because of costs associated with
hardware, software, networking, administration
and human expertise. Telemedicine would be cost
effective if existing telecommunications
infrastructures are capable of providing, at the least,
the minimum required bandwidth for a system to
operate. However, more often than not, remote
locations lack good telecomm unication
infrastructure.

For our proposed system we only need a modem
and antenna for our architecture to be operational
this will make our system a cost-effective
application.

Since we are not transmitting large data sets such
as images, we do not need a bandwidth-on-
demand network. However, for our application we
need support of isochronous traffic that is time
bound and time dependent. Our data must be
transferred within a specific time frame and have a
low tolerance for delay and loss. This can be
achieved using VSAT.

TELE-ICU at the moment is a prototype and uses
historical data for testing purposes. However, our
architecture has great potential which forms the
basis for future work.
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The MVC design pattern is very flexible. It has the
ability to have multiple views that rely upon a
single model. Since the modelreturns data without
applying any formatting, the same components
can be used and called for use with any interface.
With MVC, it does not matter if the user wants a
Flash interface or a WAP one; the same model can
handle either. Code duplication is limited because
you've separated the data and business logic from
the display. If carefully developed, the MVC will
allow changes in one or more of the processes to
be made with little or no impact to the rest of the
system.

VI. Conclusions

We agree with [Groves, et al, 2008] when they say
that numerous challenges remain before remote
ICU systems become more broadly accepted and
applied. These include cost of implementation of the
system, resistance to the system by ICU physicians
and nurses, and integration of data systems and
clinical information into a remote electronic ICU
model.

TELE-ICU is a low-cost system which has
potential and its results (though limited) are
encouraging. Although not fully developed, we
believe it to be a step forward in the development
of systems for transmission and receiving rural
ICU monitor data for the purposes of remote
assistance.
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ABSTRACT

For most of the 3° world countries, the development projects have been a list of their good intentions.
Throughout the history of their independence, management of development projects remains on top
priority. Therefore, development planning is being practiced to achieve the economic growth and
development at national level. In this paper, we have discussed different approaches to development
planning in detail. We have also discussed the issue regarding manage ment paradigm in Pakistan, South
Asia and the West which shows that the project in Pakistan is formulated through Central Planning System
while the incrementalist Planning System is followed in the West. The main objective of this paperis to
draw the difference in the approaches, their subseque nt effects and reason s for adopting such a paradigm.
We have also highlighted the issues regarding implementation and monitoring of the planning for the
development projects. The Research Paper will also analytically examine issues relating to the
Incrementalist Planning System as an option for Pakistan and their impact on the Performance of
Development Projects.

Keywords- Central Planning System, Incrementalist Planning System, South Asia, Pakistan, the West

l. Introduction
For most of the 3¢ world countries, development

approaches and their practices in different
countries. In the final section implementation of

projects have been a list of their good intentions.
Throughout the history of Pakistan independence,
management of development projects remains on
top priority. Therefore development planning is
being practiced to achieve the economic growth
and development at national level. In the following
paper, different approaches to development
planning are highlighted and a comparison
between the management paradigm in the
Pakistan, South Asia and the West h as been
made. The main aim of this paper is also to draw

the differences in the approaches, their

subsequent effects and reason for adopting the
paradigms. We also consider here that the
meaning of planning development projects is not
only the management of projects but it also
encompasses its implementation and monitoring.

The paper is divided into four sections. First we will
put forward a brief introduction. Next we will
discuss development planning and their major
dimensions. In the third se ction we look for
detailed discussion of development planning

Incrementalist Planning System as an option in
southAsia particularly in Pakistan are outlined.

Il. Development Planning

The term development planning and national
planning are used interchangeably. To distinguish
these forms of planning, the element of “social
change” as an objective of the planning process is
added to the main objective, to the “economic
growth”. For example, in all industrial advanced
countries, the basic g oal of economic planning is to
increase demand to fully utilize resources. This
goal is achieved within the prevailing economic as
well as social framework of these countries [
Lindblom & woodhouse, 1993]. However, in
developing countries, to accelerate the economic
growth, the development planning system was
introduced [ Bhende, 1984; Hyden 1993]. While
economic planning in the developed countries is
carried out mainly by the private sector, central
governments in most developing countries
including Pakistan play a major role in the national
development and development planning [Hyden,

IEEE NIGERCON 2010 m



1993]. Like most developing countries, in the
1950s and 1960s, Pakistan pursued a
development strategy aimed at promoting
industrialization through import substitution
policies and planning, with the state playing the
leading role. However, unlike many other
countries public enterprises in the manufacturing
sector in Pakistan were set up to pave the way to
the private sector and many were subsequently
sold to private entrepreneurs. [Hamid & Naved,
2008]

A. The Main Dimensions of Development
Planning:

The multi-dimensionality of the developm ent

planning is explained by the Sagasti [1988] as

follows:

1. Development planning is an effort to promote
or co-ordinate through central planning
institution and the activities of :

a. Intermediate bodies, such as national
government, business federations and
large nationwide enterprises.

b. Operating units such as enterprises,
associations, local governments,
agencies, communities, families and
individuals.

2. National economic planning consists of the
coordinated efforts by central institutions to
develop some combinations of :

a. Aggregate planning for general levels of
output and income, employment, price
levels, consumption, investment and
balance of payments etc.

b. Cross sectoral planning for supply or
distribution of income and of such
resources as manpower, goods, credit or
information.

c. Sectoral or sub-sectoral planning for such
area of activity as agriculture, health,
education, mining, road construction,
railways, electric power and other specific
sectors.

d. Enterprise planning by or for the
geographical distribution of activity.

e. Spatial planning for the geographical
distribution of activities.

3. Many of the conscious objectives and
unintended consequences, as well as many of

the means required for goal formulation
implementation and elevation are usually
political, cultural, social or biophysical rather
than merely economic.

4. National planning is economic planning to the
extent that it deals with decision on the
allocation of scarce resources and the
production and distribution of goods and
services.

The most relevant area of thisresearch, among the
above stated planning area is (2-b) which is the
sectoral planning area. It is this form of planning to
which the term “Project planning” is related.
Sectoral planning is practiced in Pakistan in order
to evaluate all sectors constituting the economy to
determine the merits of each sector for further
development. In this case, there is planning for
crop husbandry, irrigation, health, education,
energy development, transportation etc. More
desirable development levels are achieved by
implementing projects in all those sectors. Also
assessing the impact of implementing a specific
projects in one of the sectors on the rest of economy
is an important function of sectoral planning
[Sagasti, 1988; VVan Dusseldorp, 1990] .

lll. Approaches for Development Planning:
Here we have discussed approaches to the
development planning, a brief comparison
between the management paradigm in Pakistan,
South Asia and the West. We will also draw the
difference in the approaches and their subsequent
effects and reason for adoption of the paradigms. It
also highlighted that planning of development
projects not only means the management of
projects but it includes imgementation and
monitoring.

A. Central Planning Approach:

The concept of central planning was originated
from the spatial planning discipline [Banfield 1959;
Altshuler 1965]. Central planning coincides with
alternative terms such as “Structured Planning”,
Technique Planning” and “Comprehensive
Planning”. It is, therefore, fairly loosely defined
here and concerns a process of public
development which is built on the premise that
government assumes main responsibility for the
economy and welfare of the people and
development of the country.
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The approach has been adopted due to absence
of professionals, society and high prevalence of
the iliteracy, due to which no other institution
except government can lead the policies and
pursue the development through the central
planning. Faludi's [1974] Reader on Planning
Theory provides a good starting point for a
summary of essentials:

1. Central planning follows a means to an end
scheme, list all the opportunities for action,
identify all consequences from each of the
possible action and sel ect the action which
would be followed by the preferred set of
consequences

2. An objective comes ideally speaking from the
politicians- choice of means constitutes the
task of planners.

3. It assumes that it is possible to weigh
objectives meaningfully.

4. |t presupposes knowledge of the society and
their interests.

B. Planning Paradigm in Pakistan :

Central Planning system in Pakistan is practiced

in the following ways.

? Central & Provincial planning agencies have
been established with the supervisory and
coordinating roles assigned t o them.

? Prospective plans, Five Years Plans and
Annual Plans are prepared reflecting variety
of projects to be executed and the objective to
be achieved through these projects.

? Preparation of development projects in
different sectors with the aim to achieve
development goals in respective sectors that
help together to achieve economic growth
and development as a whole.

? Establishment of monitoring and evaluation
system for the supervision of line agencies
and departments for central control.

For implementation and execution of these
projects, institutional arrangements have been

made available by the government. All such

projects are conducted by the government
agencies. The role of the private sector and other
non-government organizations to take part in the
process of development is largely ignored
[Hussein, 1991].
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C. Planning Paradigm in South Asia:

A review of experience with government planning
and management approaches in South Asia has
been conducted by Vigar Ahmed & Michael
Bamberger for Economic Development Institute
(EDI) of the World Bank in the late 1980s [Ahmed &
Bamberger, 1989]. Their study also illustrates that
in all South Asian countries (such as India,
Pakistan, Bangladesh, Sri Lanka & Maldives etc.)
a hierarchical and interlocking system of central
planning and management is operative. The
system is usually controlled by a central agency,
responsible for formulating the Five Years Plans
and Annual Plans, who hold central control of
development process, for implementation and
monitoring of the projects. Apart from central
planning agencies focusing on national and
foreign aid projects, there are sub-systems at the
state or provincial levels under the control of
planning and development departments. These
systems also serve internal purpose in many
departments. Many projects frequently have their
own monitoring unit s and systems. The function of
planning and implementation systemis largely the
same that is to plan, operate and maintain the
development projects to achieve economic
growth. The system usually comprises
standardized monthly or quarterly reporting
covering all the development projects. The main
source for completing the standard reports is
implementation of the projects. At the level of
national planning agency, the information is
occasionally complemented by site visit reports,
inspections or evaluation. At the level of the state
or province, such counter-checking is usually not
presentor itis rudimentary. [ ibid., 16]

D. Planning and Management System in the
West:
In Western Europe and United States, a different
approach of planning and management is
employed. This is called Incrementalist Planning.
In this approach, planning is carried out step by
step processes of successive limited comparison
of alternatives rather than through lying down
momentous plans and policies as practiced in the
developing countries. The step-wise p lanning
decisions are dispersed at various places, levels,
times and by many different decision
makers.[Lindblom & Woodhouse, 1993].

Hynes[1984, p.6-7] gives a summary of the



Incrementalist Planning as follows:

? Eschews the comprehensive planning in favor
of strategy which differs marginally from
existing strategy.

? The model is incremental or tending towards
small changes and remedial in that decisions
are made to move away from ills rather than
towards goals.

? Serial in approaches, in that problems are not
solved in one stroke but are successively
attacked.

? Exploratory in nature, in that goals are
continually being redefined or newly
discovered.

? Fragmented, in that problems are tackled by
considering a limited number of alternatives.

? Disjointed, in that there are many dispersed
decision points.

? Rather than adjusting means to goals, ends
are chosen that are appropriate to available
means and progress is achieved through a
marginal process of adjustment.

In the Incrementalist Planning process, a broad

range of stakeholders or participants are involved
in a decentralized manner. These autonomous
participants (business community, bureaucracy,
politicians, labor unions etc.) mutually influence
the policies by adjusting the interests of each
other. The planning and budgeting models are
then used as strategic choice [Friend & Hickling,

1978]. The Incrementalist planning model works
systematically with subjectivity, uncertainty and

selectivity  [ibid. p.21]. It also leads to the
monitoring system of public services by the private
sector.[Mawhood 1997, p.135] .It is worth to

mention here that contract management,

contracting out and decentralization of tasks to
local authorities are the parts of the Incrementalist
model [Frissen, 1989]. However, a criticism of this
approach has been that if policies are to be
decided through a process of mutual adjustment
of allactors in a society, this would, under capitalist
and mixed economics, lead to a predominance of
decisions in favor of those who can wield financial
powers i.e. big firms and corporations and large
government institutions. But still government plays
a significant role to minimize such risks.

IV. Incrementalist Planning as an Option for
Pakistan:

The question arises that can the Instrumentalist

planning model be more appropriate for Pakistan?

Some of the development analysts such as
Sagasti[1989], Esman[1991], Putman[1992] and
Rondinelli{1993] have some recognition to this
question.

Sagasti proposes that:

o Short- , medium-, and long- term planning
should be abandoned in favour of an approach
which focuses on clusters of issues and
problems.

o The Old style, comprehensive development
planning system would have to be replaced by
much a more loosely organized structure on
the basis of participation of a wide variety of
institutional acto rs. (both government and non-
government organizations) and allow planners
to respond more quickly to a changing
environment.

o Each of these actors should pursue his own
goals rationally, but can also be expected to
pursue them strategically.

Gradually more members of the think- tanks on
development are favoring the abandonment of the
comprehensive planning approach and the
change to a more consultative approach [Cernea
1985; agarwala 1993; Wolfensohn 1999, p. 7-8;
Maxwell & Conway 2000]

However there are certain reasons due to which
the Western model of Incrementalist planning can
not be adopted, these are summed up as:

? The social centre-field or the private sector
needs to be sufficiently articulated,
competitive and professionalized to take over
the control of essential public needs, which are
largely scarce in Pakistan.

? The approach is also wulnerable to new
dangers of corruption [ Turner & Humle 1997,
pp.234-235]

? At any rate, the new project management
techniques have not spread very fast within
public sector so far.

? Due to the absence of an organized civil
society 9 a pre-condition for the model0 and
weak regulatory and monitoring frameworks,
the potential benefits of a more disjointed
Incrementalist approach to public sector
management have not yet been understood.

Therefore, a central planning approach in tan.

IEEE NIGERCON 2010 m



combination with hierarchical system and decision
making has been established and followed in
Pakistan.

V. Summary & Conclusion

Thisresearch paper has analytically examined the
planning and management approaches that are
followed in Pakistan and the West. It also shows a
brief comparison among these countries. The
project in Pakistan is formulated through central
planning system wherein policies, strategies,
economic goals, planning and budgeting
decisions for all the sectors are made at the
national level. These are t hen reflected through
Five Year Plans and Annual Financial Plans. The
development projects are used as an instrument
for development which enables to combine the
human and material resources in coherent way to
cause a determined amount of economic and
social development. The desirable development
levels are pursued through implementation of
projectsin all those sectors.

On other hand, the Incrementalist planning
approach is followed in the West where planning is
carried out step by step process with dispersed
places, time and level of decision making and
bring the development step by step. It also
involves a broad range of stakeholders in
decentralized manner.

The Incrementalist Planning is not deemed fit for
Pakistan due to lack of organized civil society,
non-existence of competitive and professional
private sector and nonadoption of project
management techniques. Therefore the central
and national planning system is pursued.
However this system is functioning, whatever
institutions, mechanism and strategies are
adopted.
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PREDICTION IN OIL AND GAS INDUSTRIES

Nnebedum, V. | and Chukwudebe G.A
Department of Electrical and Electronics Engineering
Federal University of Technology Owerri
vincent.nnebedum@shell.com.

ABSTRACT

In view of the importance of safety in many oil and gas industries, incident reports are collected on daily
bases. The volume of incident data is always very high and interpretation, often purposes a challenge.
With the ability of decision tree induction, this paper practically demonstrates how data miming te chnique
could be used not only for the analyses but to predict incident scenarios that have the highest likelihood of
occurrence at a particular location of the indu stry. The result of this work is important because it will let the
decision maker predict which ofthe location is greatly to be affected if certain incidents are recorded and in
turn guide them on how to deploy incident control measures.

Keywords: Data mining, Decision Tree Algorithm, Entropy, Information gain and Incident Prediction.

l. Introduction

Data mining is a process of efficiently extracting

previously unknown interesting knowledge from
large databases. It's a powerful technology with

great potential to help users focus on the most
important information stored in data warehouses.

Data mining uncovers patterns in data using
predictive techniques. The patterns play a critical
role in decision making because theyreveal areas

for performance improvement in industries and
businesses [1]. It is a new discipline lying at the

interface of statistics, data base technology,
pattern recognition, and machine learning, and
concerned with secondary analysis of large
databases in order to find previously unsuspected
relationships [2].

Decision tree induction is one of the most popular

data mining and machine learning tool. It uses the
tree structure as a logical model whereby at every
node, a binary or two-way split, represents how
the value of a dependent (target) variable can be

predicted by using the values of a set of
independent (predictor) variables.

The attractiveness of decision trees is that it can
be easily converted to a set of classification rules.
The Rules can be expressed so that human beings
can understand them or even directly use them in
a database access language like SQL [3].

Examples of decision tree algorithmsare ID3, C4.5
and CART [4].

The objective of this paper is to practically
demonstrates how data miming technique, could be
used to predict incident scenarios that have the
highest likelihood of occurrence at a particular
location of an industry. With the result, the decision
maker can predict which of the locations is to be
greatly impacted if certain incidences are recorded,
thus he can deploy appropriate incident control
measures.

In Section 2 of this paper, using ID3 algorithmon a
sample incident data set, the method of decision
tree construction is described. The tree was
transformed to rules, which eventually translated
into a data-mining model. In Section 3, the model
was tested for accuracy and eventually used for
making useful predictions. The conclusion and
recommendations for further studies are
presented in Section 4.

Il. Methodology

The method adopted in the research typically
involves building of a decision tree model using
information theory functions. The technique used
is precisely ID3 algorithm, which has proved
successful in many predictive decisions. In this
research, a sample input dataset is used and the
built model is tested for predictive accuracy on
another (unknown) incident dataset.
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A. Application Of Decision Tree Induction
Forlincident Prediction
The task is to use the ID3 strategyto predict
incident occurrence at certain locations of an
industry. The incident dataset has predictive
attributes: incident ID, incident type, cause of the
incident, incident impact, incident severity and the
target (or class) attribute /ocation.

The dataset Information.

The dataset has 27 records with categorical

attributes only. There are no missing values in the
27 records used in the experiment and is split into
training set (20 records) and testing set (7
records). The attributes of the dataset are as
defined asin Table 1.

Table1: The Incident dataset attributes.

Name Class Type Categories
ID Predictor ~ Categorical 27
Type Predictor ~ Categorical 2
Cause Predictor ~ Categorical 3
Impact Predictor ~ Categorical 4
Severity Predictor ~ Categorical 3
T ARRU e VRS are TSRREUR TC0ges U
1, 2 etc. ' The "codes are uSed to make tree

representations simpler as no order or weight is
attached to the values. Table 2 shows the
meaning of the codes assigned to the attribute
value as used in the experiment.

Table 2: The Attribute Values And Codes

Type: Cause: Inmpact:
0- Potential/Near ngs| 0—Hurman 0—People
1 - With Consequenogerror/negligence 1—Asset

1—Egquiprent Failure 2—Environment
2—Sabotage/Theft 3—Reputation

Location:
0 — East (Positive)
1-West (Negative)

Severity:
0 - None
1 — Slight/Minor/
Moderate

he Dptagst/npaparated Into Training And Test
ataset.

The incident dataset is divided in two (Tables 3
and 4), at a proportion of 70:30 or 2/3:1/3. This

ratio has been tested and proven to have produced
the best classification result [5].

The training set is used for building the classifier (i.e.
the decision tree). The classifier is then used to
predict the classification for the instances in the test
set.

B. Building the Decision Tree.

The algorithm used in this paper for the
construction of the decision trees induction is
called ID3 Algorithm(lterative Dichotomiser 3rd) .

Table 3: The Training Dataset With Attributes Coded

Attributes Class

Rec 1D Type Cause Impact Severity | Location
D1 151904 0 0 3 0 1
D2 152202 0 0 0 0 0
D3 149784 0 1 0 0 0
D4 149826 1 0 1 1 0
D5 5026 2 2 1

D6 4990 2 2 2

D7 4991 1 2 1

D8 5028 0 1 1

D9 149830 0 2 1 1 0
D10 150827 0 0 1 1 0
D11 150360 1 1 2 2 0
D12 150750 1 0 1 1 1
D13 149900 1 0 0 1 0
D14 150172 1 2 0 2 1
D15 162734 1 0 0 1 0
D16 157732 1 1 1 1 0
D17 149917 1 0 0 0 0
D18 149964 1 0 0 1 0
D19 153944 0 2 0 0 1
D20 150014 0 2 1 0 1

Table 4: The Test Dataset With Attributes Coded

Attributes Class
Rec ID Tye Cause Impact |Severity Location
D21 152 1 2 1 1 1
D2 1491 0 0 1 0 0
D23 15016 1 0 0 1 0
D24 150013 1 1 1 1 0
D25 14PB 1 0 0 1 0
D26 15487 1 0 1 1 1
D27 15012 1 2 1 1 1

Iltwasintroduced by J.Ross Quinlanforinducing
decision trees for data modeling [5]. It constructs
decision tree in a top-down recursive divide-
and-conquermanner [6]. 1D3 adopts a simplified
strategy as follows:

1. Starts the tree as a single node representing
the training samples.

2. If the samples are all of the same class, then
the node becomes a leaf and is labelled with
that class.

3. Otherwise, the algorithm uses an entropy
based measure known as information gainas
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a heuristic for selecting the attribute that will best
separate the samples into individual classes.

4. The algorithm uses the same process
recursively to form a tree for the samples at
each partition. Once an attribute has occurred
at a node, it need not be considered in any of
the node's descendants [7].

5. The recursive partitioning stops onlywhen any
one of the following conditions is true:

? All samples for a given node belong to the
same class

? There are no remaining attributes on which
the samples may be further partitioned. In
this case, majority voting is employed. This

this case, majority voting is employed. This
involves converting the given node into a leaf
and labelling it with the class in majority
among samples.

? There are no samples for the branch test-
attribute. In this case, a leaf is created with
majority class in samples.

The algorithm in Figure 1 summarizes the basics of
1d3.

There are 2™ possible ways of assigning the
attributes and 22 possible decision trees that can
be constructed. The intuition is to select the best
among the possible trees. Shallower tr ees are
better; they are the ones in which classification is

Figure 1:1D3 Decision Tree Algorithm

reached in fewer levels [5].

C. Splitting the Decision Tree.

The first step in building a decision tree is to select
the attribute to split on. The best attribute to split
on depends on the degree of impurity of the child
nodes. The task therefore is to select the attribute
that minimizes the value of entropy and

maximizes the information gain[8].

This task is recursive: - repeatedly splitting the

training dataset into smaller sets until entropy of

each subset is zero or the following stopping

conditions are met.

? All samples for a given node belong to the same
class
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? There are no remaining attributes on which the
samples may be further partitioned.

? There are no samples for the branch test-
attribute.

Calculating The Entropy For The Training
Dataset.
The method used is to calculate the entropy and
information gain for all the attributes, and then
select the one with the lowest entropy (and the
highest information gain).
From the training dataset:
2 Number of instances for the class (Location =
0)is 11,
2 Number of instances for class  (Location = 1ip
9and
2 Total number of instances N in the training
datasetis 20

Since the entropy formula i s Then the Entropy
for the training dataset is:
Entropy (E) = -11/20*log, (11/20) 9/20*log ,
(9/20) =0.9928
The splitting is done on levels e.g. levels 1, 2, 3,
etc as follows:

Level 1 Splitting.

Level 1 splitting produces the root node.Root
node is the node at the top of a decision tree and
the process of selecting it is to first calculate the
best suited attribute from the all the attributes.
The stepsare as follows:

(a)Calculating Entropy and Gain forType.
The training dataset is sort accordingto  Typeand
split it into subsets Type=0and Type= 1 (Tables
5aandb):

Table 5a: Subset for Type=0

Rec Type |Class
D1 0 1
D2 0 0
D3 © 0
D8 O 1
D9 © 0
D10 O 0
D19 0 1
D20 0 1

Table 5b: Subset for Type =1

Rec |Type
D4
D5
D6
D7
D11
D12
D13
D14
D15
D16
D17
D18

Class
0

A Aalala a alala a alala

O OO0 = O |0 = 2=

The Entropy for the subsets are:
E, = -4/8%log,(4/8) 4/8*log (4/8) =1.0000and
E, = -7/12*log,(7/12) 5/12*log {5/12) =0.9799

Therefore, The Entropy for Typeis:
Eype =8/20* 1.0000 + 12/20* 0.9799 = 0.9879

and the Information gain is:
Gain,,.=0.9928 - 0.9879 = 0.0049

The result of the calculation is arranged in this
tabular format in Table 5c:
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Table 5¢: Result of Entropy and Gain Calculation for Type ~ Table 6b: Subset for Table 6¢: Subset for

Type | N | East | West E n/En*E Cause=1 Cause ;2 c
0 | 8] 4 | 4 10000 0.4000 Rec Cause Class Rec Capise Class
1 12 7 5 0.9799 | 0.5879 D3 1 0 D6 2 1
20 | 13 7 0.9879 D7 1 1 D9 2 0
D11 1 0 D14 2 1
Eym = sumof n/Zn*Ecolumn = 0.4000 +0.5879 D16 1 0 D19 2 1
=0.9879, and D20 2 1

Gain,,,.= E - E,, =0.9928-0.9879 = 0.0049

type=

Table 6d: Result of Entropy and Gain Calculation for Cause.
Cause| N East | West E n/Zn*E

The tree diagram for Type is thus shown in figure 2.

Type 0 10 7 3 0.8813| 0.4406
N=20 1 4 3 1 08113 | 0.1622
E=0.9928 2 6 1 5 0.6500| 0.1950
20 1" 9 0.7979

E... =0.7979, Gain,, = 0.9928 - 0.7979 = 0.1949

cause cause

and the tree diagram is shown in Figure 3.

8, (4+,4-) N=12, (7+,5-)
=1.000 E=0.9799

Figure 2: The tree diagram for attributelype.

(+) is used to represent East and (-) to represent
West in the tree diagrams.

(B) Calculating Entropy and Gain forCause.
Following same steps asin (a) above, the following
tables are generated showing subsets of training
dataset for Cause.

Figure 3: The tree diagram for attribute cause.
Table 6a: Subset for Cause =0

Rec Cause| Class (c) Calculating Entropy and Gain for Impact
D1 0 ! Table 7a: Subset foriImpact =
D2 0 0
D4 0 0 Rec | Impact | Class
D8 0 1 D2 0 0
D3 0 0
D10 0 0 D13 0 0
D12 0 ! D14 | 0 1
D13 0 0 D15 0 0
D15 0 0 D17 0 0
D17 0 0 D18 0 0
D18 0 0 D19 0 1
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Table 7b: Subset for Impact = 1 Table 7c: Subset for Impact=2

Rec |lmpact Class Rec Impact | Class
D5 2 1

D4 1 0 D6 2 1

D8 1 1 D7 2 1

D9 1 0 D11 2 0

D10 1 0

D12 1 1 Table 7d: Subset forimpact =3

D16 1 0 Rec Impact | Class

D20 1 1 D1 3 1

Table 7e: Result of Entropy and Gain Calculation fofmpact

Impact: N East | West E n/Zn*E
0 8 6 2 10.8113|0.3245
0
1 7 4 3 9852 0.3448
0
2 4 1 3 8113 0.1623
3 1 0 1 0 0
20 1" 9 0.8316

Einpa = 0.8316, Gainp. = 0.9928 - 0.8316 = 0.1612

N=8, (6+2) N=7, (4+,3) N=4, (1+,3) N=1, (0+,1-)
E=0.8813 E= 0.9852 E=0.8113 E=0
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Figure 4: The tree diagram for attribute Impact.
(d). Calculating Entropy and Gain forSeverity.

Table 8a: Subset for Table 8b: Subset for Table 8c: Subset for
Rec [Saeity| Class Severity =0 Rec [SeverityClass Severity = 1 RecSeventyClasé feverity
Dif 011 Rl B2 [ 1] 2
[I 0 0 D5 1 1 D 2 0
B| 0|0 b7 ! ! DI4 2 1

D8 1 1
Di7| O 0 D9 1 0
i O I D10 | 1 0
o) 0 | 1 D12 | 1 1
D13 1 0
D15 1 0
D16 1 0
D18 1 0

Table 8d: Result of Entropy and Gain Calculation foS everity

Severity| N | East West E nEn'E
0 6 3 3 1.0000 0.3000

1 11 7 4 09457 0.5201
2 3 1 2 09183 0.1377
2 N 9 0.9578

E.en,= 0.9578, Gain,,,.,, = 0.9928 - 0.9578 = 0.0350

severity

Figure 5: The tree diagram for attribute Severity.
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After getting the entropy and gain for all the
attributes, the best attribute is then the attribute
that leads to the split of maximal reduction of
impurity i.e. lowest Entropy and highest Gain.
Looking the calculated values:

Type: E=0.9879, Gain=0.0049

Cause: E=0.7979, Gain=0.1949

Impact: E=0.8316, Gain=0.1612

Severity: E=0.9578, Gain =0.0350

The lowest Entropy and highestGain isCause.
Therefore, the root node is Cau se

Level 2 Splitting.

The first task here is to determine positions of the
remaining attributes ( Type, Impactnd Severity
i.e. which one comes first and which one fo llows,
within the level 2 node arrangement. The steps

also involve recursion- finding the minimal entropy

(maximal information gain).

From the dataset generated in level 1 operation:
Cause=0,N=10(7+, 3-), therefore E=0.8813
Cause=1,N=4 (3+, 1-), therefore E=0.8113
Cause=2,N=6 (1+, 5-), therefore E=0.6500

Calculating the Entropy and Gain for Cause =0,
Cause =1and Cause =2

Following same steps asin level 1 above, the result
of the class sorting (for determining the number of
the class values) and the entropy of each class
value were calculated and stated in Tables 9a to
9h. Entropy alone is used to determine the best
attribute. Gain is dropped since it is inve rse
proportion.

Table 9e: Entropy Calculation for Severity
on Cause =1

Table 9a: Entropy Calculation for Typeon
Cause =0
Type N East Wes E
t
4 2 2 1.0000
1 6 5 1 0.6500
10 7 3
E =0.7900

Table 9b: Entropy Calculation for Impact

on Cause =0

Impact N | East | Wes E
t
0 5 5 0 0
1 4 2 2 1.0000
2 0 0 0 0
3 1 0 1 0
10 7 3
E = 0.4000

Table 9c: Entropy Calculation for Severity

on Cause =0

N East | West E
Severity
0 3 2 1 0.9183
1 7 5 2 0.8631
2 0 0 0 0
10 7 3
E=0.8797

Severity N | East| West E
0 1 1 0 0
1 2 1 1 1.0000
2 1 1 0 0
4 3 1
E = 0.5000

Table 9f: Entropy Calculation for Typeon

Cause =2
Type N East | West E
0 3 1 2 0.9183
1 3 0 3 0
6 1 5
Type N  East | West E
E = 0.4591

Table 9g: Entropy Calculation for Impact

on Cause =2

Impact N East | West E
0 2 0 2 0
1 2 1 1 1.0000
2 2 0 2 0
3 0 0 0 0
E =0.3333
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Table 9d: Entropy Calculation for Typeon Table 9h: Entropy Calculation for
Cause =1. Severityon Cause =2.
Type N East West E Severity | N | East | West E
0 1 1 0 0 0 2 0 2 0
1 3 2 1 0.9183 1 2 1 1 1.0000
4 3 1 2 2 0 2 0
E = 0.6887 6 1 5
E = 0.3333
Table 10: Summary for Entropy Calculation for Cause attributes.
Test
Attribute Entropy Values
Cause Type Impact Severity
0 0.7900 0.4000 0.8797
1 0.6887 0.5000 0.5000

Table 10 is the summary of results for the three runs (cause =0,1,2). Note thatonce an attribute isselected
in a run, it is not considered for selection in the next run. Bold typed figures (lowest entropy va lue, if not
selected in the previous run) shows attributes selected.

The Tree diagram

The tree diagram so far i.e. for Cause = 0 ( Impac), for Cause = 1 ( Severity and Cause =2 ( Typgis
shown in Figure 6.

1

A

Severity
N=4

be\ent\

S
D ﬁ ARG @ N 6 5 @

Figure 6: The tree diagram after level 2 splitting. Therefore they are to be subjected to further (level

From the tree Figure 6, the nodesA, B andC are 3) splitting or forcefully terminated (i.e. pruned).
yet to get to the terminal (leaf) nodes because:

Level 3 splitting

? the attribute's entropyis yet to be zero Dealing with Pruning and Overfitting

? the samples in each node does not belong to Trees that are too long are susceptible to
the same class overfitting. Causes of overfitting are mainly due to

? there are more attributes on which the presence of noise or due to lack of representative
samples may be further partitioned. samples [9]. Pruning helps to trim down the

branches of the tree in a way that improves the
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generalization capability of the decision tree. The
subset thatis jnconsistentis said to have clashed

In decision tree, there are many ways of dealing with
inconsistency or clashes, but the two principal ones
are:

1. The “delete branch strategy” where the
branch with the clash is completely discarded
and thus removing the instances from the
training set.

2. The “majority voting strategy” where the node
with the more instances is taken, discarding
the one with much less instances.

Table 11a:The attribute of records D9, D19

Again a tree that contains smaller number of nodes
will always have a high training error rate, and a
lower test error rate, when compared to the more
complex tree. Realistically, overfitting or
underfitting to greater or lesser extent is inevitable
in classification modeling. One way out is to ensure

that the classification accuracy is not significantly
high [ALSABTI 1998].

Splitting nodeA (i.e.cause =2,Type =0)

From Table 3, the records that match node A are
D9, D19 and D20. Arranged as in Table 11a, the
best attribute is Severity.

Table 11b: Entropy Calculation

Type | Cause Impact Severity Class and for severity on Type = 0 and
D9 0 | 2 1 1 o0 D20. | severity N |East|West|E |
D19 0 2 0 0 1
D20 0 | 2 1 0 1 Cause=2 |

Splitting node B (i.e. cause=1, Severity =1)

From Table 3 again, the records that match nodeB are D7 and D16, and the next attribute

(from Table 12a) is Impact.
Table 12a: The attribute of the records D7 and
D16 .

Type |Cause|lmpact |Severity |Class
D7 1 1 2 1 1
D16[ 1 1 1 1 0

Splitting node C (i.e. Cause=0, Impact=1)

Table 12b: Entropy Cal culation for
Impact on Type =1and Cause=1 .

Impact N East| West E
0 0 0 0 0
1 1 1 0 0
2 1 0 1 0
3 0 0 0 0
2 1 1

From Table 3, the records that match nod€ are D4,D8,D10 and D12 and the last and

only attribute is Type.

Table 13a: The attribute of records
D4,D8,D10 and D12.

Table 13b: Entropy Calculation
for Type on Cause =0 and

Type [Cause|lmpact Severity|Class Impact=1 .
D4 1 0 1 1 0
D8 0 0 1 1 1 Type: N | East|West E
D10 0 0 1 1 0 0 2 1 1 1
D12 1 0 1 1 1 1 2 1 1 1
4 2 2

Node C is pruned off because he subsets of attributetype are inconsistentand is said to

have clashed
The Overall Tree Diagram
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N=3, (0+,3 -)

N=1, (1+,0 -)
E=0

N=1, (0+,1 -) N=2, (0+,2 -) N=1, (1+,0 -)
E=0 E= 0 E=0.9183

Figure 7: The final tree diagram at level 3.

lll. Analysis and Discussion

A. Extracting Rules from the Tree

Once the construction of a decision tree is
completed - as in Figure 7, the next step is to
convert it into an equivalent set of rules. Thisrule is
called the modelor classifier

To generate rules, each path is traced in the
decision tree, from root node to leaf node,

recording the test outcomes as antecedentsand
the leaf-node classification asthe consequent

i.e IF antecedent(s) THEN consequent

The rules derived from the tree are:

R1:IF Cause =0 AND Impact= 0THEN Location= 0
R2:IF Cause =0AND Impact =3THEN Location = 1
R3: IF Cause =1 AND Severity=0THEN Location=0
R4: IF Cause = 1 AND Severity = 1 AND Impact= 1
THEN Location=0

R5: IF Cause = 1 AND Severity = 1 AND Impact= 2
THEN Location=1

R6: IF Cause = 1 AND Severity=2THEN Location=0
R7:IF Cause=2AND Type =0AND severity =0THEN
Location=1

R8:IF Cause =2AND Type =0AND severity =1THEN
Location=0

R9: IF Cause =2 AND Type =1THEN Location =1

B. Evaluating theAccuracy of the Model
Many techniques are used to measure the
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performance of a model (classifier). Some require
considerable amount of computation than others.
Some require substantial more training instances
to give reliable results. As a matter of fact, there is
no method that satisfies all constraints [5]. The
methods used in this paper for evaluating the
accuracy of the classifier are, re -substitution and
holdoutmethods.

Re-substitution method uses same training
dataset (used in deriving the rule) in determining
the accuracy. It indicates only how good (or bad)
our results (rules) are on the training data. The
accuracy here is called Rules Accuracy.Re-
substitution error/rate is always very low, and not

an excellent way of determining the accuracy of a
rule. To critically analyze the result of this
experiment, both methods are explored.

Evaluating the Model accuracy using re-
substitution method

Using the Training dataset in Table 4: The
accuracy of the 9 rules on the 20 training data are
tested and the results are as shown in Table 14.



Table 14: Test result of the rules on the training data set.

Rules Record(s) Test
that fit(s) Result

R1: IF Cause =0 AND Impact = 0 THEN Location =0 D2, D13, D15, Correct
D17, D18

R2: IF Cause =0 AND Impact =3 THEN Location = 1 D1 Correct

R3: IF Cause =1 AND Severity =0 THEN Location =0 D3 Correct

R4: IF Cause = 1 AND Severity =1 AND Impact= 1

THEN Location = 0 D16 Correct

R5: IF Cause = 1 AND Severity = 1 AND Impact= 2 D7 Correct

THEN [ocation = 1

R6: IF Cause = 1 AND Severity =2 THEN Location =0 D11 Correct
R7: IE Ca_use =2 AND Type =0 AND severity =0 THEN D19 Correct
Location =1
R8: IF Cause =2 AND Type =0 AND severity =1 THEN D9 Correct
Location =0
R9: IF Cause =2 AND Type =1 THEN Location =1 D5, D6 D14 Correct

Hence, we have the entire 9 rules test correctly
on the 20 records, then

? Error=0

2 Errorrate=0

? Accuracy =100%

This therefore demonstrates that using training
dataset to estimate the accuracy of the learned
model could be misleading and over-optimistic.
The error rate is very low (0% in this case). Amore
realistic estimate is to use  test datasefHoldout
method).

Evaluating the Predictive Accuracy of the
Model using the holdout method

With holdout method, a separate sample (the test
dataset) is used to get an unbiased estimate.
Predictive Accuracy is calculated based on the
test data (Table 4) with 7 records .

The accuracy of the 9 rules is teste d on the 7 test
records and the results are:

Record D21 is correctly classified by R9

Record D22 is misclassified

Record D23 is misclassified

Record D24 is correctly classified by R4

Record D25 is correctly classified by R1

Record D26 is misclassified

Record D27 is correctly classified by R9

Thus 4 records out of 7 records are correctly
classified.

Using the formula:
? Predictive Accuracy =4/7=57.14%
? ErrorRate= 3/7=42.86%

C. Testing the Model with any other dataset
from an Industrial safety record.

The model constructed is like a black boxthat

automatically assigns a class label when

presented with attribute set of unknown records

[10]. To confirm that the designed model works, is

to test it with and unknown (but similar) records.

A scenario:

Faced with a scenario with the following record
attribute set (Table 15a), what is value of the class
(location)?

Table 15a: A “black box” (attributes) with unknown location
Cause Location

1

Impact
1

Severity
1

Type
1

?
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The Model application:

Using the designed model, the rule that fits the attribute set is

AND/mpact=1THEN L Location=0)

Réhichis  (IF Cause = 1TAND Severity =1

This attribute set fits record D29 (one of the records in the database), which has the following at tribute set:

Table 15b: A “box” (attributes) with predicted location .

ID Type Cause

Impact Severity | Location

D29 150013 1 1

1 1 0

Then the prediction for the class is therefore O (i.e.
East)

Predictive Interpretation:

The prediction for the scenario therefore is that:

If the incident that occurs in a company is of the
type with great consequence, and the causeis
equipment failure, and with impactis mainly on
asset/property of the company, and with
slight/minor/mo derate severity, then the incident
is likely to occur in the eastern locationof the
company.

V. Conclusion and Recommendations
Data mining attempts to identify valid, potentially
useful, and understandable patterns from huge
volume of data to aid decision-making and this
was practically and manually demonstrated in the
paper. Even though, the predictive accuracy of
the design model was not too high, yet it was able

to make reasonable and understandable
prediction.

Further work on this research work is the
automation process. This is the process of
converting the rule model into software programs.
This will enable further scrutiny of the model
because it will further run through more datasets
and bigger volume of the database

This paper has proffered solution to the real life
industrial challenges of predicting safety
conditions and also delivered a good research
effort on the study of the greedy approach of
decision tree induction.
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ABSTRACT

The paper presents the design and implementation of a web-based LAN monitoring system. The
objectives of this work include the detection of the reachability of network hosts, the provision of a web
application interface for easy monitoring and an alert me chanism to signal network failures. A model
network comprising a proxy server, a monitoring server, a 3-host representation for Ethemet subnets and a
mobile phone interfaced via a SMS server with the monitoring server forms the de sign architecture. The
means of detection of network hostemployed generates minimal network traffic relative to the use of ping
tool. A polling application on the proxy server provides the monitoring server with the list of machines
connected tothe Internet through gateway proxy. The troubleshooting dete cts which network hosts are up
or down, while the web application provides a graphic interface for viewing dynamic network information
on all host machines on the network A message stream containing the location of critical network
disconnection is sent through SMS to a network administratorwhen such occurs.

l. Introduction objectives of the LAN monitoring system are stated
This research workis focused on making network asfollows:

monitoring activities easier through the use of a a. Detect and distinguish between hosts that are
web interface, thereby improving an aspect of down due to power failure and hosts that are
network management namely, fault management. unreachable as a result of network connection.
The monitoring system was designed after a b. Develop a web-based application with color-
study of the network topology of the campus wide coded display feature for viewing network
network on which it may be put to use: the status, notification and problem history.
Obafemi Awolowo University Campus Network o B
(OAUNet). The Obafemi Awolowo University c. Create SMS notifications to specific contacts
campus is located at lle-lfe, Nigeria. The when such network problems occur and
distributed client server network architecture specify the location of affected host.

comprises several Ethernet local area networks

(or subnets). Access to the Internet is possible L Methodology.

Data for the work (e.g. host's properties, host's
unique media access control (MAC) identification,
IP address and the subnet structure) were sourced
by physical observation of the machines running
on selected subnets of the campus network. A
random sampling of the computers on each subnet
indicated that most of the machines function as
hosts. These hosts are interconnected through a
central network device (i.e. a switch) in a star-star
network topology. The implementation involves the
development of:

IL. . Objective_s ofthe researc_h 1. a network monitoring application for det ecting
This paper aims at developing an easy- to- connection status of network machines.

manage, cost-effective independent system for o .
monitoring a Local Area Network (LAN). The 2. a monitoring software in form of a web
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through proxy servers that assign IP addresses
through dynamic host configuration protocol
(DHCP) [1]. This network access property of the
Ethernet network was found useful in the means
of acquisition of reachability information for host
machines on the network. The network
connection status is first determined from the
proxy server, thereby reducing the ping and ping -
reply packets generation to the barest minimum.



application, which is compatible with the LINUX
operating system. This web interface shall
display information regarding the status of

network hosts using color coded display.

3. aSMS gateway application which interfaces a
mobile phone with the monitoring system to
generate short messages when critical
network disconnection problem occur. The
program notifies of the occurrence and
location of unavailability.

IV. Literature Review.

The network management model as designed by
the International Standard Organization (ISO )
consists of five functional areas, which are: &ult
management, Performance management,
Accounting management, @nfiguration
management,
popularly known as FPACS[2].

A common network management protocol is the
Simple Network Management Protocol
(SNMP). SNMP is an internet protocol designed to
facilitate the management of information between
network devices. It allows for remote and local
management of items on the network including
servers, workstations, routers, switches and other
managed devices. SNMP is part o f a larger
architecture called the Internet Network
Management Framework (NMF), which is defined
in Internet documents called requests for
comments (RFCs 1065, 1066, and 1067). SNMP
is a standardized lightweight protocol that is
universally supported, and allows distributed
managementaccess [3].

SNMP uses User Datagram Protocol (UDP) as the
transport mechanism for SNMP messages. By
using SNMP- transported data (such as packets
per second and network error rates), network
administrators can more easily manage network
performance, find and solv e network problems,
and plan for network growth.

A. Existingtools

Numerous application software (open source and
commercial) have been developed to focus on one
or more elements from the ISO Network
Management Reference Model. They include

and S ecurity management,

amongst others, the Multi-Router Traffic Grapher
(MRTG): a common tool for bandwidth monitoring
on networks - an aspect of performance
management [4] Network Management
Information System (NMIS) that employ tools such
as round robin database, Perl, SNMP Session,
Apache, and Net-SNMP to implement
performance, security, configuration and fault
management and Network Top (NTOP): a network
performance manager as well as a protocol
analyzer which displays a list of hosts that are
currently using the network through a web browser
and reports information concerning the (IP and
non-IP) traffic generated and received by each host

(3]

B. Related works on campus network

A study of related works was carried out in order to
understand what has been done in the area of
open-source, campus-wide network management.
The study of O bafemi Awolowo University Campus
network (OAUNet) shows that the existing network
management software in use is the Multi-Router
Traffic Grapher (MRTG), which is applied in the
area of performance management to monitor the
bandwidth utilization of the network. This assists
the network administrator to determine what part of
the network is mostly used, and when. With the
MTRG in place, graphical reports can be generated
periodically in order to know which part of the
network is always busy, and at what time of the day.
As at the time when this research was carried out
on OAUNet, there was no existing system in use for
monitoring the availability and location of LAN
hosts.

IV. DesignArchitecture

The design architecture pres ented as figure 1 is a
test network set up to model the network topology
of the OAUNet taken as case study. It comprises a
proxy server, a monitoring server and a
representation for each subnet using three
machines connected through a switch.
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Fig. 1: Design architecture

Attached to the network backbone is the
monitoring system, such that it is on the same
Ethernet network as the network servers. Acting
as a monitoring server, it communicates with the
proxy server which functions as the gateway to the
Internet for all network hosts through its external
network interface. From the proxy server, the
connection status for each host machine is
obtained. Connected to the monitoring system, via
a data cable, is a GSM phone which is used to
send SMS notification alerts to the network
administrator.

The proxy server is the secondary source of
network information for the monitoring server.
Normally, in order for all the computers in a
company to have Internet access they would all

have to be assigned routable (or public) IP
addresses that could pass through the Internet.

For a conservative use of the Internet address
space however, all the host computers on a local

area network are assigned private or unique
addresses and they all share a single "public"

address to access resources on the Internet. This
sharing is accomplished by configuring the
privately-addressed hosts to use a special server,
referred to as a proxy server to access the
Internet. A proxy server has two Network Interface
Cards (NIC) because it is connected to two
different networks. One NIC is connected to the

Internet and is assigned a single public IP address
(ThisNIC isreferred to asthe external interface.
The other NIC is connected to the internal local
area network. It is assigned a private IP address so
that it can communicate with all of the other
privately-addressed computers in the company
(This NIC is referred to as the internal interface).
The proxy server acts as a gateway onto the
Internet and also acts as a firewall that protects
the internal network.

However, in addition to acting as a gateway, it acts
as an address translator. When a computer on
the internal network with a private address wants
to request information from a Web site, it actually
sends the request to the internal interface of the
proxy server. The proxy server, with its public
routable address on the external NIC, is the one
that actually sends the request to the Internet Web
server. The Web server sends the response back
to the proxy server's external NIC, and the proxy
server then forwards the response on to the
computer on the internal network that made the
initial request. The proxy server keeps track of
which internal computers make which requests.

Design Model

The implementation comprises a set of
applications running at the back-end, (i.e.,
modules which run silently at the background) and
aweb application user interface at the front-end to
capture the essence of the monitoring system.
Figure 2 represents the design model, comprising
the various aspects of the system and the flow
pattern.

The first back-end application is a polling agent
that provides current connection information of
host machines on the network. It is used to detect
the sockets opened on the proxy server for the
purpose of Internet communications. The socket
information include the local and remote IP
addresses as well as the local and remote port
numbers used by the network connection, the
connection status and the associated process
identification. The information collected by the
polling agent is stored in a MySQL database as
input data to be processed by the next back-end
application, the troubleshooting engine. The
function of this module is to identify the network
hosts that are not reachable by cross-checking the
list of hosts connected to the internet against a
table of recognized network hosts also in the same
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database, and then determining whether such
hosts are reachable on the local network. In the
event of critical disconnection problem, such as
the disconnection of a backbone switch leading to
the unavailability of network service for an entire
subnet, control is transferred to a SMS server that
controls the generation of SMS alert to the network
administrator via a GSM phone. The network
administrator's contact is specified and a specific
message stream indicating the physical location
affected is sent.

The next phase in the design involves accessing
the database for information retrieval, then

gERRiAE Besign eaderéraphic display of host
availability.

V. Implementation And Expected Results
The implementation of the design model groups
the monitoring application into four separate
projects which are integrated to give a complete
solution. These include: a poling agent, a
troubleshooting application, a web application
server and a SMS gateway server.

A. ThePolling Engine

The test at this phase provides a feedback of the
application's abilit y to filter relevant monitoring

information, which includes the IP addresses of the
hosts that are currently using the Internet services.
This application uses the netstatcommand with
optional attributes to gather opened sockets from
the virtual proc file system which gives access to
the kernel (i.e. the core of the operating system)
status information on Linux operating system via
the networkfiles. The information on open sockets
include connection status, process identification
and process name of the program that has the
socket opene d, the IP address and port number of
both the remote and local ends of the socket and
the type of protocol used by the socket. Table 1
shows a sample result obtained by running the
program statement:

Netstat-a-Ainet-np

Table 1. Sample test result for polling
engine
Proto|  Local Foreign | State PID /
Address Address Program
Name

TCP | 10.105.21.121| 66.249.85.1| SYNSNT | 220/mozil
:32829 04:80 Ola

UDP | 10.105.21.121| 10.105.40.2| ESTAB |624/kdein
:32829 53:53 8it

UDP | 10.105.21.121|0.0.0.0:0 | CLOSE |200/nmb
138 3d

[©]

Tep | RgotRs ¢oWMB, #RYCH 1eBTeN NG Ladll
connegcipig uses a fraggmission control pregggcol
(T(‘F), a user datagram prnfnr'\l (l lnp) oraRaw

Ethernet Communication (RAW). Also included in
the result are the destination and source IP
addresses and port combinations (se parated by a
colon) used for the connection. The PID/Program
Name column describes the application that is
being used for communication, for example, the
Mozilla Web Browser indicated in column 8 of the
first row of the table. The program is identified by a
numeric program identity (PID) 2200. The stateof
the connection refers to the status of the opened
socket. This could take any one of these values:
?  ??,which implies that the state is unknown
? ESTAB, which indicates that the socket has
an established connection
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? SYNSNT, which implies that the socket is
actively attempting to establish a connection

?2 SYNRCYV, which denotes request for
connection hasbeen received

? CLOSE state, which indicates that the
connection socket is notin use

2 LISTEN, which implies that the connection is
established and there is information exchange
between both local and remote sockets

2 FIN_WAIT1, FIN_WAIT2, which describe the
shutting down of the connection

The polling agent then retrieves distinct host IP
addresses in the LISTEN state from the netstat
result column and stores in an array variable. The
selected result is passed on by means of server-
client socket communication from the proxy server
to the monitoring system and the HostStatusfield
of the reference table in the MySQL database
(running on the monitoring system) is
automatically updated.

B. The Troubleshooting Application

The database server keeps the record of
machines to be monitored in a database table
H_REF. The table fieldsinclude IP address MAC
Identifier, Hostname Machine Type, SubnetID
and HostStatus While all other fields have
almost static values, the valuesinthe HostStatus
field changes with a change in the status of a
monitored host. A periodic update of this field is
performed by the monitoring system on receiving
the information from the proxy server.

TheHostStatus field is scanned for hosts that are
in the OFFLINE (0) state. The IP addresses of the
hosts are again collected in an array, and then the
listis passed on to the troubleshooting application.
Such hosts are sent ping packets to confirm
unavailability. Any host that does not reply the ping
is considered unavailable. However, the pings
not adequate where a large number of host
machines may be affected in a subnet. With a
large a number of IP addresses for each subnet,
its becomes more and more time consuming to
check which of the IP addresses are actively in
use are reachable using a ping command. A
modification to the ping is used for achieving the
desired purpose. This modification (known as
fping) entails the use of the Internet Control
Message Protocol (ICMP) echo request to
determine if a host is up. A list of hosts to ping is

specified, and instead of trying one host until it
timeouts or replies, the program sends out a ping
packet and moves on to the nexthost in the list. Ifa
hostreplies, it is noted and removed from the list of
hosts to check. If a host does not respond within a
certain time limit and/or retry limit it is considered

unreachable.

In situations whereby the number of confirmed
unreachable hosts exceeds a specified maximum
for a subnet, the time of day in which this occurs is
considered and if it is during a period when there
should be network activity, a critical network failure
is assumed. Table 2 shows the test results for the
database table H_REF. A value '1' represents an
ONLINE status; while a zero (0) value indicates the
machine is OF FLINE.

C. Testing the web application server
Information given on the web page includes links to
hosts on each subnet, as shown in figure 3. The
map of the campus network is the major feature on
this home page. It shows at a glance the subnets
monitored.

Table 2.Example inputs for database table H_REF
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Figure 3:Links to hosts monitored per subnet

Figure 4 is an instance of the status of allmachines
on a selected subnet the Computer Building
subnet. A color-coded view of the host status is

given alongside the host identification, i.e. the host

IP address and the hostname. The status indicator
shows GREEN for an online host and RED for any
host in the offline state. The network address
portion of the IP address is identical for all

machines on the same local network, e.g.
'10.105.1" for the computer subnet.

Figure 4: Color coded display of host status

The machines are distinguished by the last octet of
their IP address. All other hosts on the campus
network are also grouped according to their
subnetson this dynamic page known asthe hosts
page. Each host's IP identity serves as link to the
details page shown as figure 5. The web page
displays the physical location (building and room) of
the machine, the machine type (desktop or laptop),
the machine status, connection speed, and its MAC
address. The details page summarizes all
information stored in the H_REF tdle about each
host.

Availability statistics is a measure of the network
usage by each host on a monthly basis. The
content of the HISTORY database table is
accessed through the Notification Historyweb
page shown in figure 6. The page displays the
alerts generated when critical problems occur and
the present status of the problem, whether
resolved or otherwise.

The date of occurrence and the exact time of fault
log are also displayed. The network administrator
is given the option of deciding the order of
information presentation. Ordering by the
problem status helps to distinguish between
resolved and unresolved networkissues.

A view of notification history ordered by the date of
occurrence determines how many issues are
detected per day. The alert messageorder option
specifies how many times a particular subnet has
experienced critical fault over a period of time. The
number of notifications received by distinct
administrators can be inferred when the
information is ordered by the network
administrator.

Fig. 5: Detailed information on host machine
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Figure 6: History of notification alerts

D. SMS Notification Short Message Service
(SMS) alert is generated by running codes that
triggers a SMS server application. The trigger is
raised on specific need of notifying a critical
network disconnection affecting an entire subnet.
The mechanism notifies the administrator in a few
minutes after the occurrence.

The implementation uses a Nokia 3310 phone
model connected via a serial cable port to the
computer's serial port (identified as /dev/ttyS fon
Linux OS). A SMS gateway server (GAMMU) is

installed on the Linux platfor m of the monitoring
system. It is then configured to make connection

with mysql database, while the tables required are
exported onto the database. Using PHP script,
message is sent from the phone to the recipient
when the specified condition is met.

A database table HISTORY is at the same time
updated with the message specific to the problem
location, the message recipient, the date and time
of occurrence and problem status (the default
value for the statusis unresolved, i.e. 0).

V. Conclusion

The web-based monitoring system was designed
for use on a campus wide network is able to
determine whether a host machine is up or down.
However, capabilities for detecting the power

state of a machine are yet to be included. The
implementation requires the development of
agents that may reside on host machines and alert
the monitoring system when the host is about to be
turned off. Thisis an area which still requires much
development. Instead, emphasis was laid on
detecting network hosts without generating
considerable network traffic, and providing a web
interface that would eliminate the need for tasking
configurations before a monitoring tool can be
utilized.

The problem reports generated will find useful
application in making decisions related to the

regular causes of network failure in different
subnets. The notification alert through SMS

reduces the time to detect and correct localized

network problem and reduce frequent visits to the
subnets.

The monitoring system is recommended for
campus network monitoring based on the
relatively cheap cost of implementation and
deployment, and scalability. Additional
functionality that may be added to the monitoring
system includes the monitoring of network
services such as HTTP service, DHCP service,
etc.
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ABSTRACT

Automatic Examination Screening System (AESS) is a computer based database management
information system designed and implemented for tertiary institutions in Nigeria to assist lecturers and
security personnel in the prompt detection of the presence of unqualified students and impersonators in
the examination halls. The AESS system is an automatic software based system having two major parts:
the hardware and the software, respectively. The hardware includes the PC and two biometric devices -
the fingerprint scanner and the web camera (webcam). The biometric devices serve as data capture and
input devices to the PC, which is a fast multimedia data processing computer. Again, structured
programming method of software design and development was adopted for AESS implementation. The
software implemented includes; the visual basic script input and output program, and then the Microsoft
access database. The AESS system designed and implemented is a veritable, flexible, reliable and
effective registration, screening and information management solution for the combat of examination
malpracticeson campus in a more organized and coordinated manner.

Keywords - Automatic Examination Screening System, Management Information System, biometric

devices, softwarebased system, stand-alone system, distributed wireless system.

1. Introduction

Since September 11, 2001 tragic event in the
United States of America, there has been a great
deal of interest, world over, in using biometrics for
identity verification [US GAO release, 2002],
particularly acute in the areas of visa and
immigration documentation and government-
issued identification card programs [STGISC
release, 2001]. Soon after the attack, Larry Ellison,
head of California-based software company
Oracle Corporation, advocated the deployment of
mandatory national ID cards with fingerprint
information to be matched against a national
database of digital fingerprints to confirm the
identity of the ID card carriers [Bowman, 2000].
Also, there has been a recent discussion between
the United States and the European Union
concerning the creation of biometric passports, of
which the outcome is expected to be interesting.
Back in Nigeria, conducting examinations in the

country universities has become a very stressful
process due to the fact that the number of students
in the institutions exceeds the staff available to
manage them. The lecturers barely know the
number of students in their classes let alone their
names. This has led to conducting examinations
being bedeviled by such malpractice as
impersonation and their likes. It is hard for one to
effectively identify by sight students (identical
twins, triplets and their likes), who come to take
examinations since they are too many. Again,
students are in the habit of avoiding school and
departmental fees payments. These debts run into
huge amounts which would have been used for
administrative and infrastructural bills. Most times,
it may be difficult to, at a glance, identify those that
have completed all their necessary payments and
those that have not.

Known methods of authentication like the use of
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identification (ID) cards have failed since the
identification cards can be faked. Other systems
like punched cards, codes and voice sensors,
operated with limited securities, capabilities and
efficiencies. Furthermore, with the advent of
Integrated Circuit (IC) technology and various
levels of integrations, especially the Very Large
Scale Integration (VLSI), automatic
microprocessor-based screening systems were
designed and implemented [Paul, Alane, and Ari,
2004]. These have tremendous screening and
control capabilities due to their high reliability and
flexibility at the design and implementation stages,
but without database. Therefore, itis now pertinent
to put in place an automated database system
which would effectively manage the students'
information, authenticate and identify them before
they enter the examination halls. And since the
students' information includes their payment
status, itis ensured that not only genuine students,
but also students who are up-to-date in thei r
payments, take examinations. These gave rise to
AESS system.

1. AESS Predecessor Systems

Prior to the advent of computerized access control
system, authorized personnel in establishments
and high security facilities presented identity cards
to security personnel at the entrance to these
establishments or facilties before they were
granted access into the establishment, restricted
area or facility. Its major pitfall is the issue of
identity theft [Hornby, 2000]; due to faking of ID
cards. Alternatively, systems involved ent ering a
combination of numbers and characters known as
Personnel Identification Number (PIN) known to
the authorized personnel on a computerized
interface, which has password guessing as its
short coming. Generally, the methods of granting
access to a restricted area can be classified into
three(3) namely [Fingerprint Basics, 2009]: (a)
What you have where tokens are used such as
identity card with a magnetic strip, passport or
access card, typical of the first systems mentioned
above. (b) What you know where one is required
to enter a password, as seen in the second system
described above. (¢) Who you are where physical
(biometric) attributes such as fingerprints, retina
patterns, voice identification, are used to grant
access to users. Of all these three, the biometric
systems offer a more reliable system with less
susceptibility to intrusion by unwanted persons.
Biometrics is so closely bound to a person, more
reliable and not easily forgotten, lost, stolen,

falsified, or guessed. Hence, biometric systems is
been introduced to forestall the discrepancies

inherent in the previous systems. This is because
biometric identifiers rely on unique biological

information about a person, for example, a 3-D
image of the individual's hand, a scan of the
person's iris, a fingerprint, a voice print or a facial
image, used to recognize individuals by the sound
of their voice, color of their eyes, shape of their
faces, and so on. Devices using biometric
identifiers attempt to automate this process by
comparing the information scanned in real time
against an “authentic” sample stored digitally in a
database. The technology had several teething
problems, but now appears poised to become
common features in the technological landscape.

. AESS Technology Considerations And
Applications
AESS majorly implements biometric technology.
Biometric is defined as the “measure of an
individual's unique physical or behavioral
characteristics to recognize or authenticate
identity” [Halstead and Bornby, 2001]. Biometric
technologies are therefore defined as “automated
methods of identifying or authenticating a living
person based on his physiological or behavioral
characteristics” [Fingerprint Basics, 2009]. It is
necessary to “automate” because without i,
variety of very common but significantly less
reliable identification such as inked fingerprint on
an ID card (badge) would also become desirable
[Fingerprint Basics, 2009]. In biometric access
control, automation implies that three major
components are present: (a) Mechanism to scan
and capture a digital or analog of a living personal
characteristics; (b) Compression, processing and
comparison of the image; and (c) Interface with the
application systems. These pieces can be
configured in a variety of ways for different
situations.

Again, the most important aspect of biometric
technology is the identification and authentication
aspect. In the effort to clarify the difference
between identificaton and authentication, Dr
George Tomko (a leading Canad ian researcher in
the field of biometric phonics), describes
identification as “a process of matching
physiological or behavioral characteristics of a
person to an established preconfirmed record”
[Halstead and Bornby, 2001]. He further describes
itas a “oneto-many” (or “1:N”) search process. The
question answered by the machine is “Do | know
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you?” The search algorithm searches a database
and returns a likely list of candidates that has been
previously entered in the system. On the other
hand, the submitted identification characteristics
are used to authenticate the individual by matching
them with those existing in the database. This he
called a “onetoone” (1:1) search process, where
the question answered by the machine is “Are you
who you claim to be?”

Considering the term “living person”, the question
being answered is “what if the intruder uses a latex
finger, digital audio tape, prosthetic eye, etc?”
Many, but not all systems include methods of
determining whether the characteristics presented
are alive, thus separating the field of biometrics
from the forensic identification field; though basic
principles transcend both fields. A final point about
the definition is the examination of physiological
and behavioral characteristics. A physiological
characteristic is a relatively stable physical
characteristic, such asfing erprint, iris pattern, and
blood vessel patterns on the retina. This type of
measurement is basically unchanging and
unalterable without significant duress.
behavioral characteristic is more like a reflection of
an individual's physiological makeup majorly
influenced by physical traits such as sex and size,
which includes signature, keystroke patterns (how
one types on a keyboard) and voice. Because of
the variability over time of references (database)
each time they are used, generally, behavioral
biometrics work best with regular use.

The differences between physiological and
behavioral characteristics and methods are
important for several reasons. Apart from injury,
the fingerprint of an individual is the same day in
and day out. The voice however, isinfluenced both
by controllable actions and psychological factors.
Developers of behavior based systems, therefore,
have a tougher job adjusting for intrapersonal
variations. For instance, it is easier to build a
machine where you pl ace your hand every time for
identification than it is to build algorithms that take
emotional states and little variations into
consideration. Also, physiological systems tend to
be larger, more expensive and may be threatening
to user. Because of these differences, no biometric
technology can serve all security needs. Given the
accuracy of current technology, a number of
scientists have pointed out that biometric systems
based solely on a single biometric system may not

always meet performance requirements”
[Fingerprint Basics, 2009]. The easiest solution to
this is the use of multi-biometrics from which “data
from multiple and independent biometric identifiers
are fused; reinforcing the identity of a subject.”
[Halstead and Bornby, 2001].

The most widely used biometric is the fingerprint,
which is a tiny specific adaptation form of patterns
of “ridges” and “valleys” on our fingers. These
patterns also make it easier for the hands to grip
things, in the same way a rubber tread pattern
helps a tire on the road. This is because each
person has a unique, easily accessible identity
design, Figties i BlupstsinifeFanciR#iE Dn his/her
finger tips. The genetic code in DNA gives general
orderson the way skin should form in a developing
fetus, but the specific way it forms is a result of
random events. The exact position of the fetus in
the womb at a particular moment and the exact
composition and density of the surrounding
amniotic fluid decides how every indiv idual's ridge
and valley would form [STGISC release, 2001]. So,
in addition to the countless things that go into
deciding our genetic make-up in the first place,
there are innumerable genetic and environmental
factors influencing the formation of the fingers. Just
like the weather conditions that form clouds in the
coastline of a beach, the entire development
process is so chaotic that, in the entire course of
human history, there is virtually no chance of the
same exact pattern forming twice. C onsequently,
fingerprints are a unique marker for any person.

A typical fingerprintridges are the dark areas of the
fingerprint while the valleys are the white areas that
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exist between the ridges. Many classifications are
given to patterns that can arise in the ridges and
some examples are given in figure 2 above. These
points are also known as the minutiae of the
fingerprint with some type of orientation - arch,
right loop, left loop, and whorl - to help determine
the core. The most commonly used minutiae in
currenigngerdrift tygicahifiogetphinglogies are
ridge endings and bifurcations because they can
be easily detected by only looking at points that
surround them. Extensive research has been done
on fingerprints in humans. Two of the
fundamentally important conclusions that have
risen from the research are that fingerprints of
individuals are unique, and also that a person's
fingerprint will not naturally change structure after
about one year of birth. In practice two humans
with the same fingerprint have never been found -
even the fingerprints in twins are not the same.
However, while two fingerprints may look basically
the same at a glance, a trained investigator
(fingerprint reader / scanner) or an advanced piece
of software can pick out clear, defined differences
[Jain et al, 2004], and use them to identify the
person by comparing them to other samples on
record. These are the basic ideas of fingerprint
analysis, for both crime investigation and security,
asinAESS.

IV. AESS System Design and Analysis

AESS component sub-systems, parameter
definitions and specifications, algorithms and
flowcharts (in line with structured programming
design principles and standard symbdkt
representations of step-by-step events in top-
down design method), control programs, input
processing programs, output processing
programs, and user interface forms as designed
with their functional analysis are hereby
investigated. The block diagram of the complete
system design is presented in the figure below, as
consisting of five major blocks: the fingerprint
scanner and web camera connected to the
computer through the Universal Serial Bus (USB)
port allmake up the hardware components, while
the Visual Basic Application and Microsoft Access
Database blocks make up the software
components.

A  AESSHardwareAnalysis

The fingerprint scanner hardware component used
is the capacitance type. As an optional device used
in detecting fingerprint patterns measures
alterations in the voltage output due to changes in
the capacitance between the ridge and valley of the
finger. The scanner senses and scans the finger,
extracts the features from the captured fingerprint

image; then the matcher program compares the
bceod Biasis AR0TRNTHO LA ERR FAERB o SYRre
features in the computer. Here is a typical

capacitance finger print scanner device as used in
the design.

Fig. 4(a): Capacitance fingerprint scanner
Fingerprint enrollment and scanning (image
acquisition) involves many of the algorithms that
require a linear scan of the fingerprintimage (figure
4b), and is achieved by moving a fixed size window
across the picture in a grid-like pattern. From the
image obtained, minutiae for matching are
extracted. This process repeats automatically
resulting in the generation of a 'live template’,
which is then stored in the database. The
extFig:At): Fogeipdst verifisationextamabprogedurgring

S| 1, h £i j ver
LT R T ki
Position, dryness, humidity, dust, brightness,
darkness, etc.; and (ii) setting a threshold for the
acceptance or rejection of a specific fingerprint for
recognition, verification and matching. Most
modern fingerprint matching technologies use
minutiae matching [Karu and Jain, 1996; Senior,
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2001; Jain and Hong, 1997; Jain et al, 2000;
Mehtre and Murthy, 1986; Daugman, 1985].
Minutiae are usually matched together by their
distance relative to other minutiae around it such
that if multiple points in one image have similar
distances between them and multiple points in
another image then the points are said to match up
and are most likely from the same fingerprint. It is
the idea of this paper to add that the minutiae
algorithm is fast and also that the region
constraints between minutiae edges should be
approximately the same as well. Figure 5 gives the
fingerprint scanner enrollment flowchart and
extraction interface.

Figure 5(a)&(b): Fingerprint scanner USB port
interfacing

The webcam picture extraction also follows the
flowchart above but with the interface in figure 6(a)
ey Firaereristdratementiard verification flawahert
features like shapes and colors can be observed
hnd tracked to produce a corresponding form of
tontrol, but in AESS each student's picture is just
flisplayed on authentication of the student's
{ingerprint, for a more complete identification. The
lightwave detachable webcam used is mounted
_ - i .

for hdhysHrege rpoimpacingisithoprevedasmputer

accessibility, provide higher degree of freedom
(DOF) and ensure interactivity.

Figure 6(a) and (b): Webcam Picture Capture
interfacing

B. AESS Modules Design and Analysis

The AESS software design and analysis tools
include algorithms and flowcharts. The algorithms
show how trols, work together in regular
Ceinton B AEER IS e CRBIGHE NP ARSS

~—

designed were sou rce-coded (source _codes and
algor e heamidayies ePn §Gce) and
compiled to run the application in every computer
that meets its minimum requirements. The design
is to achieve the goals and objectives of this work
and thereby overcoming the shortcomings and
limitations of the existing manual system.

To ensure that AESS system is developed with
proper and necessary control functions, within
budget, on schedule and to a good quality
expectation, a number of checkpoints were
employed for quick reviews, and timely decisions
in organized basis. AESS data processing is done
by the input and output programs under the
supervision of the control program. The types of
control considered in the design of AESS include:
(i) Input / access Control (ii) Data entry control (iii)
Processing control (iv) Output control (v) Data
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Organization and file storage controls. (—

l :
(— AN

- N
!
. —)

START

‘ Define & Initialize Variable ‘

i

Display Welcome screen

b

Display System copy Screen

Figure 8: AESS Log on/off account module flowchart

(a) The splash screen form

DISPLAY MAINWINDOW MENU

1. Enter New records
—odall e [

A

(b) The Welcome/Administration form
Fig. 9a and b: AESS Control form
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(a) The sign-up form

(a) Create user account module (b) The registration form
Figure 11(a) and (b): AESS Input forms

C. AESSOutput Design

For an effective design of this system output the
following evaluation for a number of trade-offs
were involved. These criteria include: (i) Use (ii)
Volume (iii) Quality and (iv) Cost. Work begins by
establishing data content, for design of out
document of display obtained by building a list of
data elements included in each of the sub-system.

(b) Enter new record module

Fig. 10(a) and (b): AESS input module flowcharts Figure 12: Student screening module flowchart
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(a) The sign-up form

(a) Create user account module (b) The registration form
Figure 11(a) and (b): AESS Input forms

C. AESSOutput Design

For an effective design of this system output the
following evaluation for a number of trade-offs
were involved. These criteria include: (i) Use (ii)
Volume (iii) Quality and (iv) Cost. Work begins by
establishing data content, for design of out
document of display obtained by building a list of
data elements included in each of the sub-system.

(b) Enter new record module

Fig. 10(a) and (b): AESS input module flowcharts Figure 12: Student screening module flowchart
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(a) Screen form (student Identified)

(B) Screen form (student unidentified)

Figure 13(a) and (b): AESS Output forms

V. AESS Testing and Implementation

AESS software may be packaged for deployment
using the Microsoft Visual Studio 6.0 Package and
Deployment wizard, which enables one to add
crucial files needed for the proper running of the
software, including the database, into a
distributable package and sent to a distribution
environment such as a server. It also contains
Object Linking and Embedding (OLE) - a
technology that allows a programmer of windows-
based applications to create an application that
can display data from different applica tions and
also allows the user to edit the data from within the
application in which it was created.

There are minimum system requirements for all
software, and this software is no different. For

adequate deployment and running of AESS
software for optimum performance, the following
requirements must be met: (a) CPU: Intel Pentium
1 compatible systems and above (b) RAM: at least
32MB (c) Operating system: Windows
95/98/NT/2000/XP/Vista (d) USB ports.

When the software runs, the splash screen form
appears first and then the homepage form. On
entering “admin” or “ADMIN” as the username and
password, the “enter new records” and “update
existing records” labels becomes highlighted. On
clicking any of the two labels, the new records form
or records update form, as appropriate appears
and initializes the fingerprint scanner and webcam
interfaces ready for data capture. After entering
the necessary information, uploading and saving
the information, each student new record
registration or record update is confirmed and
stored in the database. The “screen student” label
becomes highlighted on entering “screen” or
“SCREEN” as the username and password, and
clicking on the label, the screeni ng form appears
and the fingerprint scanner interface and form are
initialized and loaded respectively. On placing the
index finger on the fingerprint reader, the scanner
program automatically starts running. The
fingerprint finally obtained is compared with the
ones in the database. If a match is found, the
student's information, photograph and an
appropriate confirmatory (identity and fees
payment status) messages are displayed and
verified. The confirmatory message displayed may
read “IDENTIFIED BUT FEES NOT PAID-UP!” or
“IDENTIFIED AND FEES PAID-UP!” depending
on whether the student has paid-up the school
and/or departmental fees or not. But if no match is
found, then no studentinformation is displayed but
only a message which reads “NOT IDENTIFIED
AND PAYMENTS UNVERIFIABLE!” is displayed.

VI. AESS Deployment

AESS as designed can be quickly deployed as a
stand-alone system (see figure 14a), with about
two hundred and eighty thousand naira
(N280,000) cost requirement. The database
software is stored, accessed and managed
together with the application software in the same
computer, where each student's information in the
database is accessed and displayed by fingerprint
matching on the stand-alone system. Also, AESS
is ultimately designed to operate in a client-server
environment wirelessly linked (see figure 14b),
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and may cost a minimum of about two million five hundred thousand naira (N2,500,000.00) to fully
implement it. The database software is accessed, managed and stored in the server using application
software installed in both server and client systems from where the database is accessed and studen t's

information matched, displayed and updated.

Figure 14(a) and (b): AESS System deployment Models

VII. Conclusion

=

Webcam

PC Com puter

W ith Application
program and
D atabase

Fingerprint Scanner

(a) Stand-alone AESS Model

The AESS system, fully implemented as a stand
alone, was successfully tested and results
ascertained. Also, its implementation design
strategy as a client-server based (distributed)
system over wireless LAN network was equally
attempted to ensure that the system is deployed to
cover all examination halls on campus, using central
dynamic database. As a 21" century system, AESS
can be expanded and extended to enhance its
administration, compatibility, robustness, security,
and reliability.
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ABSTRACT

In this paper, we examine how the energy from the sun as a source of renewable energy can be effectively
tracked and utilised for the purpose of alternative source of power supply and other domestic applications.
A tracking system was designed and developed using a programmable microcontroller as the main system
unit, together with other elements. By tracking the sun, the angle of incidence of the sun on the solar panels
will be maximized, and the power output from the panels will be near maximum all day. With the
incorporation of automatic reset and start mechanism in the tracker, maximum energywas collected as the

sunrotate from east to west.

I. Introduction

The sun is an ever present source of power
(energy) of all life on earth. We are living at a time
when there is greater energy problem facing the
world than at any period in history. Going solar, we
could be leading the way towards a cleaner world
where all our energy demands are tapped from
the infinitely free source (the sun) without harming
the environment through reducing carbon
emission and global warming.

The energy collected by systems that make use of
the sun as their source (such as a solar panels)
always dependent in part on the angle of
incidence of the sun upon the collector (i.e. panel).
Traditionally, most of the collectors are mounted
on a fixed position, which leaves them in a sub-
optimal orientation for most of the day. The various
movements of the earth make the solar radiation
pattern to vary with time of the day and year. As a
result, it becomes impossible to collect maximum
radiation during the day with fixed collectors. It
then become pertinent that consistent ali gnment
of the collectors must be ensured in order to
always obtain maximum radiation from the sun [1].

The sun tracker is an automated system that
actually follows the sun for increase power. The
tracking was accomplished using microcontroller
driven device. The need to reduce system
complexity and other shortcomings of analogue
electronic system led to the introduction of the

microcontroller.

Il. Historical Background of Solar Tracking
Technology

The earliest known record of the direct conversion of
solar radiation into mechanical power belongs to
Auguste Mouchout, a mathematics instructor at the
Lyce de Tours [1]. Mouchout began his solar workin
1860 after expressing grave concerns about his
country's dependence on coal. By the following year
he was granted the first patent for a motor running on
solar power and continued to improve his design
until about 1880. During this period, the inventor laid
foundation for our modern understanding of
converting solar radiation into mechanical steam
power.

Mouchout initial experiment involved a glass-
enclosed iron cauldron. Incoming solar radiation
pass through the glass cover, and the trapped ray
transmits heat to the water. In late 1865, he
succeeded in using his apparatus to operate a
small, conventional steam engine. By the following
summer, he enlarged his invention's capacity,
refined the reflector, redesigning it as a truncated
cone, like a dish with slanted side s, to more
accurately focus the sun's rays on the boiler.
Mouchout also constructed a tracking mechanism
that enables the entire machine to follow the sun's
altitude and azimuth, providing uninterrupted solar
reception.

William Adams, the deputy register for the English
Crown in Bombay, India built a large rack of many
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small mirrors and adjusted each one to reflect
sunlight in a specific direction [2]. To track the
sun's movement, the entire rack could be rolled
around a semicircular track, projecting the
concentrated radiation onto a stationary boiler.
The rack could be attended by a laborer and had to
be moved only three or four times during the day,
or more frequently to improve performance.
Adam's legacy of producing a powerful and
versatile way to harness and convert solar heat
survives. Engineers today k now this design as the
Power Tower Concept, which is one of the best
configurations for large scale centralized plants

(11

As the years wore on, newer methods were
designed for collecting power as well as tracking
the sun. These included; Engineer Charles
Tellier's method of collection without reflection. By
1889 Tellier had increased the efficiency of the
collectors by enclosing the top without glass and
insulating the bottom. Around 1870, U.S engineer
john Ericsson invented a novel method for
collecting solar ray s known as parabolic trough. A
parabolic trough is more akin to an oil drum cut in
half lengthwise that focuses solar rays in a line
across the open side of the reflector. This type of
reflector offered many advantages over its circular
counterparts: it was comparatively simple, less
expensive to construct, and unlike a circular
reflector, it only track the sun in a single direction
thus eliminating the need for complex tracking
machinery. The downside was that the device's
generated energy and efficiencies were not as
high as with a dish- shaped reflector. The first
commercial Venture was by Aubrey Eneas who
began his solar motor experimentation in 1892,
and formed the first solar power company (The
solar Motor Co.) in 1900. Though the machine did
not become a fixture as Eneas had hoped, the
inventor contributed a great deal of scientific and
technical data about solar heat conversion and
initiated more than his share of public exposure.

(2]

lll. Previous works on Tracking

Over the years, much developmental work has
been carried out in the solar energy domain and
the scope of research conducted during the
intervening two to three decades is quite diverse
and fruitful result being approximating a process of
explosion since the first fuel crisis in the earth 1870s
and solar research programme began to grow and

multiply on many fronts.

The solar energy experts at Denver based
Conergy Americas and officials at California's
South  San Joaquin Irrigation District (SSJID)
have installed what is believed to be the world's
first single axis solar tracking system featuring
thin film cells. The sun tracker is an automated
solar panel that actually follows the sun for
increased power. The system is capable of
rotating over a 180° east to west. The sun tracker
will increase the power output of photovoltaic
arrays by over 200% by keeping the face of the
panels parallel to the sun throughout the day. [3]

Frank Shuman among solar energy pioneers
declared more than 80 years ago, the sun is the
most rational source of power. Shuman developed
a sun tracker which tracks movement of the sun
across the sky. The mirrors would turn to keep the
rays focused on the tower, where oil was heated to
300 degrees Celsius. The heat from the oil was
used to generate steam which then drove a
generator capable of providing 10kW of electrical
power. That is a fair amount of power . Power
generated by harnessing the energy from the sun.
Solar one was very expensive to build, but as fossil
fuels run out and become more expensive, solar
power station may become a better option. [4]

In the 1950s, the Philips research laboratory in
Eindhoven, Holland, conducted a successful large
scale research programme concerned with the
fabrication of solar illumination solar tracker, his
research achieved an efficiency equal to that of
contemporary internal combustion engine. Two
Indian scientists, Cihai and Khanna, constructed a
sun tracking system in New Delhi using solar
position data would look up or calculate the sun's
path for a given day, and would follow that path.
Such system allow for very good tracking accuracy.
However, this approach is also the most complex,
and for a system as small as this, such control is not
necessary. They used the heat from a parabolic
collection surface to develop 1/6 hp hot air engine
operating at 100 1200 F.[5]

The past 25 years have witnessed the emergence
of various methods of solar energy collection as a
result of the improvement in technology witnessed
within this period. Some of our brightest engineers
have even produced some exemplary designs
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during the period.

A shadow method for automatic tracking, which is
an automatic method that uses 'back- to- back'
semi-cylinders to mask solar irradiation was
described and presented for publication at the
Solar World Congress 1987 in Hamburg by Sode
ShinniNmadu Rumala. [6]

A time-based solar tracking system was also
designed based on single axis tracking, on the
equatorial tracking axis to track the sun from east to
west daily during sun hour periodsin October 2006,
by Jabir Garba. An open logp control mode was
adopted using logic control circuit and suitable
interface for the stepper motor and other circuitry. [7]

In April 2008, Audi Ibrahim realized
Microprocessor-based solar tracker. The system
which is time based is to be controlled by the

INTEL8085 Microprocessor and it peripheral
devices. [8]

So many projects which have been realized are
designed to be of the discrete electronic devices
which offer numerous shortcomings like low
speed of response, low accuracy and power
consumption. In this project, most of these lapses
have been done away with.

In this project, modification and improvement was
done. Design and implementation of a
microcontroller-based sun tracker is realized,
offering advantages of high accuracy (very
minimal error). The basic innovation in this project
is the automatic SET and RESET of the sun
tracker, which allows the system to come ON
during the day (from 6AM to 6PM) and go OFF
during the night (6AM to 6 PM) to ensure power
conservation. Also, the ability of the system to
adjust to the time set by the user, thus mak ing it
user friendly. A microcontroller was incorporated
into the system to reduce the use of discrete
components, as result making the system design
less complex, straight forward and cheap in terms
of cost. Finally the overall system is smaller in size
compared to earlier designs.

IV. Design Description and Analysis of the
Tracking System

Figure 1 shows the overview of the solar tracking

system. Each block represents a module and all

the modules are linked together to make the entire

system unit.

AC POWER SUPPLY

e

l

DRIV ING UNIT MICROCONTROL DISPLAY
l LER UNIT UNIT
TIMING
AC SET/RESET UNIT
MOTOR
HOME
DETECTOR
UNIT

Fig. 1 Overview of the Solar Tracking System
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A. Design Elements and Requirements

The sun tracker system was built around the under
listed subsystems.

System power supply

8 Bit89C51 System Controller

AC Motor Driver

4 Digit 7 - Segment Display

Tracker's Mechanical Assembly

arON=

The system was designed to meet the following

requirements.

& To provide an automated tracking of the sun
initseast to westtrajectory across the sky.

& To provide an automatic positioning of the
collector plate as a function of the time set by
the user.

& To provide a 24  hour digital clock
corresponding with the movement of the
sun.

B. System Controlling Unit

For inteligence and flexibility, software driven
approach was implemented. This implementation
necessarily required the incorporation of a
programmable device. An 8- bit microcontroller
was used. The AT89C51 has the following
characteristics: It s a low power, high performance
40-pin DIP, 8 bit microcontroller with 4 kilobytes of
in-system reprogrammable flash memory, 128
bytes of SRAM and 32 programmable 1/O lines.
The device was run- off a 12MHz clock source.
Since microcontroller characteristic frequency
was internally divided down by 12, the effective
system operating frequency is 1MHz yielding an
instruction execution time of 1 microsecond (1 g).

The system controller was programmed to

execute the following functions:-

1. Provide a real time clock operation to serve as
reference for every motor control operation.

2. Provide automatic collector plate adjustment
on an hourly basis.
The controller execute the system control
software that was modularized to enable easy
updateability and separation of functions. The
software was divided into major blocks that
implemented the following:-

= Systeminitialization

& Keypad scanning

= Computation of the step count needed to

position the collector plate

& Detection of maximum west  oriented
excursion and return to the left (east oriented)
positioning.

& Maintenance of system time.

The control signal generated by the
microcontroller was decided by the logical output
of the different routines making up the control
software.

C. MotorDriving Mechanism

A geared down AC motor was used to provide
precision positioning of the collector. The motor
was power switched by a BT 139 power triac gated
ON/OFF by an MOC3023 opto triac as shown in
figure 2.

o

15VAC 220? 3307

BT 139

yg v

P3.7

Fig. 2 Triac Ac Motor Driver

A power triac provided the motor current control
functionality. Motor turn ON was via an MOC3023
optocoupler activated by P3.7 of the system
controller. P3.7 was directly controlled by software.

The motor used had a 2.5r.p.m, which corresponds
to 15 per sec. Thus, to move the motor through,
say, 60, the motor must run for 4s and turned off.
Tests carried out on the system confirmed that the
software control routine worked well.

V. SolarEnergy Radiation Geometry
Availability of solar energy is accompanied with so
many erratic characteristics and unpredictabilities
which are caused by the motion of our planet,
including the earth's revolution around the sun, the
earth's daily rotation about its own axis, and tilt of
that axis with respect to the plant of the earth's
orbit. The distinct motions predictably yield
characteristic effects. In fact, the mean distance
between the earth and the sunis 1.4 x 109 meters
and due to eccentricity of the earth's orbit, this
distance varies by * 1.7%. An interesting fact
regarding this is that the earth is farthest from the
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sun during the summer months in the northern
hemisphere and closest during the winter season.
This variation in earth's orbit causes little variance
inthe amount of radiation to which it is exposed.

The extreme annual changes in the earth's radius
of elliptical orbit only amount to some 2%, thus
allowing the consideration of the orbit as circular
without introducing various errors. Observing the
sun's motion from position on the earth's surface
for sufficiently regular patterns of daily movement
across the sky of course, the patterns do vary

gradually throughout the years. The position of the
sun at any chosen instant can be defined fully in
figure 3 using two angles that measured from a
fixed location, one of these angles is called the
solar altitude and the other is the azimuth and both
depend upon time of the year, time of the day and
latitude of the point of reference. [12]

Solar Positioning

One should not become overly concerned about
the “haphazard” factors involved in solar
availability. Superimposed on the
unpredictability's, there are stron g cyclic behaviors

Fig. 3 Solar Position Angles

that provide the observer with a foundation of
precise regularity. These behaviors are caused by
the motions of our planet, including the earth's
annual revolution around the sun, the earth's daily
rotation about its axis, and tilt of that axis with
respect to the planet of the earth's orbit. These
distinct motions predictably yield characteristic
effect.

In and of itself, the yearly orbit of the earth cause
little variance in the amount of solar radiation to
which it is exposed. The extreme annu al changes
in the earth's radius of elliptical orbit only amount
to some 2% allowing us to think of the orbitas
circular without serious error. An interesting fact
regarding this is that the earth is farthest from the
sun during the summer months in the northern
hemisphere (95.90 million miles) and closest
during the winter season (89.83 million miles). A
schematic diagram of this is shown in fig. Earth's
changing season are not caused by our orbit

alone, but rather by that orbit in conjunction with
another feature of the earth, its “tilt”.

The equator of the earth is tilted some 23 27 with
respect to an imaginary, but precise, planet in
space the “ecliptic’. This plane is defined by
earth's orbit, and in turn defines the sun equator.
As we circle the sun, a slight variation occurred
daily “the angle between the earth sun line (on the
ecliptic), and the equatornial plane (of earth). This
angle called the solar declination a (delta), varies
continuously’. The variation of delta causes the
earth to present a slight different face to the sun
each day, and itis the motion responsible for those
seasonal changes in the weather available each
year. It also causes the mysterious annual
lengthening and shortening of the intervals
between sunrise and sunset, in spite of the earth's
very regular daily rotation above its own axis. [12]

Definition of Angles of Solar radiation
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& Zenith Angle (0): Is the angle subtended by a
vertical line to the zenith (that is point directly
overhead) and the line of sight to the sun.

& Latitude (8): Is the angular position north or
south of the equator.

& Dedlination (d): Is the angular position of the
sun at solar noon with respect to the plane of
the equator.

& TitAngle (p): Isthe angle between the surface
in question and the horizontal (0 <4 <180 §

& Hour Angle (w): Is the angular displacement of
the sun east or west of the local meridian due
to radiation of the earth on its axis at 15°per
hour.

& Angle of incidence ( ?): Is the angle between
the beam radiation on a surface and normal to
the surface.

& Solar azimuth angle (Ts): Is the angular
displacement from South of projection of the
beam radiation on the horizontal plane.

Optimum Orientation of a Flat Collector

For the sake of obtaining maximum radiation at
solar noon for a given day, the flat collector should
be set in such a way that the angle of incidence is
zero: That is, the beam radiation from the sun
should be orthogonal to the collecting surface as
shown in figure 3.

SUN{} .
N Beam radiation
\\

g Mathematically: *\

Big.90 [Elaf collector

L =local latitude &= declination

The declination is given by:
8=23.44sin(360 X284+ N) ..o 2
360
N =the day of the year.

A generally acceptable orientation for flat

collectors is that, the collectors should always

point towards the direction of the solar beam (that
is 6 = 0). The optimum direction of a fixed flat
collector is perhaps not obvious, however a
suitable collector orientation for most purposes is

facing the equator (e.g. due south in the northern
hemisphere) with a slope (tilt angle) equal to the
locallatitude. [12]

VL. Solar Tracking

Since the various movements of the earth make
radiation pattern to vary with the time of the day,
year (seasonal) and so on, it become impossible
collect maximum radiation during the day with
fixed collectors. Therefore, it becomes obvious
that consistent alignment of the collectors must be
ensured to always obtain maximum illumination
from the sun. In some applications, most
especially for concentrators, tracking become
expedient to obtain maximum energy conversion.
In the application of photovoltaic cells, solar
tracking enhances concentrators' efficiency.
Automation of the solar collector could be obtained
where the unit can operate without the need of
human intervention. Such system can track the
sun so that the collector receives maximum
radiation at alltime.

Single and Dual Axis Tracking

In most application that requires tracking, one axis
tracking (East to West) is utilized and this becomes
justifiable when cost is considered. However, for
higher concentrations and high precisior
applications, two orthogonal tracking may be
required. The rotation of the earth about its axis is
the most noticeable in solar radiation collectors,
while the impact of other movements has very
gradual effects which are mostly neglected in
many applications without introducing much error.
This makes single axis tracking more acceptable,
as it represents a relatively high investment, and it
still finds application in special areas like research
work and high precision tracking applications [13].
VII. Performance Evaluation

At system power ON, the software automatically
position the collector plate facing the east, at the
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system default time of 6AM. Every one hour the motor runs for 1sto step it through 15. Ifthe syst emtimeis
not adjusted, the collector's orientation is hence adjusted every 1 hour to align it with the sun's ~ angle of
inclination. If the system time is however adjusted, to prevent accumulation of mechanical errors, the

collector initially returns to the home position, the software then computes the degree of rotation by
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Fig. 5 Complete System Circuit Diagram

subtracting 6 from the set time. The collector is
hence positioned correspondingly. At 6PM, the
software automatically returns the collector to the
home position until 6AM, 12 hour later, when
tracking commences again. Generally, the
programmed values were found to conform to
experimented values with a very precise real time
clocking system.
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Table 1: Experimental result

Time of Collector Orientation D uration of Current
the D ay (°) Pulse sent to Motor (s)
6AM Vertically facin g the east - 0
ward direction.
7AM 15 1
8AM 30 2
12 Noon 90 6
3PM 135 East and 45West. 9
5PM 165 East and 75West. 11
6PM Back to the home position 12
and tracking stops until Gam
VIIl. Conclusion [N. Kasa, T. Fida, and G. Majmdar, 2002, “Robust

The system was developed and tested to conform

to the design specifications indicating a
successful implementation. From the test and
results obtained, it can be seen that the tracker
satisfactorily tracks the sun during the preset
periods, resets after, hibernates during the night
time and resumes at a preset period in the day
time.

In the design and construction of a microcontroller
based solar tracker, the system satisfactorily
tracked the sun. However due to seasonal
changes, the system could be expanded to
accommodate both elevation and lateral tracking.

The system could also be modified to source its
own power directly from the sun or from the one

generated by the solar panel that could be
mounted on top of the collector. Then it would be

completely self - driven.
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ABSTRACT

Introduction of mobile telephony and subsequentliberalization ofthe telecommunications market
in Nigeria have brought about a proliferation of new radio antenna sites. The country's high
population density has necessitated locating practically all types of antenna stations within
densely built and highly populated environments. Lack of public information and rapidity of
deployment of these sites contributed to the concern among the conscious public that the
perceived increasein exposure to RF electromagnetic fields could be harmful to human health.

This paper is a discourse on our preliminary investigation on determining the RF field intensities
emanating from local GSM base stations in Nigeria, using those within the main campus of the
University of Ibadan as a case study.

Our initial results somehow give credence to this concern and required wide spread
investigations. The methodology used for the survey, which includes a hybrid of calculation
techniques and field measurements are presented. Some preliminary results are discussed and
comparisons made between measurements and calculations are presented. Based on the
survey of University of Ibadan as a case study, a set of criteria and some simple calculations are
proposed as a practical scheme to select potentially problematic sites for detailed and on-site
measurementcampaigns inthe future.

I. Introduction

For many, the word radiation conjures up
frightening images, such as Hiroshima, and deadly
cancers infections. In reality, radiation surrounds
us and most forms do not cause us harm. It has
the potential to destroy lives but it is also used to
save lives (L. Griffeth 2000). Radiation is simply
the transmission of energy in the form of light or
radiant heat from a body as it undergoes internal
changes. Radiation comes in many formsthat fall

into two categories, ionizing radiation and non-
gamma rays, and x-rays.

ionizing radiation.

A. Types of Radiation

lonizing Radiation is a particle or wave high
enough in energy to eject a charged particle from an
atom, in a process called ionization. There are
many forms of ionizing radiation with varying levels
of energy and penetration potential (Fig.1). The
most common are alpha particles, beta particles,

Figure 1. A visual comparison of the penetration
potentials of different forms of ionizing radiation.
Source: http://www.uic.com.au/

Non-lonizing Radiation includes forms of radiation
such as ultraviolet light, visible light, infrared,
microwaves, and radio waves.

The focus of the study was on non-ionizing
radiation, particularly those from GSM base
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stations.

B. Electromagnetic Field (EMF) and Spectrum
RF is any electromagnetic (EM) wave with a
frequency between 1MHz and 300GHz. Common
industry definitions have RF ranging from 1MHz to
about 1GHz, while the range from 1 GHz to about
30GHz is called microwaves and 30 300 GHz is
the millimeter-wave (MMW) region. RF waves are
non- ionizing type of radiation. The GSM uses the
900MHz and 1800/1900MHz frequency bands for
signal transmission and reception.

RF (Wireless) communications systems have
recently become more ubiquitous. Mobile cellu lar
networks make extensive use RF waves - a slice

of the electromagnetic spectrum for its access,
and transport networks. Some attendant
undesirables are, degradation of aesthetics of the
environment and health problem concerns, that
could be associated with non-ionizing EM
radiation.

C. Justification To The Study

Few subjects in electrical engineering evoke as
much controversy as the debate over safe levels
of exposure to electromagnetic energy. Any
system that is designed to radiate RF energy
should be analyzed and/or test ed to verify that the
RF exposure of the user and the public is within
safe limits. This is due to higher power densities
(electromagnetic field intensities) sometimes
involved and the potential for public exposure.

The density of BTS towers per square Km has
gone from 8 to 9 in the metro cities resulting in a
very heavy density of Electromagnetic Field, thus,
resulting in RF radiation pollution. In the last
decade growing scientific evidence has shown
that our homes and workspaces can be more
seriously polluted than urban outdoor areas. This
pollution presents a serious health challenge. A
distinct need is therefore felt that the non ionizing
electromagnetic radiations be considered as a
potent polluting agent and, therefore, be dealt with
by the government agencies (like the NCC).

Seeing the adverse biological effects of this

pollution, the world organizations like ICNIRP had

taken up formulation of these guidelines according

toour knowledge.

Il. The University of Ibadan Campus as Case
Study

University of Ibadan and vicinity with land area of
about 130 Square kilometers was chosen for this
study. The campus has enough BTSs (a total of 7
GSM 900/ DCS 1800 BTSs within the study area).
The campus is highly populated with students and
staff who live around these BT Ss and are regular
mobile phone users. Therefore the sample study
area is believed to be a fair representation of
typical BTSs clusters in any urban area in the
country.

lll. Biological Effects of RF Exposure

RF radiation is non-ionizing radiation. This is due to
the fact that the photonic energy at radio
frequencies is insufficient to cause ionization
(Cleveland et al., 1999). For non-ionizing radiation,
tissue heating (thermal effect) is the only verified
mechanism for tissue damage. However, possible
a-thermal biological effects of non-ionizing
radiation have been postulated. In recent times,
scientific evidence on the deleterious biological
effect of low-level RF radiations is being published.

Itis important to appreciate the distinction between
a biological effect and a biological hazard. A small
amount of localized tissue heating is a measurable
effect, but may not be a hazard (Tanwar, 2008).
The frequency of the electromagnetic wave and
the part of the body exposed are important
considerations. The two areas of the body that are
most vulnerable to damage from tissue heating are
the eyes and the testes as they lack adequate
means (blood flow) to rapidly dissipate heat. So
while tissue heating is an effect, above a certain
level it can become a hazard. Since tissue heating
is the focus, in addition to the electromagnetic field
intensity, the duty cycle of the electromagnetic
emissions is incorporated into the exposure
calculations.

Absorption of RF energy is frequency-dependent
based on resonance. The (adult) human body
absorbs the maximum amount of RF energy at
35MHz if grounded and 70 MHz if insulated. Parts
of the body may resonate at different frequencies
and have different sensitivities. Maximum whole-
body absorption occurs when the long axis of the
body is parallel to the E field and is 4/10 of a

wavelength (Hare 1998) (2/10 if grounded since
body then acts as a monopole). The frequency of
maximum absorption then depends upon the size
of the individual, position (arms raised up,
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squatting down, etc.), and whether or not the
individual is grounded. The maximum permissible

exposure (MPE) is defined based on average
power level. Thus the signal power (peak
envelope power, PEP), transmit duty factor (for
push-to-talk or PTT systems), and exposure
duration must all be factored into a computation of
exposure. The averaging time is 6 minutes for

controlled exposure and 30 minutes for

uncontrolled exposure. If the exposure time
cannot be controlled, continuous exposure must
be assumed. There is also a requirement that the
peak power exposure be limited so that an
arbitrarily short pulse is not allowed to become
arbitrarily powerful. This is addressed by reducing
the MPE average over any 100 ms by a factor of
five for pulses shorter than 100 ms (IEEE Std
C95.1a-1999).

The fields of interest from a safety standpoint will
occur in the vicinity of the transmitting antenna.
The purpose of the safety analysis is to determine
the region where the RF field strength is low
enough that the MPE limits are not exceeded.

A. AntennaConsiderations

Any system that is designed to radiate RF energy
should be analyzed and/or tested to verify that the
RF exposure to the user and the public is within
the stipulated safe limits. Unsafe levels could be
reached due to high transmission power, high
antenna gain, close proximity to the transmitting

antenna, or any combination thereof.

Due to the geometric spreading of electromagnetic
waves as they radiate from a source, the strongest

fields and highest exposure levels occur in close

proximity to the transmitting antenna. When highly
directional antennas are used, the safe distance

will be a function of the angular location relative to
the beam direction, with the side-lobes and back-

lobes requiring less distance.

In most cases the reactive near-field region is
generally taken to be withi n one-half wavelength of
the antenna surface. Accurate measurement of the
fields in this region is difficult due to coupling
between the probe and the antenna. The near-field
regionis

Where d is the distance from the centre of radiation
of the antenna, D is the largest linear dimension of
the antenna; M\ is the wavelength. The transition
region is defined as:
D’ <A< e 2)
an

Figure 2 Omni directional antenna field boundaries for RF safety analysis.
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Figure 3: Directional antenna field boundaries for RF safety analysis.

The far-field region is defined as:

d>0.6D7) oo
/

D isthe largest linear dimension of the antenna. In
the far-field, E, H and Z are all mutually orthogonal
and the free space loss equation applies. Figure 2
is a conceptual diagram of how the radiation
region would appear around a quarter-wave
vertical antenna. Figure 3 shows the boundaries
for a directional (aperture) antenna and includes
the boundary definitions. For antennas with
dimensions on the order of a wavelength (such as
amonopole) the reactive near-field boundary may
fall outside of the transition region, in which case
the transition region is not used.

B. Main Beam and Omni-directional Antenna
Analysis

The estimated power density in the far-field as a
function of the distance is given by

Where P is the transmit power (mW)

G is the antenna gain; d is the distance from the
centre of radiation of the antenna (cm). The
product of the power and the antenna gain, PG, is
the EIRP. The effective isotropic radiated power
may be expressed relative to a dipole rather than

........................... 3)

an isotropic source. In this case it is called effective
radiated power (ERP) and the value is adjusted by
the gain of an ideal dipole in free space.

ERP =EIRP 1.64 (or, -2.3 dB)

If the radiator is over a reflective surface,
the worst case is a doubling of the electric field
intensity. This corresponds to a quadrupling of the
power density

The EPA has developed models for ground level
power density (Cleveland et al., 1999), which
suggest a factor of 1.6 rather than 2for the electric
field multiplier over a reflective surface. Applying the
EPA result produces a scale factor of 2.56 rather
than 4.

IV. RF Field Measurement and Analysis

A commercially available RF radiation measuring
device with trade name EMF Trifield meter was
used for this investigation. This was
complemented by the use of an Electrosmog
ED15SA meter. This is a handheld
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Electromagnetic power level and power density
meter with a 2.4GHz band spectrum analyzer. lts
range of frequency is between 100 kHz to 3 GHz,
hence it cover the GSM frequency range available
in the country. In addition, a Surveyor's measuring
tape was used for ground distance measurements
from the base of the BTS. A digital camera was
used to track swift (per second) changes in Phone
PD values during a telephone conversation.

A. Methods of Measurement

There is no established measurement techniques
used for this kind of survey. The technique used
for this measurement is such that multiple (3 to 5)
readings were taken at every point of measurement
and the average is recorded. This technique proved
effective in eliminating emors due to fluctuations in
power density values due to environmental
conditions.

B. Measurement Results and Analysis

Once the survey was been completed and all
measurements have been recorded, the
measurements were analysed in order to assess
compliance of the emissions from the site with the
reference levels.

Base Transceiver Station (BTS) Power Density

a. BTS PowerDensity Variation with Distance
The result of measurements as per ground
distance variation from each BT S is summarized in
3.1. BTS PD directly below (at the foot of) the
antenna mast s close to the ambient PD but sharp
rises in PD was observed between 5 to 20m from
the base of the base station. Beyond this point the
PD starts to drop as shown in the plots in figures
3.1aandb.

The probable cause of this may be due to an
unproven relationship between telephone traffic
onaBTSandthe BTS PD. Butan inference cannot
be accurately drawn because all other BTS were
not identified. Another possibility is that the PD
could be related to the distance coverage (field of
view) range for the BT S (whether itisa Macro-BTS
for large cells or Micro-BTS for smaller cells.)

Table 1.0: PD at different Distances from each BTS

BTS 1 BTS2 BTS 3 BTS 4
DISTANC E PD2 PD3 PD4 AVERAGE
(m) PDImW/m?) | mW/m>) | mW/m?) |mW/m?) |PD/ distance
0 0.1264 0.1076 0.1667 0.1667 0.1336
5 0.1667 0.1153 1.3534 1.3534 0.5451
10 12.8345 0.47 2.1534 2.1534 5.1526
15 15.9565 1.3365 11.7344 11.7344 9.6758
20 16.1657 93675 11.7343 10.03 12.4225
25 16.3986 11.5434 11.6743 9.68 13.2054
30 16.4573 13.8456 11.6434 9.6 13.9821
35 15.4298 13.6754 11.4343 9.51 13.5132
40 13.6445 13.4545 113243 9.2 12.8078
45 12.8546 13.6754 11.2643 9.16 12.5981
50 12.6546 13.0745 11.0843 9.04 122711
55 13.2955 11.6754 11.0343 8.93 12.0017
60 12.0856 10.8455 11.1434 8.69 11.3582
65 11.2556 10.5354 10.9143 8.46 10.9018
70 11.0002 10.0557 10.8434 3.28 10.6331
Av. PD/BTS 12.02174 | 8.918513 | 9.300167 | 7.732527 10.08014
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Figure 4a: Plot of PD at different Distances from BTS.

Figure 4b: Plot of Ave. PD of all BTSs at different Distances
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b. BTS PowerDensity Variation with Time of the Day

Values of power density taken hourly at a ground distance of about 4m from each BTS are shownin Ta ble
3.2. Higher average PD (between 10 and 18mW/m’) was noticed in the afternoon from 13.00 hours to
15.00 hours. This informs a suspicion of higher PD for heavy traffic (busier) hours. BTS 2 had the highest
average daily PD at 6.150462 mW/m Followed by BTS 3 at 5.357572 mW/m 2

Table 2.0: PD at diff times of the dayfor the diff. BTSs

PD(m W/m?)
Time of the day BTSI BTS2 BTS3 BTS4 Average
8hrs 0.6789 0.1153 0.09354 0.3033 | 0.29776
9hrs 1.74 0.3033 0.1076 0.5871 0.6845
10hrs 2.051 0.9026 0.1568 0.835]| 0.98635
11hrs 9.08 1.027 0.205 2.831 3.28575
12hrs 10.51 1.153 6.79 552 | 5.99325
13hrs 13.55 7.793 13.55 6.12 110.25325
14hrs 17.05 21.077 20.04 11.17 | 17.33425
15hrs 2.051 17.05 10.51 9.74 | 983775
16hrs 1.418 3.1722 0.7265 0.3033 1.405
17hrs 0.5871 6.12 0.835 11.17 | 4.678025
18hrs 0.568 13.55 6.79 0.1076 5.2539
19hrs 0.6821 6.79 2.051 5.52 | 3.760775
20hrs 0.1153 0.9026 7.793 1.027 | 2.459475
Av.Value/ BTS 4.621646 6.150462 | 5.357572 4.248792 | 5.094618

Figure 5a: Plot of PD for each BTS against diff. times of the day (superimposed).
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The trend is easier to notice when we Plot Av. PD of all BTSs vs.time of a day in Fig 3.2b

Figure 5b: Plot of Ave. PD of all BTSs vs. diff. times of the day

c. Phone Power Density

Table 3.3 shows Phone PD per second for a 56 seconds phone call using a Nokia5300 phone, about
60meters from BTS 2. Immediately after initiating the call the Phone PD rises to the peak P value  after
which it continues to oscillate as shown in Figure 3.3. Mobile Phone PD during call setup is much h igher
than that of BTS. It fluctuates according to the intermittent speech and silence.

Figure 6: Plot of PD fluctuations during a Telephone Conversation
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Table 3.3: Average Phone PD during a Telephone conversation

Time PD Time PD
(s) (mW/m?) | (s) (m W /m?)
0 0.1567 28 79.3
1 0.763 29 93.2
2 122.1 30 72 .4
3 139.7 31 82.7
4 68.0 32 43.8
5 80.7 33 41.0
6 76.7 34 73.4
7 70.7 35 71.0
8 59.1 36 45.5
9 63.3 37 50.9
10 68.0 38 67.9
11 62.5 39 92.7
12 54.2 40 79.7
13 48.0 41 73.7

V. Conclusion

The following conclusion arises from the results of

this experiment: First; it is found that the measured
values are in general consistent with their
mathematically predicted ones. Second; at rare
places, the measured values are found quite
higher than calculated ones. Third; it is noticed
that the measurements of radiation levels in our
area of study due to mobile phone base stations

as well as other RF broadcast sources are well
below the reference levels established by the
international heal th organizations, however,
prudent avoidance of non-ionizing radiation is
recommended.

It is to be noted that Mobile phones give much
higher power density levels especially during call
setup. Hence, for a start the public should be
informed to keep mobile phones at reasonable
distance from the body during call setup.

The result of this preliminary investigation shows
that a more elaborate study and multidisciplinary
survey is urgently required to either allay existing
fears or lead to the develop ment of needed
national regulations, guidelines and exposure
limits of RF radiations in urban areas. In the
meantime, standard setting organizations and
government agencies should continue to monitor
the on-going experimental findings to confirm their
validity and determine whether alterationsin

Time PD Time PD

(s) (mW/m?) | (s) (mW/m?)
14 57.3 42 63.3
15 49.3 43 77.3
16 60.0 44 53.3
17 59.5 45 77.3
18 61.3 46 48.3
19 56.6 47 66.6
20 49.6 48 65.2
21 24.7 49 443
22 23.3 50 3.9
23 47.3 51 45.6
24 56.4 52 54.0
25 60.2 53 34.7
26 81.2 54 98.5
27 16.3 55 54.2

safety limits are needed in order to protect human
health.
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Inthis paper, we propose an MDC schemes for stereoscopic 3D video transmission over LAN networks. In
the literature, MDC has previously been applied in 2D video but not so much in 3D video. The proposed
algorithm enhances the error resilience of the 3D video using the combination of even and odd frame
based MDC while retaining good temporal prediction efficiency for video over emor-prone networks.
Improvements are made to the original even and odd frame MDC scheme by adding a controlla ble amo unt
of side information to improve frame interpolation at the decoder. The side information is also sent
according to the video sequence motion for further improvement. The performance of the proposed
algorithms is evaluated in error free and error prone environments especially for wireless channels.
Simulation re sults show improved performance using the proposed MDC at high error rates compared to
the single description coding (SDC) and the original even and oddframe MDC.

l. Introduction

Immersive media will be the next potential
candidate in multimedia communication
applications. The technological advancement of
stereoscopic video capture, compression and
display technologies enables the scaling of
existing video applications into stereoscopic
applications. 3D video allows users to feel the
presence of the persons they are communicating
with or be truly immersed in the event they are
watching. 3D video is mainly being used in
entertainment applications such as in cinema. To
beable to have 3D video on consumer devices, a lot
of research has been carried out on 3D video, with
the aim of simple provision of 3D contents to users
and of exploring the potential for 3D video
communication [1] [2]. Over the years, many
manufacturers have developed 3D displays that
offer auto-stereoscopic 3D displays, allowing
multiple users to view 3D content at the same time
without 3D glasses [3]. 3D mobile phones are also
being built, such asin [4], allowing communication in
3D.

When 3D video is compressed and transmitted
over error prone channels, error propagation due
to packet loss leads to poor visual quality. Hence,

error resilience techniques for 3D video are
needed. MDC is an effective way to combat burst
packet losses in wireless and Internet networks.
MDC is a promising approach for video application
where retransmission is unacceptable [5]. MDC
divides a source into two or more correlated layers.
This means that a high-quality reconstruction is
available when the received layers are combined
and decoded, while a lower, but still acceptable
quality reconstruction is achievable if only one of
the layers is received. Hence, with 3D video MDC,
users can have a 3D visual communication system
that is robust to packet losses.

Several MDC methods have been proposed in the
literature. One of the most popular one is the
multiple state video coding (MSVC) proposed in
[6]. This method splits the input video into
sequences of even and odd frames, each being
coded as an independent description.

In this paper, the MSVC technique is used to
produce the MDC for stereoscopic 3D video. Other
MDC types are potentially more efficient, but
MSVC is computationally simple, and standard
compliant bit streams can be produced. It also
introduces no mismatch when only one of the
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descriptions is received because the decoder
uses the same prediction signal as the encoder for
each generated description.

The rest of this paper is organized as follows,

proposed MDC for stereoscopic 3D video in

Section II. The performance of the algorithms is
investigated through extensive simulation in error

free and error prone channels in Section Ill. The
paper is finally concluded in Section IV.

Il. Proposed Multiple Description 3d Video
Coding
A. Evenandodd MDC (MDC-EQ)
The general block diagram for even and odd frame
based MDC (MDC-EO) for 3D video is shown in
Fig. 1. It is built upon the existing MPEG-4 video
coding standard that has Multiple Auxiliary
Component (MAC) tools to support depth
information. There are texture part that includes
luminance (Y) and chrominance (U and V)
components, and also depth part (also called
alpha plane) for each macro block in an even/odd
video frame. The even and odd frames are
predicted from previous even and odd frame
respectively as in multi-sate encoder [6]. The even
and odd frames are encoded into streams 1 and 2
respectively.

Fig. 1: The proposed MDC-EQ encoder and decoder block diagram
The content of the two bit streams at the frame
level for texture and depth information is shown in
Fig. 2. Streams 1 and 2 contains even and odd
frames respectively. The content of the two bit
streams at the macro-block level for texture and
depth information is shown in Fig. 3. The alpha
information is actually the depth information.

If both even and odd streams are received, the
decoder can reconstruct the coded sequence at
full temporal resolution. If only one stream is
received, the decoder can stil decode the
received stream at half the original temporal
resolution. Since the even frames are predicted
from previous even frames (independent from odd
frames), there will be no mismatch if one of the

streams are lost at the decoder.

Ewven frames 4

o RN
Odd fraraes
“ 5

Vo oo
Fig. 2: Contents of stream 1 and 2 at frame level

Stream 1

Stream 2

Texture Depth
Inforraation Inforrnation
IIBHead || Ivlotion | | Texture | | RMBHead || Alpha
Texture &lpha

1 macro-block (IVB)

the dégodigromntemtefceites nattiulcreshaiolevely
interpolating between the received frames as in
[6]. Frame interpolation is performed using (1).

lo(if) = (Lo, (L) + 1(1.0))72 M

where |/ (ij) is the frame to be interpolated at pixel
location (i), 1, (i,j)isthe previous frame and /(i j)
is the future frame. This average frame
interpolation is used in the simulation when there
are errors in a frame. Motion compensated frame
interpolation can also be used to obtain impro ved
performance as in [6] but at the expense of
decoder complexity.

The even and odd MDC is developed on top of the
MPEG-4-MAC codec. A frame buffer is used to
store the previous (n-2)reconstructed frame, F(n-
2). If the input is an even frame, then the coded
residual, Ecq(n) is appended into stream 1 and
vice versa for the odd frame.

B. Even and odd MDC with side information (MDC-
EOS)

MDC-EOQ in Section IlI-A performs better than SDC

in a high error rate situation. If for example, one

stream is corrupted, it can be replaced with the

interpolated frames of the other stream provided
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are errors in a frame. Motion compensated frame
interpolation can also be used to obtain impro ved
performance as in [6] but at the expense of
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The even and odd MDC is developed on top of the
MPEG-4-MAC codec. A frame buffer is used to
store the previous (n-2)reconstructed frame, F(n-
2). If the input is an even frame, then the coded
residual, Ecq(n) is appended into stream 1 and
vice versa for the odd frame.
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MDC-EOQ in Section IlI-A performs better than SDC

in a high error rate situation. If for example, one

stream is corrupted, it can be replaced with the

interpolated frames of the other stream provided
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that the other stream is not in error. The
interpolation produces a blurred image, especially
if the difference between the frames used in the
interpolation is large as shown in the example in
Fig. 4. It also produces large PSNR variation
between frames when errors occur. The frame
PSNR s low for the interpolated frame and high for
the uncorrupted frame in the other stream. The
frame PSNR for the following frames predicted
from the interpolated frame are also affected by
the error.

To reduce the PSNR variation and the blurring
effect, it is proposed to send controllable side
information on top of the MDC-EO at the expense
of reduced coding efficiency in error free
environments.

(a) (b) (0)

Fig. 4: Frame Interpolation (a) previous frame
(b) blurred interpolated frame
(especially in the highlighted box) (c) next frame

The block diagram for our proposed MDC for 3D
video (MDC-EQOS) is shown in Fig. 5 (encoder) and
Fig. 6 (decoder). The even and odd frames are
encoded into streams 1 and 2 respectively. Each

frame contains texture, motion and depth data.
Side information for even and odd stream frames
is also appended to their cor responding streams.

At the encoder, the central encoder is used to

produce even or odd frames. The frame buffer is

used to store the reconstructed frames, F'(n-1)
and F(n-2). Even frames are predicted from
previous reconstructed even frames and vice

versa for odd frames.

Side encoder 1 and 2 are used to produce the side
information for even and odd stream respectively.
In side encoder 1, frame interpolation is performed
between the current reconstructed even frame,
Fe'(n) and the previous reconstructed even frame,
Fe'(n-2). Equation (1) is used to produce the
interpolated frame. Only side encoder 1 is shown
in Fig. 5, but side encoder 2 has similar structure.

The interpolated frame is subtracted from the
previous reconstructed frame, F(n-1) and the
difference, Ee(n), which is the side information, is
coded using DCT and quantisation. Hence, the
redundancy introduced can be controlled by varying
the quantisation parameter (Q1) of the side
information.

Atthe decoder in Fig. 6, the central decoder is used
to decode the central information (even or odd
frames). If for example only an even stream is
received, side decoder 1 is invoked to recover the
odd frame, Fo'(n). The results of frame
interpolation of the previous reconstructed even
frame Fc¢'(n-2), and previous reconstructed frame
Fc'(n), is added to the decoded side information,
Ee'(n), to get Fo'(n).

In this way, if the quantisation parameter of the side
information (Q1) is low, a high quality interpolated
frame is produced at the decoder at the expense of
higher redundancies. On the other hand, if Q1 is
high, a reduced quality interpolated frame is
produced but at lower redundancies. These
features allow us to control the amount of
redundancies needed for the MDC coder. These
operations are extended to include the depth data.
The content of the two bit streams at the macro
block level for texture and depth information is
shown in Fig. 7(a). The content of the two bit
streams at the macro block level for the side
information is shown in Fig. 7(b).

Fig. 5. Block diagram of the proposed MDC-EOS encoder

Itis mentioned in [8] that one of the redundanciesin a
predictive multiple description video coder is any bit-
rate used to describe side information in excess of
that used by an SDC. For the MDC-EOS method,
this extra signal is called Ee(n) (Eon(n) for odd
frame), which is the difference between the
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Fig. 6. Block diagram of the proposed MDC-EOS decoder

Fig. 7. Content of bit stream at macro-block level for (a) Central information and (b) Side information
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In other words, this side information is ignored
when both descriptions are received, similar to [7].
Hence, it is proposed in Section IlI-C to use Ee(n)
in error free conditions.

C. Even and odd MDC with side information and
prediction (MDC-EO SP)
In both MDC-EO and MDC-EOS method, framen
is predicted from frame n-2 causing a decrease in
coding efficiency in the central prediction due the
usage of predictor that is less efficient than the
SDC predictor (in SDC, frame nis predicted from
frame n-1). Hence we proposed to use the side
information, Ee(n), to improve the central
prediction in error free conditions.
The detailed block diagram of MDC-EOSP is shown

in Fig. 8. Compared to MDC-EOQOS, there is a new
block called P in the central encoder. The decoded

Ee(n)is added to the interpolated frame to obtainFip’
and is used for the prediction of frame n. Using the
idea of multiple predictions as in [22], frame n is
predicted from the superposition of Fip'and F'(n-2)
frame.

For n>=4,n is predicted from P, which is defined in
(2% a,F,'+a,F'(n-2)
P (2)

ip

Where a, and a, are the weighting factors for F,'and
F'(n-2) respectively. F,'is the interpolation of frames
n-2 and frames n-4 plus the difference of the
interpolated frame and the reconstructed odd frame.

Fig. 8. Block diagram of the proposed MDC-E OSP e ncoder
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In (2),F'(n-2) isFe'(n-2) if the current frame is an
evenframe.

The sum of a, and a, must be equal to 1 following
the approach of leaky predictor in [22]. Note that
F," is equal to the reconstructed n-3 frame if
quantisation and inverse quantisation block are
absent. Basically, for n=4, the prediction comes
from a weighted sum of reconstructed framesn-3
and n-2. The prediction is applied to frame n>=4
because the interpolated frame ofn-3 is available
only from n=4. As an example, for n=3 frame, the
interpolated frame is frame n=0, which is not
available. a, and a, values can be adjusted to
provide different weighted sums of prediction. It is
found from experiments, thata, =0.1 anda, =0.9
gives the best result in terms of PSNR and total bit
rate, which means more weight to framen-2 .

The side encoder section performs frame
interpolation between the current even frame,
Fe(n), and the previous even frame, Fe'(n-2) to
produce Fip. The difference between the

interpolated frame, Fip and the previous

reconstructed frame (or the odd frame), F'(n-1), is
coded using DCT and Q1 (side information
quantiser) to produce Eeq(n). Decoded Eeq(n) is
added back to Fip to form Fijp! Ideally, Ee(n)
should be added back to Fip, but to avoid
mismatch prediction at the decoder, decoded
Eeq(n) is used. In other words, Ee(n) is not
available at the decoder, but decoded Eeq(n)s

available to be added to Fip

The difference between this method and [7] is
block P which is located before the motion
compensation process. Also with the proposed

configuration, there is no motion vector sent as

side information, and no mismatch signal needsto
be coded as the even and odd frames are

separately predicted.

Application of the proposed method to existing
video coder will involve minimal addition of side
encoder and decoder for the purpose of frame
interpolation. The frame interpolation block only
requires simple addition and division. The central
encoder willrequire memory of previous n-Zrame
which is made available by the current video
coding standard such asH.264.

D. Even and odd MDC withadaptive side

information

It was found that MDC-EOS and MDC-EOSP have

reduced coding efficiency due to the large
redundancies in the side information. Hence, it is
proposed in this section to send the side
information adaptively according to the motion in

the sequence. If the motion is larger than a

threshold, side information is appended to the bit
stream. If the motion is smaller than the threshold,
no side information is sent. This is because

interpolation does not cause much degradation at

low motion.

methag in [9] is used to estimate the amount of

ofion ween frames,, It exploits the data
partitidhing ¥ede of G-4 that placed the
motion in first partition of the video packet. A value
named 'A’, which is the proportion of the video
packet size occupied by the first partition, can be
related to the amount of motion. 'A' can be

expressed as:

where Y, is the average number of bits per macro
block in the first partition, and X, js the average
number of bits per macro block in the second
partition. Fig. 9 shows the variation in 'A’ over the
Interview sequence used in this paper for 300
frames. The period of high motion can be detected
through the large values in 'A'. In the Interview
sequence for example, this period is after about
frame 70 when the two subjects shake their hand.

The side information for MDC-EOS and MDC-
EOSP is then sent according to this 'A' value. The

MDC-EOS and MDC-EOSP are now known as
MDC-EOAS and MDC-EOASP respectively. If the
value of 'A' is bigger than a pre-determined
threshold, then the side information is sent. The

threshold value is determined from Fig. 9. It was
selected so that only minimum needed amount of

side information is sent. For Orbi sequence the
threshold value is set to 0.34 and for Interview

threshold value is 0.15.

lll. Simulation Results And Discussion

A. Error free environment

In order to evaluate the coding performance of the
encoder in error free environments, we plotted a
rate distortion curve for the Orbi sequence. The
tests are carried out using CIF format (352x288).
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The basic encoding parameters are: 300 frames,
IPPP... sequence format (only the first frame is
encoded as an |-frame and all others are encoded
as P-frames), 30 frames/s original frame rate,
variable length coding (VLC) and without error
resilience. The quantisation parameter (QP) in the

configural™ egroiq lind—or rerivment
range sh |

distortion 09 l
measureq "

. 0.15
againstth| .
streams.a. ond........

centraldig oo
0.07
0.0!

1 18 35 52 69 86 103120137 154 171188205222 239256 273290

Fig. 9. Variation of A, the proportion of a packet occupied
by the first partition, over the Interview sequence

Fig. 10 shows the rate-distortion curves for Orbi
colour and depth sequences for SDC, MDC-EOQO,
MDC-EOAS and MDC-EOASP. For MDC-EOAS
and MDC-EOASP, the quantisation parameter for
the side information is set to 20. The rate distortion
curve is quite close to MDC-EO because most of
the side information is not sent as it is below the
threshold. Hence, more bits are available to send
the central information using a lower quantisation
parameter.

Fig. 11 and Fig. 12 show the improvement
obtained by MDC-EOAS and MDC-EOASP
respectively for the luminance only. Same
improvement is obtained with
information. At the same bit rate, the MDC
algorithms with adaptive side information are
about 1 to 2 dB better than without the adaptive
side information.

B. Same Bit Rate Experiment in Error Prone
Environment

The compressed 3D video is transmitted over a

simulated wireless LAN channel. The WLAN error

patterns used in this paper are obtained from the

the depth

simulated WLAN channel described in [32].

The system parameters for the WLAN
IEEE802.11g are: 1) Carrier Modulation: OFDM,
2) FFT Size: 64, 3) Carrier Frequency: 2.4 GHz, 4)
Sampling Rate: 20 MHz, 5) Channel
Coding: Punctured Convolutional Coding. The
combination of channel coding and modulation
schemes produces several transmission modes
with different data rate as up to 54 Mbit/s. Several
channel models are adopted with different
environments and delay spreads. Rayleigh fading
mobile channel is used and the environment
characteristics include small office, medium office,
large office and outdoor with or without LOS.

If an error occurs in a frame of one stream of the
MDC-EOAS and MDC-EOASP algorithm, the
frame is replaced by the interpolated frame from its

Table I. Quantisation parameter for Interview sequence
and the corresponding error free PSNR

Encoder Texture Average Depth Average QP
PSNR PSNR Side

Frame | P | P
sbC 12 7 35.30 13 8 38.21 N/A
MDC -EO 5 9 34.16 8 12 35.83 N/A
MDC-EOAS 3 10 33.99 6 15 34.98 15
MDC -EOASP 4 10 33.99 4 16 35.14 15

Fig. 10. Rate-Distortion curves for 'Orbi' sequence (a)
Colourimage sequence (b) Depth image sequence
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Fig.11. Rate-Distortion curves for MDC-EOS and MDC-EOAS for the luminance of 'Orbi' sequence

Fig.12. Rate-Distortion curves for MDC-EOSP and MDC-EOASP for the luminance of 'Orbi' sequence
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the other stream plus the adaptively received side
information. In this section the side information
may be corrupted by the error. The QP used in the
simulation for SDC, MDC-EO, MDC-EOAS and
MDC-EOASP to achieve 512 kbit/s and its
corresponding error free PSNR is shown in Table |
for Interview sequence.

Fig. 13 shows the results for the experiments for
the Interview sequence. From the mean PSNR
results, it can be seen that for the Interview
sequence, MDC-EOASP result is comparable to
MDC-EOAS for luminance and slightly better for
depth. MDC-EOAS and MDC-EOASP is also
better than SDC and MDC-EO at packet loss
above 10%. At 20% packet loss, MDC-EOASP
mean PSNR is about 0.5 dB better than SDC for
luminance and about 3 dB better than SDC for

depth.

The small gain in luminance achieved by MDCs
algorithms in error prone environment is probably
due to the corruption of both MDC streams at the
same time, which, violate MDC assumptions.
Nevertheless, more gain is achieved in depth than
luminance. Due to its content, the corrupted frame
for depth data that is concealed or replaced using
frame interpolation and the side information in
MDC-EOASP is better than corrupted macro block
in a frame of SDC that was replaced with the
corresponding macro block in the previous frame.
This factor makes the average PSNR of MDC-
EOASP is largely better than SDC for depth
information, but slightly better than SDC for
luminance information in high error rates.

Fig. 13. Mean PSNR vs packetloss for Interview (a) luminance and (b) depth

Error free performance of MDC-EOAS and MDC-
EOASP are comparable to MDC-EO because
their coding efficiency is quite close as the side
information is adaptively sent to the decoder. A
similar pattern of results can be observed in the
Orbi sequence. The luminance subjective quality
of frame 78 for the Interview sequence when

subjected to 20% packet loss is shown in Fig. 14.
The luminance PSNR for that frame is 26.79 dB,

28.54 dB, 31.17 dB and 31.33 dB for SDC, MDC-
EO, MDC-EOAS and MDC-EOASP respectively.
The depth frame PSNR for Fig. 15 is 24.24 dB,
27.47 dB, 32.18 dB and 32.10 dB for SDC, MDC-
EO, MDC-EOAS and MDC-EOASP respectively.
The 3D stereoscopic video quality can be obtained
from the combination of the luminance, colour and
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IV. CONCLUSION

In this paper, we proposed MDC-
EOS & MDC-EOSP. The side

information in MDC-EOS and
MDC-EOSP contributes to the
high redundancy of these
algorithms hence decrease in
coding efficiency. We have

proposed in this paperto send the
side information adaptively
according to the motion in the
sequence. Large motion will make
the algorithm sends the side
information at low motion no side
information is sent. We have also
proposed a novel MDC-EOAS
and MDC-EOASP to enhance
error resilience by sending the
adaptive side information.

The coding efficiency of these two
Fig. 14. Subjective quality Interview - at 20% packet loss of luminance for algorithms is better than MDC-

(a) SDC and (b) MDC-EO (c) MDC-EOAS and (d) MDC-EOASP EOS and MDC-EOSP and very

close to MDC-EO. The error
prone performance of MDC-
EOAS and MDC-EOASRP is better
than SDC and MDC-EO at high
packet loss objectively and
subjectively. The gain achieved
by MDC-EOAS and MDC-EOASP
for depth is larger than the gain
achieved for luminance. As a
conclusion, MDC with side
information is promising approach

(a) (b) to combat channel errors for
stereoscopic 3D video
transmission, but the side
information should be carefully
sent as it can cause huge
redundancies. It can be sent
adaptively according to motion,
and network conditions.

(c) (d)

Fig. 15. Subjective quality Interview - at 20% packet loss of depth for
(a) SDC and (b) MDC-EO (c) MD C-EOAS and (d) MD C-EOASP
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Fig. 16. Subjective quality Interview - at 20% packet loss of stereoscopic
3D video for (a) SDC (b) MDC-EO (c) MDC-EOAS (b) MDC-EOASP
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ABSTRACT

This paper discuss the imple mentation of an optimized remote network, using latency, bandwidth and
packet drop rate as key performance indicator (KPI) to measure network performance and quality of
service (QoS). We compared the network p erformance characteristics derive d on the Wide Area Network
(WAN) when using Fiber, VSAT and Point-to-Point VPN across the internet respectively as the network
infrastructure. Network performance variables are measured across various links (VAST, Fiber and VPN
across the intemet) and the corresponding statistical data is analyzed and used as base-line for the
optimization of a corporate network performance. The qualities of service offered on the network before
and after optimization are analyzed and use to determine the level of improvement on the network
performanceachieved.

l. Introduction

Most network users often attribute the problem of
slow network and poor quality of service to lack of
sufficient bandwidth, which is not generally
correct. Sometimes, poor network performance
can be traced to network congestion, high packet
drop rate, chatty protocols and high latency [1]
among others. This paper uses the technique of
network base lining to obtain the best combination
of network metrics that can enhance the
performance of network resources up to maximum
data flow energy (MDFE) which allows maximum
amount of data to be sent in the fastest amount of
time using the optimum bandwidth capacity [2].
We assume that the Server and client processing
time are minimal relative to the totaltime it takes to
complete a transaction. Hence, it attributes the
cause of service transaction delays to WAN delay.
Ittry to find out the causes of poor quality of service
across the WAN and makes recommendation or
how to implement efficient remote network with
better quality of service (QoS) [3]. In the
methodology, three sets of parallel links (Fiber,
VSAT and Point-to-Point VPN across the internet)
of equal bandwidth are set up between two
geographically separate locations. Files of

different size were sent between the locations
across each link respectively. The key
performance indicators (latency, bandwidth and
packet drop rate) [4, 5, 6] were recorded using
standard monitoring tools to monitor each of the
experiment performed.

Graphical analysis of the data obtain from the link
performance were used as the bases for the
conclusion made in this paper using latency,
bandwidth and packet drop rate as ke
performance indicator for network performance.

Il Network Performance Criteria

A network can be rated as performing when end-
users are able to access applications and carry out
given task without undue perceived delay, error or
irritation. The primary measure of user perceived
performances are availability and completion time. It
is important to identify whether utilization factors,
collision rate or bandwidth congestion are
responsible for network problems[7]. In general, the
performance of a computer network can be divided
into three sections for easy analysis and trouble-
shooting:

? The performance of the application,
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? The performance of the servers,
? The performance of
infrastructures.

Based on end-user perception of the network, we
can also view the network performance in terms of
service oriented and efficiency oriented as shown
inthe Fig. 1.

It is histea RIOSK LRARD 8t R BN Rince
measures how well an application provides
service to the customer, whereas efficiency
oriented performance measure how much of
available channel resource are actually used to

provide end-user request. This tend to measure
how much of available channel resources are
being wasted due to inefficiencies inherent in the

communication channel.

lll. Methodology

The performance of a wide area network can be
verified by studying the effect of network
contribution to transac tion time (NCTT) on the
network[3].

In a high performance network, TCP packets are
transferred across the WAN with minimal delay
(low latency) within the optimum load limit. When

the network becomes overloaded, congestion
sets in and TCP packets are drop and

consequently re-transmitted which adds to the
total time required to complete a transaction in a

busy network [8]. Network contribution to
transaction time is the sum of the round-trip times
necessary to complete a given transaction type,

plus the time for recovery from any lost packets
during the transaction [3].
contribution to transaction time can be calculated
as:

where, E number of round-trip exchange
necessary to complete the transaction,

RTT round-trip time for packet transfer,

L number of round-trips exchanges that
experience packet loss,
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RTO retransmission time-out

The number of losses experienced in the course of
a transaction depends on round-trip packet loss
probability, p.

For a two-ways traffic path, loss probability is given
by:

If each round-trip exchange, takes A attempt to
complete successfully, and the total attempts to
complete a transaction given as:

,then

Expected value of Ais given by:

This converge as:

A is equal to the constant Eplus a random number
of losses [, so

,and the average

Note that the probability distribution of NCTT is a
set of discrete values[11] at

(ExRTT),

{(ExRTT) +(1xRTO)},

{ExRTT)+(2xRTO)},

The performance of the WAN and remote network
can also be viewed in terms of its effective
throughput. Throughput is the quality of error-free
datathat can be transmitted over a specified unit of
time [9].

Also, ,bps

Where, MSS Maximum segment size (fixed for
each internet path, typically 60 bytes)

RTT Round trip time (as measured by
TCP)

P Packetlossrate (%)
The efficiency of the WAN link can be calculated



from statistical data on the link utilization, where recorded for different remote network infrastructure in
Utilization ( ) [7] is the percentage of total channel use (Fiber, VSAT, Point-to-Point VPN across the
capacity currently being consumed by aggregate internet with bandwidth of 128/256 kbps

traffic. respectively)

(c) The performance statistic values obtained in
both cases were plotted in graphical form and
Also analyzed.
(d) Recommendation for error correction and
performance improvement were made
(e) Conclusion was drawn based on the result

Further more, in this research, three point-to-point obtained from the key performance indices.

WAN link were setup between two separate The alternative WAN links between two remote

locations A and B using three different WAN locations shownin Fig. 1, werer outed to HostA

technologies, namely: and Host B using different connection links
(i) 128/256Kbps leased fiber line (Fiber, VSAT, P2P VPN) to measure the KPI of
(ii) 128/256Kbps point-to-point VPN across the network.

the publicinternet.

(iiiy 128/256Kbps VSAT link
The key performance indicators (KPI) metrics for
the research were Latency, Bandwidth and Packet
Drop Rate. The following approach methods were
used to obtain the required performance
characteristics of the various WAN technologies
adopted:
(a) Files of various sizes were sent from HostA to

Host B across the different WAN links. Fig. 1. Schematic diagram of alternative WAN links
(b) These KPI values were measured and between two remote locations

The Table 1, shows the result of the throughput obtained from the remote link of the WAN with diffe  rent
Packet Drop Rate of the links.

Table 1. Throughput result of a network as affected by both the latency and the packet drop rate

LATENCY THROUGHPUT
(ms) TP1(KBPS) TP2(KBPS) TP3(KBPS)| TP4(KBPS)| TP5(KBPS)| TP6(KBPS)| TP7(KBPS)
0.01%PDR 0.05% PDR 0.10% PDR| 0.50% PDR| 1.00% PDR| 200% PDR | 3.00% PDR
9 182222 81495 576.29 257.70 182.22 128.85 105.20
30 546.67 24448 172.89 77.31 .67 38.66 31.56
60 273.33 12224 86.44 38.66 27.33 19.33 15.78
0 18222 81.50 5763 25.77 18.2 12.86 1052
120 136.67 61.12 322 19.33 13.67 9.66 7.87
150 100.33 4890 A8 15.46 10.93 7.73 6.32
300 .67 24.45 17.29 7.73 547 387 3.16
3280 14.70 10.37 464 3.28 232 1.90
800 2050 917 648 290 205 145 1.18
1000 1640 7.4 519 232 1.64 1.16 0.9
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Fig. 3. Graph of throughput against latency for different packet drop rates

The Fig. 3, shows the effect of packet drop rate on
the network throughput over different latency. The
throughput of a network is affected by both the
latency and the packet drop rate of the link where
an increase in latency decreases the network
throughput performance. Similarly, the throughput
also decreases as the packet drop rate increases
which might put the network quality of service to
network degradation. Analysis of the achieved
result indicates that, the best quality of service will
be obtained by using a link whose latency is
between 1 30 milliseconds and packet drop rate
of 0.01% or less. Such latency can only be
achieved using Fiber or radio link where packets
are propagated at the speed of light with very low
bit-error-rate.

The worst quality of service occurred when
latency is between 800 1000 milliseconds and the
packetdrop rate stands at 3% or more.

The link latency of 800 milliseconds and above is
usually associated, with VSAT link because of its
technological limi tation caused by distance along
the propagation path between two locations via
the orbital satellite.

However, VSAT links could still be used for none

delay-sensitive application if there are no packet

loss. The situation becomes worse when

increasing packet drop rate is associated with

VSAT links. For a Point-to-Point virtual private
network (VPN) across the public internet with

average latency of 250 milliseconds, most real-

time and data-based applications performance is

considered favourable. However, Point-to-Point
VPN is always associated with higher packet drop
rate than VSAT or Fiber links because of the large
number of hop and routing protocols across the
partfrom source to destination. This is even worse

when considering a two-way ftraffic situation

usually experienced in real life scenario.

IV.Improvement In Quality Of Service

The improvement in quality of service (QoS) can
be seen by comparing the network throughput of

the Fiber, VPN, and VSAT link of a network. If we
assume a minimal packet loss for all the three

infrastructures: latency of 850ms for VSAT, Point-

to-Point VPN across the internet at 260ms and
Fiber link of 25ms.

Throughput for VSAT gives 0.6168M bps that of the
VPN across the internet gives 2.016Mbps and the
throughout for fiber gives 20.97 Mbps. By ntin QoS

IEEE NIGERCON 2010 m



replacing the VSAT infrastructure with Fiber Optic
link, the following improvement in QoS would be
achieved.

Hence the improvement in QoS gives
=>3300%

Similarly, replacing the VPN with Fiber optic link
would be achieved with an improvement in quality
of service QoS as follows:

=>530%

V. Conclusion

The Key Performance Indices of network services
(packet drop rate, latency and throughput) affects
the network performance as one the factors goes
out of the optimized range value obtained in the
research work.

Under perfect conditions (assuming minimal
percent of packet loss), the use of WAN link with
low latency, and use of optimized bandwidth would
significantly enhance the quality of service (QoS)
experienced by a remote network user over a
WAN link.
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ABSTRACT

Attracting and sustaining investments from both local and foreign investors is one of the key strat

egies for

consolidating good governance in an economy. Availability of adequate infrastructure is a key facto rto
attract investors. We therefore investigated impacts of low level of infrastructural development on
economy of developing nations. Nigeria was chosen as a case study and we analysed effects of poorr  oad
networks on business profitability in the country. This further investigates partof many reasons developing
nations are less attractive to investors. An automated fuzzy decision making system was designed to
ilustrate how entrepreneurs can effectively capture uncertainties that surround such business
environments and make effective business decisions. We introduced learning to train and analyse how  the
fuzzy player adapts over time during the game and we finally offered useful recommendations to
governments on how to attract local and their much dreamed foreign investors.

Index Terms fuzzy logic, membership functions, decision, network games, business games, game theory,

Zerosum.

I.  INTRODUCTION

It is a common knowledge that leaders of
developing nations, most especially in Africa, both
past and present, have made frantic efforts to woo
foreign investors into their countries. However,
most of or all these attempts have resulted into
exercises in futility [1]. According to Jacques
Morisset in [1], when these countries did attract
multinational companies, it was principally
because of their (abundant) natural resources and
the size of their domestic market and this was
equally emphasized in [2]. Most of the few foreign
investors that show interest in the countries are
those interested in feasting and scooping the
abundant natural resources of these nations.

In Nigeria, several leaders of governments, at
federal and state levels have in the past embarked
on numerous foreign trips with the objectives of

attracting foreign investors. However, these have
been with little or no results. Rather than attracting
new businesses, the existing companies are
systematically relocating from the country and an
example of this was the famous Michelin Nigeria
Limited [2] which cited high production cost and
other factor as reasons for the closure of their
production plants.

In this research work, while we acknowledge that
there are several factors [3] contributing to
unattractiveness of these developing nation s to
investors, we have looked with keen interest into
poor transportation networks as one of these major
factors. We have also introduced a model that
illustrates how an entrepreneur can compete
effectively, grasp and overcome the uncertainties
that surround such business environments and
make effective and efficient business decisions.
We designed this model using concepts of fuzzy
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logicand game theory.

We viewed competitions in industries as gameson
boards and a business board game model was
designed to investigate how level of road networks
affect business profitability. The uncertainties
aspects of the business environment were
captured using the concepts of fuzzy logic in
making the business decisions. We refer to our
model as fuzzy strategy decision making system
on business board (FSDBB) games.

A decision maker is frequently confronted with
fuzzy constraints, fuzzy u tility maximization, and
fuzziness about the state of competitors [4].
Decision processes in firms have been modelled
in different research papers [5; 6; 7; 8; 9]. Also,
concepts of fuzzy logic have been applied in
various decision processes [4; 5; 10; 11; 12; 13;
14] and in many types of games [5; 10; 12; 13].
Analysis of interaction and cooperation among
people in a group has been performed in the
prisoners' dilemma game [10; 15], snow drift game
[16] and different types of board games have be en
used to model people interactions. For the first
time, we have combined the concepts of fuzzy
logic and game theory to model interaction and
decision making processes in businesses as
games on boards. In this model, while a player
knows information about himself, he has
incomplete information about his opponents and
these incomplete information are modeled using
the concepts of fuzzy logic. We believe that
actions or strategies of competitors and the way
they are linked can affect profit of a business and
we would like to design a framework to understand
how the board connectivity, constraints or
restrictions on the board and other network
structures [17] affect payoffs of players. This work
contributes to knowledge in the area of

understanding uncertainties in business

competitions as games played on boards to
investigate how level of availabilty of vital
infrastructures such as transportation networks
affects the profitability (known in this paper as
payoffs) of business enterpri ses. The board
gamesare investigated as games with incomplete

information and with different levels of

connectivity.

A. Objectives
Our main objectives are to investigate:

?  Competition among business organisations as
games on boards and examine various board
characteristics such as level of connectivity,
number of nodes (players), patterns of board
connections and moves and strength of
individual player's strategy. We would
investigate how these characteristics affect
the payoff of players in the games.

?  How level of availability of vital infrastructures
such as transportation (also communication)
in a geographical location can affect the

profitability (known here as payoffs) of
business enterprises.

? Why industries tend to concentrate in highly
developed locations than less developed
ones.

? Why developing nations are less attractive to
industrialists when compared to the developed
ones.

? How to advise the management of a business
organization on how to formulate business
strategic decision policies that will keep the
business in a strategic advantage over its
competitors in the market. How fuzzy
reasoning or fuzzy inference system (FIS) can
help to improve the performances of
businesses in an environment that is clouded
with uncertainties and adverse condition such
as low level of infrastructural development.

? How performances of these business
enterprises can be improved or enhanced
through adaptation or learning (training of the
fuzzy players) of the fuzzy inference system.
We are providing trained and optimized fuzzy
rules that simulate the relationship between
demand (D), production cost (CP ) as well as
those marketing strategies that an
entrepreneur can follow in forecasting the
selling price (Esp) of a commodity and thereby,
the profit or wealth to be generated or
accumulated (Aw).

B. Assumptions

Gender and Economic terms: Throughout this
paper, we shall be using he/his or him as
appropriate to represent agents. Also, since this
workrepresents a model of a real system, some of
the economic terms and formulas used in thiswork
such as demand (D), cost of production (Cp),
membership functions, game modelling
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equations, strategies [C;W;M] other variables as
well as the fuzzy rule base may be modified by
anybody adopting the model to suitably represent
the situation in question. Our aim is to show that
uncertainties in business environments can be
suitably modelled or represented using fuzzy logic
and game theory concepts.

Il. Transportation
A. Importance of Transportation in a Nation's
Economy
The importance of effective transportation
infrastructure as one of the major backbones of
nations' economic development cannot be
overemphasized. In [18], it is stated that “better
infrastructure willlead to lower transport costs or to a
wider range of choice and more competition.
Improved access to input material and to markets
will cause firms in such region, ceteris paribus, to be
more productive, more competitive and hence more
successful than those in regions with inferior
accessibility”. In developing nations, such as
Nigeria, poor road networks do not only pose as
major problems to national economic development
but also to human life. This is because the state of
the available ones are poor and without adequate
maintenance.

In this paper, we investigated impacts of these
poor road infrastructures and offer valuable advice
to entrepreneur on how to make effective and
efficient business decisions despite these
uncertain and adverse business environments.

. GAME THEORY

A. Game Theory Framework

Game theory is the study of the ways in which
strategic interactions among rational players
produce outcomes with respect to the preference
(or utilities) of those players, none of which might
have been intended by any of them [19].

It is part of a large body of theories concerning
decision making [9]. It deals with decision-making
processes involving two or more parties, also
known as players with partly or completely
conflicting interest [13; 7] and it is one of the
methodologies designed for application to the
social sciences [8]. All situations in which at least
one agent can only act to maximize his utility
through anticipating (either consciously, or just
implicitly in his behaviour) the respon ses to his

actions by one or more other agents are called
games and agents involved in games are referred
to as players [20; 19; 4] and could represent
people, military, firms, countries or other
organisations [5; 21; 13].

B. Business Games

1) Why Business Games?: In business games,
the firm identifies the moves that the rival could
make in response to each of its strategies. The firm
can then plan counter-strategies [22]. As Doug
Ivester, Coca-Cola's president put it [23] “I look at
the business like a chessboard. You always need
to be seeing three, four, five moves ahead,;
otherwise, your first move can prove fatal”. Game
theory [4; 13; 19; 20; 5; 12; 24] helps explore the
impact of calculations about future market
advantages on a firm's current market strategies.
In business games, the conflicting interest of a firm
may be to minimize the cost function, maximize the
market share, or maximize the profit [13]. In this
game, profit maximization of the fuzzy player is to
be achieved through learning by the fuzzy player,
and minimization of the payoffs of the opponents.

2) Decision Making Processes in a Firm: For
decisions to be adequately made in a firm, decision
makers of the firm are assumed to have access to
three different types of information; product-
demand information, factor-supply information
and production-technology information [20]. Under
the assumptions of neoclassical marginal
analysis, product-demand information usually
takes one of two possible forms. Either the firm
knows the prices of each of its products (and these
prices are assumed to be constant) or it knows its
total revenue function.

Laws of Demand and Supply: Demand and
supply are two of the most important market
information items to any firm and perhaps, the

most fundamental concepts in Economics. The

relationship between the two determines how
resources are allocated [22; 25; 20]. Meanwhile,
since there are many and well known works on
microeconomics that address those economic

terms briefly explained above, no further

discussion will be given on them in this paper.

C. Fuzzy Logic and Fuzzy Decision Making
System
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Fuzzy logic is a problem solving technique that
was introduced by Lotfi Zadeh in [26] to deal with
vague or imprecise problems [4; 27; 11; 28; 24]. In
general, a fuzzy decision making system (FDMS)
uses a collection of fuzzy membership functions
(Figure 4) and decision rules that are solicited from
experts in the field to reason about data [11]. Typical
components of a fuzzy decision making system are
as shown in Figure 1. The components of an FDMS,
as shown in the figure are: a fuzzification se ction, a
fuzzy rule base, fuzzy decision logic and a
defuzzification section.

1. Fuzzification section: This is the section
where the process of making a crisp quantity fuzzy
[29] is carried out. This is done by simply
recognising that many of the quantities that we
considered to be crisp and deterministic are
actually not deterministic at all. They carry
considerable uncertainty. If the form of uncertainty
happens to arise because of imprecision,
ambiguity, or vagueness, then the variable is
probably fuzzy and can be re presented by a
membership function.

Defuzz-

—p ification

process

Fuzzific-
ation
Process

Figure 1. Fuzzy decision making system (FDMS)
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2. Fuzzyrule base: These rules are expressed in
conventional antecedent-consequent form. The
collection of such rules constitutes the fuzzy logic
knowledge base that is used for inference of the
decision agent. In a fuzzy system, if the antecedent
is true to some degree, then the consequent is also
true to that same degree. For a small number of
inputs, there exists a compact form of representing
a fuzzy rule-based system which consists of a
tabular format with different partitions representing
different inputs.T his compact graphical form is
called fuzzy associative memory table, or FAM
table as shown in Table I.

3. The decision making logic (DML): The
decision making logic is analogous to classical
logic for reasoning [29] and is similar to simulating
human decision making in inferring fuzzy control
actions based on the rules of inference in fuzzy
logic[11].

4. Defuzzification process: This is the
procedure that converts the fuzzy results into a
crisp output. It converts a fuzzy control action (a
fuzzy output) into a non-fuzzy control action (a
crisp output) [11]. Defuzzification has the result of
reducing a fuzzy set to a crisp single-valued input,
or to a crisp set; of converting a fuzzy matrix to a
crisp matrix; or making a fuzzy number a crisp
number. Fuzziness helps to evaluate the rules, but
the final output of a fuzzy system has to be a crisp
number and the input for the defuzzification
process is the aggregate output fuzzy set and the
output is a single number [30]. Mathematically, the
defuzzification of a fuzzy set is the process of
'rounding off' from its location in the unit hypercube
to the nearest (in a geometricsense) vertex. If one
thinks of a fuzzy set as a collection of membership
values, or a vector of values on the unit interval,
defuzzification reduces this vector to a single
scalar quantity - presumably to the most typical
(prototype) or representative value [29]. Several
defuzzification methods have been discussed in
the literatures such as [11; 30; 29]. In this paper, we
are using centroid method and we shall give abrie f
explanation on it. Centroid defuzzificétipn method:
This method is also referred to as centre of area
(COA) or centre of gravity (COG). It is the most
commonly used [11], most popular [30], most
physically appealing [29] defuzzificatippytechnique
and it finds the point where a vertical line would




slice the aggregate set into two equal masses. In
theory, the centroid method of defuzzification is
calculated over a continuum of points in the
aggregate output membership function but in
practice, a reasonable estimate can be obtained
by calculating it over a sample of points.
Mathematically, the centroid method can be
expressed as:

Fuzzy inference techniques: In general, fuzzy
decision making system can be implemented
using any of the three common methods of
deductive inference for fuzzy syste ms based on
linguistic rules [29] listed as follows: Mamdani
system, Sugeno systems and Tsukamoto models.

In this work, the design and implementation of this
fuzzy decision making system was achieved with
the aid of Matlab software. Matlab is a menu driven
software that allows the implementation of fuzzy
constructs like membership functions and a
database of decision rules [11].

D. Board Games

The definition of a particular game is generally
considered or otherwise transparent by listing the
rules of the game. B oard games are games with a
fixed set of rules that limit the number of pieces on
a board, the number of positions for these pieces
and the number of possible moves [31]. Board
games have intrigued researchers in a number of
sciences either as object of study or as models for
developing analogies [31].

Board games have a universal appeal and there
can be few people who have not at some time,

been excited or stimulated by a board game [32].

There are different types of board games and in
[32], they are grouped according to the following
categories: Games of position, Mancala games,

War games, Race games, Dice, Calculation and
other games.

In this research work, we have formulated a board

game named; fuzzy strategy decision making
system on business board (FSDBB) games to
simulate strategic competitions in business
environments.

E. Fuzzy Strategy Decision Making System on
Business Board (FSDBB) Games Models The

general model for our proposed FSDBB is as

Selling
Price

Product
demand
inform - q
ation

2 (input 1)

(FDM
S)

Payoffs

Produ
~ction |

cost
(input 2)

[Cy, Wy, My]

A

Training/leaming |g

Figure 1. Amodel of FSDBB game showing inputs, processes and outputs.
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Figure 3 Different Board Connectivity figures: (a) shows a board with complete links/connectivity
(i.e fully connected), (b)board with four missing links, (c)board with six missing links and (d) board
with eight missing links. Our results show that the less the connectivity on the board, the less the
payoffs of the players. That is, the payoff of fuzzy playerin (a) is greater than his payoff in (b) which
in turn is greater than that of (c) and finally, the payoffs in (d) turn to be the lowest.

Each of the two players has ten pieces which
represent trucks which are loaded with firms'
products. The trucks are positioned initially, as
shown in Figure 3, at the start nodes which are at
row 1 and row 5 for yellow and green players
respectively. As shown in the figure, each node at
the start row contains two pieces (trucks) each at
the initial (start) stage of the game. These ten
trucks own by each player contain products which
are to be distributed at their respective goal nodes
(destinations). The goal node for each player
resides at the opponent's side of the board which
necessitates for each player to travel across the

board in order to take as many of his resources as
possible to his destination (the goal node).

The board is used here to represent the road
networks in a particular geographic location (such
as between Lagos and Abuja in the Nigeria) and
where each player represents companies (involve in
logistics with trucks) at each of these mentioned
locations.

We varied level of connectivity (number of links) on
the board by removing links arbitrarily and we
investigated how these restrictions (missing links)
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affect payoffs (profitability of businesses). This
level of connectivity is used to investigate how VerylLew Lo i igh VervHi
level of availability of vital infrastructures such as 2 W gd Hjgh jHiah
transportation networks in a geographical location @a et 4
can affect the profitability of business enterprises. 2
% asF -
A. Board Variables £
The following variables would be used in the 5 A 1
simulation: nrepresents the number of players (n = g ;
2), ["is the number of missing links on the board, o 2 a2r i
is the total number of nodes on the board, is the a
total number of links in the fully connected n etwork, | | | |
cost of production is represented as C, estimated 3 1 » 3 < 5
demand of the product at destination node is .
represented as D. The payoff, P of a player ywill be (c) Expacted Market Consolidation
represented as P(y).
B. ACase Study of a Fuzzy Strategic Decision Ve Trm Bval " wed | Lewe v e
.T.E |
E
E i
Ve =y
o ! ¥
= 5n:
£ os £
o
% 0z g
E
5 v (d) Expeztad Wealt1 Creatad
@ 0.2 Figure 4: Membership functions for fuzzy variables of
o FSDBB rule base- inputs: Demand (D) and Production
3 o cost (C,) and outputs: Expected consolidation efforts
. . . (Ec) and Expected wealth (Ew).
2 1 z 1 5
(a) Demand
Making System on Business Board (FSDBB)
Games
Low Madium 1iah We shall illustrate our fuzzy strategic decision
e ! : making system on business board (FSDBB)
o games with different board connections in Figure
E n3r T 3. The model involves two players which
..l i represent firms that deal in logistics by road and
o= are based at different geographical locations in a
=
— particular country or region. We shall represent
o 0AF B
o the players as green (g) and yellow (y). Yellow
e oL i represents the fuzzy player. Given the boards with
2 different patterns of connections as shown in
a Figure 3, the game state is represented as vector
. . . . [g;y;Aw;rl. Where g represents green player's
a : 2 3 4 5 amount of resources, y represents yellow player's

(b) Production Cost amount of resources, Aw represents green's
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accumulated wealth (profit) and r is the number of
rounds the game is played. Green player strategy
is denoted as [Cg;Wg;Mg] and vyellow player
strategy is denoted as [Cy;Wy;My] where:

3)

Because the total resources of each player at any
point is ten. These resources are trucks of
products to be taken to the players' respective
goalnodes.

1) FSDBB Game Rules: From Figure 3, row1 is
the yellow player start row while row5 is the green
player start row. As shown on the diagram, the
goalnode of play er yisrepresented as 'Y while the
goal node of player g is represented as G. Other
rules are as follows:
? A node can only contain maximum of three
trucks atatime.

? A node can only contain maximum of two
trucks from same firm (player).

? A player that has two trucks in same node
(other than the start node) would get his profit
reduced to half because his goods are in
excess for that particular location. This means
the less the connectivity among the nodes, the
more the need for branching of a truck into
neighbours' paths and therefore the more the
risk of that player having two trucks in same
node and thereby reducing his profits.

? A player must follow legal moves through
connected nodes and cannot jump nodes.

? At any particular location, a player seeks the
shortest path to move to the next location.

? For game to exist, there must be a minimum
valid connection on the board. A minimum
valid connection is the connection such that
there exists at least a single path for a player to
take hisresou rces (trucks) from the start node
to reach the destination node.

2) Game procedures: Following the FSDBB
general model in Figure 2 and with respect to
board diagrams in Figure 3, the procedures
necessary for designing the proposed automatic
business decision system are as follows: The
probability that there exis